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Multiple Virtual Domains
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An electronic mailing li st allows for widespread d istribution of information to many
internet users. However, there are some known security concerns with using of electronic
mailing lists (for ex ample, the e -mail spam p roblem, the e-mail worms prob lem, and
etc.). To reduce the amount of spam and virus emails that reach end users subscribed to a
mailing list, it is effective to divide the domains of electronic mailing lists into internal
and external ones, as a se rver-side security measure. In this paper, we will give an
explanation of how to construct a Mailman mailing list manage s ystem, which is the
most popular free soft ware mailing 1ist manager, with using the internal and external
virtual domains.
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# nslookup

> server [DNS
> set q=mx

> [FQDN]

> exit
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3. Postfix & Mailman O#ES

Postfix ~ Mailman Dax Kel son
Python postfix-to-mailman.py[6] Postfix ~ Mailman
Postfix  transport Mailman
Postfix
Mailman 2.1

Mailman
mlex.my.domain mlin.my.domain
Python
postfix-to-mlex.py

mlin.my.domain

postfix-to-mlex.py
postfix-to-mlin.py

postfix-to-mlin.py
mlex.my.domain
postfix-to-mailman.py

postfix-to-mlex.py postfix-to-mailman.py

if os.path.exists(local):

from Mailman.MailList import MailList

m = MailList(mlist, lock=0)

host name = m.host name

if host name == 'mlex.my.domain: # ML

os.execv(

MailmanHome + "/mail/mailman",
(MailmanHome + "/mail/mailman", type, local)

)
els e:
bounce()
Postfix ~ Mailman

postfix-to-mlin.py  /usr/local/mailman/bin/

mm_cfg.py

(1) postfix-to-mlex.py
(2) Mailman

MTA=None # No MTA processing required for postfix-to-mailman.py

Vol.2010-I0T-10 No.7

2010/7/16
(3) mlex.my.domain mlin.my.domain Postfix transport
/usr/local/etc/postfix/transport
mlex.my.domain m lex:
mlin.my.domain m lin:
postmap transport
(4) Postfix main.cf
transport_maps = hash:/usr/local/etc/postfix/transport
relay _domains = ..., mlex.my.domain, mlin.my.domain
mlex_destination_recipient_limit = 1
mlin_destination_recipient limit = 1
(5) Postfix master.cf
mlex unix - n n - - pipe
flags =FR user=mailman:mailman
ar gv=/usr/local/mailman/bin/postfix-to-mlex.py $ {nexthop} ${user}
mlin unix - n n - - pipe
flags =FR user=mailman:mailman
argv=/usr/local/mailman/bin/postfix-to-mlin.py ${nexthop} ${user}
4. Postfix ® SMTP 7 1 JLZ DFIFA
Postfix 2.1 Postfix SMTP Postfix
[7] Postfix
Mailman MAIL FROM RCPT
TO
Postfix SMTP
Postfix SMTP
Postfix Mailman
SMTP
SMTP
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(2) smtpprox
SMTP smtpprox Perl Postfix
Bennett Todd SMTP smtpprox [8] SMTP
ML ML
[9] MAILFROM RCPTTO
(1) Postfix SMTP
smtpprox Postfix SMTP SMTP
SMTP Mailman

Postfix SMTP on port 25 SMTP Postfix SMTP Mailman

smtpprox on localhost port 10025 SMTP 550

Postfix SMTP on localhost port 10026 Postfix SMTP Postfix S MTP SMTP

Postfix cleanup

Postfix SMTP SMTP smtpprox
1°°;1:§§X SMTP 10025 ocalhost Smtpf(r)gz ] mtpprox if (Swhat =~ /"mail[ ¥1]*from:[ ¥]*<2[ ¥J*([" ¥I¥@([" ¥ 1) #]*>2) {
. my $from_domain = $2;
Postfix -

Postfix master.cf smtp ;

smtp inet n - n - 20 smtpd if (Swhat =~ /Arept[ ¥t]*to:[ ¥]*<?[ ¥]*([" ¥]H¥@([" ¥>1+H)[ ¥]*>?/) {

-0 smtpd_proxy_filter=127.0.0.1:10025 my $listname = $1;

-0 smtpd_client_connection_count limit=10 my $listdomain = $2;

#Postfix 2.7 and later performance feature.
#-0 smtpd proxy_options=speed adjust my $result =
*/usr/local/mailman/bin/check_this_post $listname $listdomain $from_domain’;

127.0.0.1:10026 inet n - n - - smtpd

-0 smtpd_authorized xforward hosts=127.0.0.0/8 if ($result eq 'no") {

-0 smtpd _client_restrictions= # Send our reject of this line back and head to the next line

-0 smtpd_helo_restrictions= $server->fail(‘550 insufficient authorization: * . $listname);

-0 smtpd_sender restrictions= # We keep processing in case we're one of multiple recipients

-0 smtpd recipient_restrictions=permit_mynetworks,reject next;

-0 smtpd_data restrictions= }

-0 mynetworks=127.0.0.0/8 }

-0 receive_override options=no_unknown_recipient_checks Just/local/mailman/bin/check_this_post Pyhton

master.cf 127.0.0.1:10026 Postfix ML
SMTP SMTP
localhost smtpprox
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smtpprox 127.0.0.1:10025 127.0.0.1:10026

smtpprox

# telnet localhost 10025

HELO my.domain

MAIL FROM: <me@my.domain>
RCPT TO: <list@mlex.my.domain>
DATA

From: <me@my.domain>

To: <list@mlex.my.domain>
Subject: test

test email
QUIT

"]

telnet> close
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1) Mailman GNU http://mm.tkikuchi.net/
2) Mailman the GNU Mailing List Manager http://www.list.org/
3) http://ja.wikipedia.org/wiki/

4) Barry A. Warsaw Zope Corporation =~ GNU Mailman, Internationalized  Proceedings of the
USENIX 2003 Annual Technical Conference, FREENIX Track pp.39-50(2003)

5) Postfix Documentation http://www.postfix.org/documentation.html

6) Dax Kelson Interface mailman to a postfix with a mailman transport
http://www.gurulabs.com/downloads/postfix-to-ma man-2.1.py

7) SMTP D Postfix SMTP http://www.postfix-jp.info/trans-2.1/jhtml/smtpd.8.html

8) s mtpprox simple efficient SMTP proxy in perl http://bent.latency.net/smtpprox/

9) SMTP D_PROXY Postfix Before-Queue Content Filter
http://www.postfix.org/SMTPD_PROXY_README html
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