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Single-Packet IP Traceback
using Exclusive-Or

SHINICHIRO INOUE, 12 MASAKUNI IsHiif!
and ITWAO SASASE f!

Tracing IP packets back to their origins is an important scheme to defend
against denial-of-service(DoS) and distributed-Dos(DDoS) attacks. Mainly, two
kinds of IP Traceback schemes have been proposed. One is packet marking
which each routers marks their ID into packets. The other is packet logging
which each router logs the digest of the forwarded packets. Recently, hybrid
IP Traceback scheme, which makes up for shortcoming of above two schemes,
has been proposed. Thought his hybrid scheme can reduce overhead on routers

rather than conventional schemes, it still take much overhead and moreover the
scheme is vulnerable against malicious marking. In this paper, we propose IP
Traceback schemes which uses Exclusive-Or. Our scheme can reduce overhead
on routers up to two-third. Furthermore, our schemes offer an mechanism to
detect malicious marking, and then can decide a exact router which connects to
an attacker. By computer simulation, we evaluate an overhead which takes in
Traceback process, and Traceback success rate in the case broken routers exist
in Internet.
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