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A Sampling-Based Intrution Detection System

NATSUKI Ocawafl and Yosuiaro Ovamafl

A great deal of literature on anomaly-based intrusion detection systems has
been published. One class of actively studied systems are based on system
call interception. They suspend a monitored application program at system
call invocations, and check critical data such as system call arguments and call
stacks. Unfortunately, many of them have a common problem of large over-
heads. To address this problem, we propose Sido, a sampling-based intrusion
detection system, that checks for intrusions at a portion of the original timings.
Indeed sampling reduces the detection accuracy, but it provides users a appro-
priate trade-off point between requirements of performance and accuracy. We
implemented sampling-based intrusion detection schemes using a simple call
stack inspection and the VtPath technique. We show the result of preliminary
experiments for evaluating the effectiveness of our system.
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Fig.1 Extraction of execution context information
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Fig.2 Extraction of VtPath
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Fig.3 Overhead when using system call-based sampling
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Fig.4 Overhead when using time-based sampling
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4 I
void unlink_all_files_in_dir(void){
// 0000000000000 0000000000000
}

static int recv_and_handle_data(int soc)

int nr;

char buf[4]; 0// OO0OOODOOOCOO

nr = recv(soc, buf, 4096, 0);

buf [nr] = ’°\0’;

printf ("I received request: %s\n", buf);

}return nr; // 00000000000 COOOOOCCOOOO

int main(void){

while (1) {
int soc;

recv_and_handle_data(soc) ;

05 ODO0O0O000ODODODO
Fig.5 Attacked server program
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Table 1 Rate of the attrack detection
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