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How to Determine Appropriate Power Models for
Fair Evalation of DPA Resistance of
Cryptographic Modules

YosH10 TAKAHASHITH2 and TsuToMU MATSUMOTO 2

An appropriate selection of power models is necessary to fairly evaluate the
resistance of a cryptographic module against a class of Differential Power Anal-
ysis (DPA) attacks. If a wrong power model is adopted, the possible failure of
an attack instance does not imply that the target is secure against the corre-
sponding attack method. This paper shows that a systematic way of determin-
ing appropriate parameters in power models for a large class of DPA attacks,
which includes Correlation Power Analysis (CPA). This paper confirms the ef-
fectiveness of the proposed method based on CPA experiments on four different
implementations of AES, which strengths against CPA were difficult to identify
by conventional methods.
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Fig.3 Wave of AES round.
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Table 4 Bevavior of AND gate.
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Table 5 Recovery of AND gate.
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Fig.8 Result of bit-dependance analysis.
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Table 6 H and it’s parameter.
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Fig.9 CPA results by H2.
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Fig. 10 results of CPA by each H.
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