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DDoS Detection Technique using Statistical Analysys
considering Response Time

SHUNSUKE OsHIMA, 12 TaAkuo NakasHiMmA T3
and TOSHINORI SUEYOSHI 2

DDos attacks to servers cause the disfunction and stop of the server. Previous
researches have shown that the entropy for the source IP address or destination
port number detect these attacks. In the organization with the small amount
of packets calculating the entropy value, the window width could be reduced
to detect attacks early. The small window width leads to the difficulty to set
the threshold of entropy value to detect these attacks. In this research, we
propose the calculation method of entropy threshold value based on the time
sequence. This threshold will be effective for the case with the small window
width leading the quick responding property. Our proposed method could be
able to early detect in the organization with the small amount of packets. The
proposed calculation is effective for the different features.
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