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Operation of SSO-Opengate Using virtual machine
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SHIN-1cHI TADAKIT! and YOSHIAKI WATANABE'?2

We have developed and distributed a network user authentication system
“Opengate”. It has been operated in Saga University. We developed Opengate
corresponding to single sign-on authentication by “Shibboleth”, and this has
been working for controlling the open network in the campus since March 2010.

Many systems are needed in order to realize this system at the university.
To reduction of this cost, the system management by the virtual machine tech-
nology is useful, and such technology (VMware) is used for this system. This
paper describes operation of SSO-Opengate which used the virtual machine.

1. 0000

000000000000 0oooooooooooooooO0 WebOOOOQoooO
0000000000000 o0ooDooooDOoooooonD WebOOOOOOoOOoOooOO
00000000000 o0oO0bO0o0DbOo0DbOO0oDbOOo0DbOOoDoO0oDODOOoODOoOoODoO0On
0000000000000 bOooDbOooDoobDbOobooOooDoOoOooOoOOoDooooOon
0000000000000 O0O0O0'oooooooag

gooobooboooobooboboobobooobOo0obOooboobooooboo
000 pPCO0O0OO00O0ODOOOODOOOOOD LANODDOOODOOOODODOOO
000o000oo000o0oD0ob0oo0o0obDO0 10000 WebODOODOOOODODODODOODO
doodooooboooooobooooooooooooboooooada Opengatez’?’lj
00000bO0o0bOO0obOo0o0bO0o0oDbOoobOoDODbOOoOobOoobOoobOoOobOoooaon
0000 WebOOOOOOOODODODOOODOODOOODOOWebOOOOODOOODOOOO
0000000000000 bO0bO0DOO0DO0DO0ODO000000DO0DOO0n0OWebO
go0obo0oboboooobooboo0oboo0obOo0obDOobobooDoooboboooooon
oono

00000000 000000000000000 Opengate (00O OSSO-Opengate) O
goobooz2o00990000b0bboooobbooobobo20100 30b0b00ooooboboo
00000000 SSO-Opengate J O Shibboleth 000000000000 OOODOOO
0000000000000 000000000ShibbolethOOOOO WebOODOOOD
JooboOopoooooooboooo

goooobooooboooboooboobobDboooobDoobooboobooo
goooooooboobooooboobooooooobobobooooboboooooo
gobooboboobooboooobbuobobobooobobbooboobooboo
goboobobbooobooobuooboobooobooboobooboobooo
00040000000000D 10000000000000000000000000
00oO000 10000000000 0000O00DOO00bOO00bOO0oDODbOOoDOoOoDOoOoOoon
0000000000000 000000000000D0D00000000 SSO-Opengate

10000 0000DOO0O0oOO0D
Computer and Network Centerd Saga University
t2 0000 DOO0oO0oOoo
Faculty of Science and Engineeringl] Saga University

(© 2010 Information Processing Society of Japan



gooooooood
IPSJ SIG Technical Report

gobooobboooboooooobovMware U0 0OO0O0DOOOODOOO
2. 0O a

2.1 Opengate 000

000000000000 0000000000 Opengate 000000002001 00
000000000000 00DO0Opengate000000 WebOOODODOOOOOODODO
0o0o0o0b0o0obo0ooboobOoooOooboo0obOooboobOOobooboobooo
0000000000000 oUoUoDOoooOOoOIPv4/IPv6O000O000O0O0OO0OUOO
ggdo

gooboobbooo0ooogooobobooboooobooooogoobObOooooogoo
Opengate 10000000 WebOODODOOOOODOOODOOOOOODODOOOOOOO
0000000000000 0000O0Opengate 10000000000 O0OOOOOO
ogoooooooooooooooooo

00o0odoOo0oooooo0obOo0o0obOo0bOo0o0ooo0obooooDoooooDoo
Opengate 1000000000 OCO0O0O0ODOOO0OOODOOOODODOOOOOOODOOO
goobooooboobobOooobobooobOboooDbboobobooooooono

2.2 Opengate 0000000000000 O0OOOOO

000000000000 000000000000000000000000%000
O00000OO00O0O0OoOoOoOoO2030000000Opengate 10000000000
gooooooooooooboooooooooboobooooooooobooooooDoo
goooIiboboooooboooboooooboooooooobooooooOoooboobooo
gobooooooooo

00000000 pCO0OO00OOODOOOOOOOOODOO WebOOOODOOOODO
0000000000000 00000000000000 Opengate0 0000000
Oo0oooooooooooooooobobbeObOOOOOWebOOOOOOODO Web
gobooobooobooooooooboooooobbooooboboobo

0000000000ooooooooono webOOOOOOOOOOOO IDOOO
goooooooooooooooooooobooooboooooooooooooboo
ooooooOooODOD0OO0OO0000000000000000 WebOOOOOOOOOOO
gooooooooooOOOODODOO WebOODODOODDOOOOOOOOOOOO
goboooobooobooooooobooooon

Vo0l.2010-I0T-9 No.5
2010/5/13

00O 0OOpengate 0 Shibboleth 000 OO0OO0OO0OOOOOOCOOOOO0O SSO-
Opengate 00000000 20100 300000000000000CCO0O

3. SSO-Opengate

3.1 DO0OOobooooobo

SSO-Opengate 100 0000000000000 DODOOOShibboleth 000000
Shibboleth 0 Olnternet2 D0 0000000000000 O0 MACE (Middleware Archi-
tecture Committee for Education) 000000 SAMLOOO (OpenSAML) 0000
gooboobo

Shibboleth 00000 D0OO0O0OUOOODOOUOOOOOO IdP (Identity Provider) O
IdP 000000000000 D00O00O000 SP (Service Provider) OIdPOOO0OOO
0000D0IdPOO0OOOODOOCO DS (Discovery Service) 0 000000 IdP,SP,DS O
0000000000000 00000Internet20000000000000000 Web
gobobooboobooboooboooooooooobobobobobobobooboog

SSO-Opengate 00000000000 O00O0O0O0O0O0O0DOOODDODOSSO-Opengate
O000IdPOOOODOOOOOOODOOSSO-Opengate 0000000000 IdPDODO
goboboobooboooobooboobobbboooobobooobooboobooDo
0000000000000 0OShibbolethOOOODOOOOOOOODODOO WebOOO
oooooooospO0OooooooooOnO

3.2 SSO-Opengate 0000000

SSO-Opengate 10000 Opengate 100000000000 OOOOOOOOOOO
0000000000000 oOoooDUoOO IPv4/IPv6O00000O0O0O0OOOOOOO
gbooooooooboobooooboobooboooobbobboobobbooubo
gobooooooOoopbDoU0oOo0U0 pOCOODCOO10DOOOOOODOOO

SSO-Opengate 0 OWeb OO OO0 CGIOOODOOOOO0OOOOOOODOOOODODO
0000000000000 000000SSO-Opengate J0FreeBSDOOOOOODO0O
0000000000000 00 ipfwdOWebOOOOO Apache 00000000 OIdP
0000SSO-Opengate 1000000 O000ODO 10000

SSO-Opengate 000000 VMware 00000000000 OOOOODOOODODOO
obo4000000000

(© 2010 Information Processing Society of Japan



gooooooood
IPSJ SIG Technical Report

()
8~

IdP

IR

@ ag4—n
& e
FyhD—SRIAE \
mers o = S | BHEwebfFEHR
ERETS S
FREES R T LA (SP) Lo T zFL
I
FIRAERR
01 000oood
Fig.1 System architecture.
01 0oOoooooo
Table 1 Software architecture.
IdP oS Solaris 10
goooooooo Shibboleth IdP 2.1.2
Web 00O Apache 2.2.14

FreeBSD 6.4-RELEASE
Shibboleth SP 2.1
Apache 2.2.14

ipfw (OSO0O)

SSO-Opengate OS
ooooooooog
Web 00O
gooooogo

3.3 SSO-Opengate 00000
SSO-Opengate 000000000000 OCO0ODOOO0ODOOODODOOODODOOODOO
(1) DO0D0O WebOOOOODODODODODOOO URLOODOODUOOOOOOOODODODOO
000 IDO0000O0O0OOOODODOOOOOOOOOOO*o
(2) DO0OUDOUOOODOOOOOOO IDOOOOOOOUDOOOO
(3) DO0UO0OOU0OUDUUO0OLDDOUOODOUOODOUOODOOUOODOUDOOO
gooO0o0oooooU0oU0oO0oOooOoUoUOOoOooOooDO(uoUooooooo
oooooo)ooooooo
(4) DOOD0OO0OO0OO0OO0OO0OODO0OOOOO0ODOOOOOOOOOOOOOOUOOOO

x1 000000000000 DSOOO0OOO00ODO0O00D DSO0OO IdPOO00OOOO0OODOOO0OODOO0OODO
Idp 00000

Vo0l.2010-I0T-9 No.5
2010/5/13

ooooOoooOooooooo()yooooooo

SSO-Opengate 00000000000 dPOODDOOODOOODODOODOOOODOO
00000000000 Opengate 10000000000 DODOODOOOOOOODODO
000000 SSO-Opengate OO0 O00O0O0O0ODOCOOO0ODOOODOOOODOOODOOOOO
0000000000 Opengate 00 SSO-Opengate 000000000 O0OOOOO
gbobobobobobobooooooo

34 0ODUO0OOO0OOO0OO0OOOOODOODOODODO

SSO-Opengate 00O OO0 IdPOOOCOOODOODOOOOOOOShibbolethO DS OO
00 dpO00000DOOO0ODOOOOOODOOOOOODOOOOOOOOOOOOOOO
00 dPO0OO0OOOO0ODOOOOOOODOOOOOOODOOOODOOODODOOODOOOOn
oboboboooog

[IDDDDDDDDDDDDDDDDDDDDDDD:Gakunin7)[||][||][||][||][||]
000000 SSO-Opengate 100000 (DOUDOODDOOO:3000)00000000O
0000000000000 000000000DooOgg SSO-Opengate 00O OO0
gbobooboobobooog

4. JO00ODOOOO0ODOO SSO-Opengate 000

4.1 SSO-Opengate 1000

SSO-Opengate 0 00 000000000000 DODOOO0OOODOOOOOOOOOOO
goooboo0oboooobooboboooboobOobUoobOooboboboobOooo
gobooobboobooboooooboboooooboobDoboobDOobooobDUubo
gobooooliooobooboooobooboooooobDobooooooooobDUobo
gboboboboboooooboobobobo

000 Opengate 000 O0O0OODO (20000)0000000000O0O0OOOO0ODO
gbboobooogobooboboooobooooooboooboobbobboobo
goobooooboobooboobobbobobobbooboobooboboobooo
00000040 0000000000000 10000000000000000000
gooobobooobdob 1gobdboobobooboobooobooboobooooo
gbobobooobooooboobobuoboboUb20010booDoobobobobOon
0000000 (CPU: Pentium IIT 1GHz , Memory: 512MB) 000000000000
SSO-Opengate 1 0000000000000 DODOOOSSO-Opengate 00000 OO0O

(© 2010 Information Processing Society of Japan



oooooooooo
IPSJ SIG Technical Report

I(. o )
02 000000000 SSO-Opengate 000
Fig.2 Operation of SSO-Opengate by virtual machine.
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Fig.3 Setting screen of virtual server.
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Fig.4 Status screen of virtual server.
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n1000v(config)# port-profile type vethernet Opengate_WAN
n1000v(config)# vmware port-group

n1000v(config)# switchport mode access

n1000v(config)# switchport access vlan 100
n1000v(config)# no shutdown

n1000v(config)# state enabled
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