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Fine-grained Packet Filtering in a Virtual Machine Monitor

TakesHl AzuMr, ! KenicHr Kourarf213
and SHIGERU CHIBAT!

When intruders attack other hosts from a victim host, an external firewall
only allows coarse-grained packet filtering by IP addresses or ports. In contrast,
an internal firewall at a victim host allows fine-grained packet filtering but may
be invalidated by intruders. This paper proposes xFilter, which is a secure
and fine-grained packet filter in a virtual machine monitor (VMM). To use the
information on guest operating systems (OSes), xFilter analyses the memory
of guest OSes in virtual machines (VMs) using their type information. In ad-
dition, xFilter enables running filter modules at a dedicated VM to make the
development easier. We confirmed that the overhead of xFilter was negligible
when a filter module runs in a VMM.
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