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Suggest of Online Proactive Failure Prediction System
for Embedded Systems

MIDORI SUGAYA tt and TATSUO NAKAJIMAT

In this paper, an failure prediction infrastructure by Resource Monitoring is presented for
embedded systems.It provides a monitoring function for detecting anomalies, especially a
symptom of resource abuse or memory leaks, by using the resource patterns of each process.
Our system takes a application black-box approach, based on machine learning methods. It
uses the clustering method to quantize the resource usage vector data and then learn the nor-
mal patterns with a hidden Markov Model. This reduces the general overhead of the analyzer
and makes it possible to monitor the process in real-time. The evaluation experiment indi-
cates that our prototype system is able to detect anomalies such as CPU abuse and memory
leaks, without previously defined anomaly models.
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