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Reducing Delay of E-mail Delivery in
Controlling Spam Mails Using Greylisting
with Running Time Restriction

Dar IsaiiMa, ™ Harsumr HiRamaTsut!
and HARUHISA HAyAsHI™

In controlling spam mails, it is important not only to reduce spam mails, but
also to deliver non-spam mails without delay. Greylisting is known as one of
spam control methods, but it has problem with delay in e-mail delivery. Small
and medium enterprises have problems with an initial investment and shortage
of staff for controlling spam mails. In this paper, we propose a method combin-
ing greylisting running only during user absence and throttling running for all
day. The proposed method resolves the problems with delay in e-mail delivery
and work load. The result of operation based on this method shows that it is
possible to reduce about 70% of spam mails. According to the operation expe-
rience over two years, we confirm that the problem has not occured in business
with this method.
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Fig.1 Processing flow of the proposed method.

0000000000000 00000000000*0000000000000000
OO0000OoOO0O000Q cronOO0OOOODOODOOOOOOOOOOOOOOOOOOO
oooOoooo

greylist.pl 0 O greylisting 0 00000000 10000000 MTAO IPOOOOO
goboobobooboobooboobobobobboobooboobbooboboo
gobooboobobobooboobbobbobobboooboobooboobooo
o00ooo0o0oo0bo0o0oo0oo0oo0oo0ooo0ooooooooooooog
O000ooo0o0oooo0o0ooooooo

O0000Ogreylisting00 0000000000000 0O0O0O0O0OOODOOOOOO
o00oo0o0oo0oooooo0oo0oo0oooooooooooooooooo
0000000000000 Ogreylisting0 0000000000000 O00O0O0OOOO
O0000000000000Ogreylist.pl 0000000000000 0OOOOOOOO
oooo

0000000 PostfixOODOODODOOODOOO 2300000000 MTAOOOODO
O0000oooOo0o0ooooOoooooooosSMTPOOOOOOOOOOOOOOOO

x1 0000 /var/mta/greylist.pass 00000000 000000Ogreylisting 000000000

00o0ooooooog Vol 51 No. 3 989-997 (Mar. 2010)

O0000000D00D0220 hostname.. 000000000 DOOOOOOODOORCPT To:0O
00000000 oooooooooooooooa
throttling 0 0 00000000000 20000000000000O0O0000O00OO
o0o0o000o0o0oooOoooooooooooooooooo MTAOOOOOOOOO
gooooOooooooMTAOOOOOOOOOOOOOOOODOOOOOOOOOOO
OMTAOOOOOOOOOODOOOOCOOOO

OO0O0Othrottling 0000000 O0OO0OOO0O0O0O0OOOOOOOOOOOOOODOODO
O000ooooooo MTAOOUOOOOODODDODOOOUOOOODOOOOOO MTAOO
0o0oooooooooo

3.5 0O0OOOOO

00000000000 00oDOO0O0000o00o000oo0o0O00ooO0ooooooooon
jo0ooo0o0ooooOoO0oooOoOOodUoOoDooDooOOUoOoDoOOoOg 3.200
0000000000000 0000000000000000000000000000O
0000000o0oooooooooooooan

00oo0oDOo0oooOoo9dono 170 4000000000000 000O000O0DOO
0000oo00ooooor030000210000000000000000DOD0O210
0000600000000 greylistingD 00006000 21000000000000
godooOr0 300000 ed0d0bObOOOOODODODOOODODODOOODODODOO
0o0o0oo0ooooooooooooooooo

000000000000 00D000000OOgreylisting0000000000O0OO
00oooo0ogoUooooo 11000 1400000000000 ooooo

greylist.pl 00000000 ODODOgreylisting0 00000000000 OOODOO
O00O000000O8UIUUoUoUoOoDOOgreylist.plO00O0O0O0OO0OOOOODOOOO
gooooooeco0bOoOoOO

0000000000000 MTAOOIPOOOOOOOOOOOOFQDN: Fully Qual-
ified Domain NameD 00 000000000000 O0O0OO0ODOOOO®OOO0OO0O
0000000000000 00000D00Othrottling00000000ODOOO 2000
0000 MTAOOOOOOOOOODODODOODOOOOOO

0000000 Postfix 00000000000 MTAsleepJOOOOOOOOOOO
0000ooDooooo MTAOOOOOODODODOOOOODODOOOOOOOOOOOOO
000000000000 mo2000000000000000000 MTAOO 35

(© 2010 Information Processing Society of Japan



993 0000000 greylistingO0OOO0O0O0O0O0O0O0O0O0O0OO0O0O0O0O0OOOO

/"unknown$/ sleep 35
/" ppp [0-9]+\.some-provider\.ne\. jp$/ sleep 20
/./ sleep 1

02 000000000000 throttling 000
Fig.2 Example of regular expression table for throttling.

O0OADSLO FTTHOOOOOOOOODOOOOOOO MTAOOOOOOOO MTAO
0200000000000000 MTAOOOOD 10000000000O0O0ODOO
O000000o000ooo0o0ooooooo MTAOOOOOODOOOOOOOOO

4. OO00OO0OO0OO

gboooobooooobooboooooboooOob200r0 100000000000
O0OD0D0 3000000greylisting0 00000 throttling0 000000000 COCOODO
00000000000 000O0O00 20070 40000000000000000O0MTA
gobobooooooooooooooooooooooboooooooboooooDoooOoo
goboooooooo

4.1 O0O00O0O0OO0DOOO0OO0OO

goooooooooooooooboooooboooboooobooogooooboOooboo
gobooob100000 20060 100000000 2000000 20080 1200
0o0ooooooooooooo MTAOOODOD1IOOOOO SMTPOOOOOOO
gobodooooobooooboooooobobl1000o00obooooooo 300o0d

0000o0oo0o 100000SMTPOOODOO 7464780 0000570,4450000
oooooO0oOoOoOO0O0O00O0 20000000000SMTPOOOOD 3,304,862 00
0000000843400 000000000 SMTPOOOOOOMTAOOOOOOO
O00000O0OO0O0OOgreylisting000000000000O0O0O0O0O0OOOOOODODD

o0o00oooo0ooOooooooo SMTPOOOOOOOOOOOOOOOOOO
000000 /ooooOo 764%000000000000 SMTPOOUOOOOOOOO
000000 FromO0OO0O0OO0OO DNSOOOOOOOOOOOOOOOOOOODOOO
gobooooobooooooooboooobOoOoboooobooOooooooooo

00o0ooooooog Vol 51 No. 3 989-997 (Mar. 2010)

7500 100
RS
6000 ﬂ 80

[Rbetad —:
at \ o
4500 '—'fv | Al g 60 4

BoxkEE —u
40

.
'i ] 20
0 I 0
2006/01 2006/07 2007/01 2007/07  2008/01 2008/07 2008/12
F/R

08 SMTPOOOOOOOOODOOOOOODO
Fig.3 The number of SMTP connections, delivered mails and delivery rate.
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Fig.4 The number of spam mails for author.
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