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Information outlets and wireless LANs are becoming available everywhere in
many universities. Since a user doesn’t always have access rights for all the
networks, the user sometimes cannot use a network. If a user who can use

them can pass his or her access rights to other trusted users easily, other users
can use them readily. This paper describes CaNector, which enables passing
access rights among users. We realize CaNector by using capability-based ac-
cess control. Capabilities in CaNector are classified into two types: the first
one is a capability that includes both management rights and access rights,
and the second one is a capability that includes only access rights. A user who
has a capability that includes management rights can create new capabilities
based on his or her own capability and then pass them to another trusted user
easily. CaNector has been working for 6 months in Software laboratory in De-
partment of Computer Science, Graduate School of Systems and Information
Engineering, University of Tsukuba.
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Fig.2 The architecture of CaNector using dedicated switch.
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Fig.3 The architecture of CaNector using Linux router.
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Fig.4 An example of capability hierarchy.
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Fig.5 The screenshot of the page to input an identifier of a capability.
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Fig.7 The screenshot of capability management page for regular users.
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Fig.8 The screenshot of the page for creating capabilities.
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Table 1 Performances of the client machine and the server machine.

oooooo CMS
CPU Core 2 Duo 2.2 GHz Core i7 2.66 GHz
ooo 2.0GB 3.0GB
os Ubuntu 8.0.4 (Kernel 2.6.24) | Cent OS 5.3 (Kernel 2.6.29.3)
NIC 1000BASE-T 1000BASE-T

02 0D000000000Linux00O00
Table 2 The performance of the gateway (Linux).
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Fig.12 The example of using capabilities (1).
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