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A Secure Environment for Sensitive Files
with Pseudo-writing and Virtual Machine Monitor

Yuisr KuriMoro, ! Snorcur Sarrof!
and HIRosHI MATSUOT!

A sensitive file is regularly written and read on computers today. However
many information leaking incidents are caused by insiders and attackers in the
Internet. Protection of sensitive files becomes a big problem. We propose a
secure environment for sensitive files by pseudo-writing and virtual machine
monitor in this paper. This environment saves secure files outside of a working
OS. When sensitive files are read and written, the information leaking is pre-
vented by pseudo-writing and stopped network of the proposed system. This
paper is described implementation, performance evaluations and safety of the
proposed system.
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Fig.1 Overview of proposal system
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Fig.2 Flow of leakage prevention processing
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5. 42 BTG K5 ISR S RIS (LR 2 Bbe T 5 X A VU0, Rk AT

hAMEEY— K LT open TR EZRIT LI CH D, ZOEREZRHT D701, B
F—F U NIRHET— BN D Xen DTS A RT A NEERT S, BT —F 1% Xen
DT RA A RTANTHEE L TOWANEZFHATY, FEEHERO open TRMWIFE LG
(R RIS I LR & B AR 5.

Flo, BRI IO TIE, WEEROMEBEIERIEEL LTS 7 07T a0
TRCTERTLERTHD. Lol, BRT—E 38 OS LICHEET 720, E¥E0S T
BET 2707 T L0 TE2RMT D2 EIXRETHS. = 2 TRIETITIEE OS WITH
EEROMEERYOT 0 77 AEERTLZ T/ I L25BE L. 2070 s T AR
I IAT U NEERL, WEBRICKIT T VAR gE, T/BALET 0SS
LENERERT L. 2 LT, WEEREMEERT 27077 AR XTRT LIESEIS,
AT — B E RO EER AR T L2 s 2l 5. Zhicky, BERT—E
IS M OMBIERS T Lz Z L 2RI 5. @ME2I 77— 0%, MBI RIRY
BHIL B A # T3 5.

BRSSO R N T — T FNA RERF v T ay MIOWTE, 4.3.2 1,
433 HTHRARIZZ L EERT —E U RNENENFITTD. LrL, BEEZAALT 7 AL
VAT KONV TIIEE OSNCH D728, BT —F NHELEZALHEIE T 7 ALV A
T ATxt U TS TSI IR LU OB L i T A EEE@M T 5 Z LIXTE RV, 22T
AT —F U NMEPIE X AL T 7 A L3 AT DTk L CHERE 15 RIS L LB D BR A & #&
TEBHT ML Xen DF A A RTANREFLEAWTEELEZ, Zhicky, BHR
T D LEE X IAR T 7 A VAT MMAREEE IR LT O BlkA & KT s
HIZEWTED., Fio, HEEZALT 7 A V3 AT ST E BIFIRES AL BRAE D
MEZZ LG EIE, 77 v FOBEEAET L TT A7 FEbE AL HERE 2 201k
T5. T LT, MHEOKRT 2@ SN BAICE, #UEX AL TEIMNEZNEEZMEEL T
T4 AT EXIABERIET .

4.5 {F%¥ OS OIELMEDREE

PRVAT ATIHMEEOS ZLEH LTV 5. BHESRMFICE Y, B OS IIEH T 2 03ME
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£1 77ANVT 7 A (MB/sec)
Table 1 The performance of file accesses
ext3 FUSE+Xen 1R FS
i LHE | 84.91 48.25 33.13
HXIALHE | 72.82 33.53 23.00

PEAMEGRT D 2 & b, BRSNS LB OB EGRD 2 SE2B IR ) 2 & THRHET L.

I —F VDL EHEGRT 572D OWERE, BT —ErNEB2725. £, EE0SD
EENFO I —F IV OIELBVERFEE LT, HOENUDIEE OS I—F A A F U Ay v a il
BLTEE, BRI —3 V2T 5. RIS, BEEESIREE) LA OTEREERIZ DV
T, WENE T LToha s A s 2 3% 1 72

5. FHliEERE

RRETFIEOMEROTHE L, REFIEICHT DHE L ZOREIZONWTOZREEIRRD.
5.1 % g 5T ff

RETIEOVEREHN & U<, MBS RmMBS IEALEERR A & f& TIC T 2 Wil & M 1 it
PRET 7 A NV AT AOWEEIZ OV TRHMET 5. fHE SO 5 E LT, Core 2 Quad
2.66GHz ® CPU, A%V 4GB OFHEEEZHEH L. e~ E=4 & LTI, Xend.2.1,
EHOS & LT Linux2.6.25, 1E% OS & L T Linux2.6.24 Z A=, L OS IZizAE Y
% 3GB, fE¥ OSICiZAETY % 1IGBEI YT/

5.1.1 R ERFHEFLENEORIN SR TICET SR

AFHITIX, AT v 7Y ay bOREFEENC tmpfs 2 AWz, FHFER LY, 2k 0OS
DAY ED 1GB CHEE SIRMEA IELEOBAICK 4.5 B, KTICKN 3 BE L. £
NENOFTERN 5 AR Ch D729, ERICITMERNEE XD,

5.1.2 H#WEEREED 7 1L PR T LOMRETHE

MBS MRIE Y 7 ANV AT LOMREEM & LT, 77 AV OHAH L & EERALDR
N—T"y NERE LIz, A—T"y OREFIEL, AL EFEZRALLE BT, 300MB
D77 ANET Ry 7P A X% 3KB & L CHEARE L. BEERER LIRS, 5
R T 7 A Vo AT 5 (IR FS) OIeistgit ext3 &, FUSE & Xen 7 /3A AN
FSANRNERHN -7 7 ANV AT A (FUSE+Xen) & L7-.

F1 XY, ext3 LIRFEFS 2T 5 &8 65%DA—/N—~y RTHD. ext3 &
FUSE+Xen Z T 5 &8 49% DA — S~y RBRH D T &b, EHRRET 71y
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AT LDF ==~y RO I 5 49%73 FUSE & Xen DT A A RTFA N K DA ——
~v R, DD 16%4 AES K5 % AWM O 4 — N~~~y R THDH. £72, HEHFHR
PRFET 7 A IV AT AT extd3 DI 5% FEEDHE /R 5, FiA i LHE K 33MB/sec T
B, EBEXIALEEITK 23MB/sec THDH 72, FERAICIIMEARNEWZD.
52 BEINIRBLZTOFMWEIZDOVTOER
AEITIE, BEFEICHT AREREL ZOGICONTIRARS ., WEE, K HE
DOWEE L NE D OB T Hs. £, MDD OB OW TR, RIZWED
SOWEIZHOWNWTIRRS.
5.2.1 SNEHLDOHE
SN DOREE LT, 1OBICEENROBUGREOEIENAE 2 biLd. REFIETIE
BT RIRATY — "D DN T 7 A VE Ry MU —2 %0 L THUST DRI, WIS
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NI END. 2Ok, NG Y E— N TRERA LTS 2—F 132 Ol R Cilfs
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FEEB IR ) BRI CTHERENZEEDH DY 7 by 27 REE/a— KO Z L Thb. ~
N = TIITE RSB, OS 227 T v X7 LT 0S L-ULOFEBEHEREZ G L T,
B U BN OER & AF LKA 2n I S ik y M7 — 27105 L TRR &8
LZHEETDHHLONFMAET S, BETIETIE, 1EE OS ORI -3V EF 2y 7T 5
7o, MEWETTH — R VNENER SN E, 1FE OS RN TE < R0, HEMHRD
WHE S Z ERFRETH D, £, 1EEOS NIZH 2 REIEZIALT 7 A VT AT ADK
BT, WEE MO RS R S IR (R RRE L 22\ GG, BT —E Y
DIEFEE L Bl SN, BEIEWM T 7 A /L% open 5 2 LT TE 0.
5.2.2 RNEHLDHE
WNERN S DBEEL LT, 1 DHIZNEEDOARERELH LICX2IRMAEZO5ND. NEE
IIEBIE R A O R ZF o720, b LNERICEEOH 25N OIULES ICRNT 5. 1B
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