. Vol.2010-DPS-142 No.52
T AL B SR Vol.2010-CSEC-48 No.52

IPSJ SIG Technical Report 2010/3/5

HEXED) RV THIZHNT S
EROMYBAHETILORE

KA &t PN T

2009 4E, EHENFBETHHEREX 2 U T 0 REBRKFNBEFRRE CEEEOE
HEIER X2V T4 ICET 27— aE L. ZoOMEON, HEt
X2 U T FHFENEZ LD L, HEEBOV 27 RBIBRO K6 72 D HLAIE K
BFRK EBZ ONDHERN BN E HD T,

KR, 295 LU AZITEICRHLT L, 3 SOENLRLEREX2 U T
ARRETNVERBELCND. | DHOIE, HEEZFLE LY X7 RBEGED
M ERRCTHD. 2 DBIE, EBICHLTY R &ETY, Hltex=VU7
4~y TRERTHETHS. 3 DHIL, VA ZBEEEEE LR IEEIC
SNWT, F—FE2EERL LE-FETERTLIETHD.

ZDO 3 OORIRIE, BAICEMTEZHELAEETH DM, HET 5 H CHEMNR
AUy ERH 5.

A Proposal for The Risk Management Model
of Employee in The Company

Ryuji Owada’ and Katsuya Uchida’

I am a member of the Uchida Laboratory in the INSTITUTE of INFORMATION
SECURITY. They conducted a questionnaire survey about information security to the
manager of each company in the year 2009. Information security incidents caused by
violation of rules rank upper in this result. The factor of this violation would be lack in
employee awareness to recognize the risk.

I propose a model of information security measures to deal with this risk. This model
consists of three elements. The first one is measures that improve the employee
awareness to recognize the risk. The second one is to create a map of information
security. What we need is a risk analysis of employee to make this map. Thirdly, we must
assume the risk is developing the incident, and to prevent from occurring it. In order to
realize it, I propose the measures focusing on the attribute of data.

We can implement one of three measures independently. But, we better implement these
measures together because each measure cooperates to make large effect.
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