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Extension of Parapass-through VMM
for Malware Detection
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Security enhancement using a virtual machine monitor (VMM) is an effec-
tive approach studied deeply for the last decade. BitVisor is a VMM that
provides various security functionality including encryption of storage data and
creation of virtual private networks. BitVisor is implemented using a parapass-
through architecture, in which most of the I/O accesses from the operating
system are passed through the VMM, while the minimum accesses necessary to
implement security functionality are mediated by the VMM. The architecture
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brings a small overhead and trusted computing base (TCB). Although the cur-
rent BitVisor does good work for privacy protection, it lacks functionality for
malware detection. In this paper, we propose a scheme for incorporating mal-
ware detection functionality into a parapass-through VMM. According to the
scheme, we implemented an extension of BitVisor for malware detection. The
extension compares the contents of data I/O with malware signatures stored
in the VMM. We confirmed through preliminary experiments that the runtime
overheads imposed by the extension was extremely small.
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Fig.1 Structure of a parapass-through VMM BitVisor
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Fig.2 Structure of the proposed system
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struct ata_channel {

int pio_buf_index;

int pio_block_size;

u8 pio_buf [2048];

bool interrupt_disabled;

int (*pio_buf_handler) (struct ata_channel *channel, int rw);

u32 guest_prd_phys;
void *shadow_prd;
u32 shadow_prd_phys;
void *shadow_buf;

3 ATA F v /L& RKBIT D sk
Fig.3 Structure for ATA channels
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Table 1 Platform of experiments

CPU Intel Core 2 Duo P8600 2.4GHz

AEY 1GB

HDD Toshiba MK1252GS 120 GB

VMM BitVisor 1.0
~2Z k OS Debian Lenny 5.0, 2.6.26-2-686
R Fv—7 Unixbench 4.1.0
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BT ALRE S 2T, ~ v F Lo ZUHEOREITH. ATA T, ZADF — Z 5k
DMA IZ X > YT 7-.

1 OHDOERIL, KVATANEBRIZOS O~y 27 T 20 E ) 0 EfERT
5HDCTHD. KVATLOETHETS OS ECTXA T 4 X &2FITL, VI RT ¥
Wy FTHXFFNEANTILic. TOXFINE T 7 ANMURFELL Y E LI A, KU A
TAMENERIMLIZZ & EER L.

2 DHOERIZ, KA T LNBE 22 FTRERA— A~y FZHETL2HDTHS.
Unixbench > F=—2 19 2526, JEERTO BitVisor, AT 27 LD L TEfESH, 2=
TEWME L., 732 F v 0FEIL 1, 50 8, 100 B bIE. v IIRxFr DRI
FTART30N, he L B, X Fv—JOFETH, VIXFxiiF—Eb~vyF LR
Mot

MERAER 28T, £, BitVisor O#EAICL Y, £KDA=7 (Final Score) 73#)
55%E T L7z, ZOMREIKTIX I/O LIS (=7 40 b YY) ORI D
ThirEBEZLND. —HONUF~—7 DENAATIZH PN D TERIED A 2T DKL
o TWBEN, fllx DR F~v—7 DAaT D% T, ZEImD TRV, JE0 BitVisor
ERVAT ANFIZERFEOR T THY, SEEA LY vy F U TUBIZ L > TEE A EE
RRIHE T Liednode. iz, REBRBEOBED Y 7 X F v OB T, A— 3~y i
FEEALEEB LN o7, —f#&IZ, Aho-Corasick IETlE, ~ v F o 7IZhnd
HEEITY V2T v OEITIHIT S, LoT, 7 RT v O E G 2T AR i EIC
Bod L, A3y RO REEME D B 5. HIEITEE FoMBIC LY T OERITITA
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#*& 2 Unixbench ® 227
Table 2 Score of Unixbench

g | BitVisor | #EEVAT A REVAT A RE AT A
I XRT ] — — 1 50 100
Dhrystone 1088.3 1106.2 1092.6 1117.6 1102.7
‘Whetstone 410.8 411.3 422.0 349.0 429.2
Execl 357.1 28.9 27.8 28.9 28.9
File Copy (1024, 2000) 1150.4 1120.2 1122.1 1108.2 1052.4
File Copy (256, 500) 889.8 894.3 892.8 886.4 820.3
File Copy (4096, 8000) 1632.6 686.7 691.8 686.0 685.6
Pipe 829.1 832.0 834.4 835.5 836.5
Process Creation 408.3 36.7 28.4 29.7 29.3
Shell Scripts 2541.7 288.3 286.0 286.0 286.7
System Call 1282.6 1278.1 1281.5 1277.5 1278.5
Final Score 884.9 398.8 387.9 383.5 385.6
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TdH 5. SecVisor I BitVisor LRI U< /N—FU =7 D L CEZEET S, SecVisor &7
-+ 57-®121%, SecVisor ® FTHEIK OS DY —Aa— REEFETHILENRHSH. LoTC,
Windows D X 5727 5 —X KV —2ZD OS % SecVisor THRi#ETHZ L IF# L. —F, K
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WgED > 27 K%, OS DY —Za— RE&NFELEL LA,

BB, 2—VRT7 7 AL L~ TT 7B AFORY v —%2 5 x2>o%, VMM 2
FARAI TRy I LAV TEDORY =%l T 5V AT LEREL TS, 2022
T A, AFEO AT A EFRL L, BitVisor (& £iLD ATA T8N AD KT A N EikiE
THZEICLVFEESN TS, DY AT AIT 7 & AHIHERERE 4L L T\ D oizxt
L, AWFZEDT AT AF~</L 0 = 7 B Z 124 L T\ 5.

Viton® 1%, A#FZED T AT A LR UL BitVisor #ikiE L TSI N - X 2 U T (1A
LD VMM Th 5. Viton 1Z, VAT AL REZ, H—FfLa—F, H—RLF—X
REDUELERIT D LN TEX S, Viton T 2HEEIZH L ETUSAME TS
O, SAT =T OV TXF ¥ ERUT LT LIETTE RN,

Bff 51%, BitVisor ZILE8R L T~V = 7 OZFEFHT & AT A& LIZFEIC o0\ T
WELTVE, 20V A5 A3 0S ETEHET ALY 27 OV AT ha— R AR
BTH5b0THY, AFRTRELZL D7, AV =T 2T 5V RAT A TER.

Intel IZL 0, LVMM & N 2887 VMM 2 O THE L2 BT 5 FRMMER SN
TW2Y, ZoHFRTIE, LVMM ET2o0FEE~ T v 28fESE5. F DM~
(user partition VM) X H & ¥(BICFIAT L. AR~ (services partition VM)
%, user partition VM O T —Z7@EEFEMHL, BB EE2HRTT 5. 2ok
HYAT LTI, RO AT ALERRY, EXa VT A UBOTDOHEHORHE~ v
VEBESEALERDD. £, ANL—UIZHT D /O LBEEE LW, A b
L=V N LTRAT AL =T 2R TE R0,

Lares ([ZB3 2877 TiX, ¥A b VM &EF%=2UF 4 VM EREEND 2 SO~ v
% VMM ETEESYE, ¥X2 0T A VMBS A VM OtXa ) T4 mEEITI 7 —
XTI FYPMRESN TS, AR VM ETHK OSDa—RicFd7 v 7 #FAL, £
D OS TRAELEARY FOFBEHEDN, X2V 7T 4VM LETHE#IK OSI2%Ebhd L Hicd
5. X2 UTF4VM ETIE, ¥X%2 0T 40007 F U r—a UREELTERY, %
LNTeA R NOFERBIEFH R LD THAINEIDERETS. YA h VM OO~ /v
T TRBABEE X 2 VT 4 VM BRFEITTHEBLRENT. ZOT—F7 7 F v Tl
AFFRDOT AT KEEReYD, OS ODa— REEETHILERDS. I6IZ, EX=2UT 4
DD DR~ v U EIMES A MERH 5.

NICKLE'? |34 —% /L 22— RO integrity Z## T 57200, VMM &M\ 7=t ¥ 2 Y
T4 VAT ALTHS. NICKLE IZH ETL—FFy bR PO =KL LD LT =T
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DETEHIETDHHOTHD. AWEOT AT AL TR, 2—F LDV =T %
M35 Z £ TX7e\. 72, NICKLE X QEMU, VirtualBox, VMware Workstation
O 3D VMM LIZFEES TV DR, £Rb0 VMM iFngFib a2 b OS LTEE
TH5LOTHY, AFERTRE L TODUERZAZL—H VMM SIENKE S B D.

8. FLHLESHRDRZRE

AR TIE, YRR 20— VMM T % BitVisor Z#E5E LT, VMM B TO~/L Y =
TRHZAREIC LIZ VAT AMZOW TRz, BRTHE, vV 72T OV IR T vl T
THET—E 5T A ATIRGFELED E LI E XL, RVATABRENERE L2 & &H
BTz, iz, A=y RORIEEIT, Y7 X TF v OERD 73 EEREOGEITIE,
KU AT RMZE DA — 3~y RBBO T/hINWT & &R L.

SEOMEE U TR RS, I, Y/ 3 F¥YOMEEIEHMIELEDAd—N
~y REHET A Z ENETON5. 712, 5.1 SiCHEMLZBERNOREL R+ 5
TEBRFEFEND. FBEZ, ATA TS RAUSNDTNA A THY y F U TR TE S L
VAT LDEIRT D2 ENETHND.

BEE ARUIIEO BTG IR TS BB S WFZE B S HEERI EE (SCOPE) D3R E 5T
TITbirz.
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