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Proposal of CAPTCHA resistant to relay attack
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It has been recently reported that malicious users who attack CAPTCHAs are gradually
changing their strategy from using automated programs to using human solvers. Such
malicious users try to bring net-surfers around the world together by hosting some
attractive web site. The malicious web site accesses a victim web site to obtain a
CAPTCHA test on the victim site. Then, the malicious site relays the CAPTCHA test to
net-surfers who are visiting the malicious web site. The CAPTCHA test will be solved by
the net-surfers, and thus the malicious web site can send the CAPTCHA response to the
victim site. This is how the malicious web site can use those net-surfers as human
resources to solve CPTCHA test on victim web sites. These kinds of attacks are called
relay attacks. So far, many researches have studied to improve CAPTCHAS’ tolerability
against a various attacks conducted by automated programs (malwares). Those
countermeasures will, however, not work at all, since the attackers are human beings in
the relay attacks. Therefore, we urgently have to tackle the relay attacks. This paper
focuses on the difference in PC between the entity who accesses the victim site and the
entity who solves the CAPTCHA test under the circumstance relay attacks are
conducted. Based on the observation, we propose a relay attack detecting scheme by
comparing the IP addresses of the accessing entity with that of the solving entity.
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Figure 1: An example of a CAPTCHA used for Google Accounts
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Figure 2: An overview of Relay attack
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Figure 3: A difference between legitimate user and relay attack
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Figure 4: An example of Web access from legitimate user
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Figure 6: System implementation and its flow
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5. REIRER

F—U—FETUHALAERLTEELEF—E AR —LT =T L2 HNT, 24k
LIZBEFRDOY L—T % v 7 K% & CAPTCHA LSO & D% CAPTCHA =20 7 7 —
A& LTEET HRBMEER, WERFRIZOWTEREZIT- 7
51 RERAE

BRAFERIT, 3328 TRV L—T X v 7 ETH IV L—HA FEHEBEL, #E)
KICE > TEBICU V=T ¥ v 7 PR ATEETH D nEBREIT- 7.

FERR N SEBR T
- F—U— FOXFH : 9LF
P —E AR — LT — T DEERMSE : 1,000,000 1
L, 2—¥RAFORy b —T7 4 o TT IOV ERMEALEZEAI, B2k
ST CAPTCHA 2> 7 7 — AREFEEIN D Z LIF R VW EREIT-72. 22T,
CAPTCHA 220 77— A3 7 T U NLDORET —XIZKH L TEELNDIDT, 2D
XL EL DT —ENT T UFNLREFEENDBRE TEREITHOIRNETHD. £ TS
FX, e d—NEFOT7 e r/H A MNIRFE2EIRALEWVWIRNEZEET I L &
L. 7B #BENTWARFIT e —RNE0HE, BEDOT T IFNLEE
LEEbDTHD., 20D, FETLHITa TS A bbb 10070l % T 0 & 5IC5E
RL, ZNENK 1Ly A7 ar75F—4% (hml ¥ 7S5 Eie—T Y —R) ZIUE
THZELILE-T, BEUMICH1L 2 BOD TS UFNLDREFT— 2 E2HE L. *
LT, ZOFIZH —EAR—AT — T /VZEEHF I TWS 1,000,000 fFOF—T7— R
BEENTWDERHEE Lz, 2B 5 BT RK/NTFORBNE L TV,

E7-, BEFROA— 1"~y FERE L. BAEBIZIE, 22— PCATT T UH
MOHEFEEINDIT —FIZF—U—FREEINDINEZMRHE L CAPTCHA 2> 7 7 — A
FEETHNIICET SR (K6D) &, Web %1 MNTCAPTCHA 2> 7 7 — A
DIPT7 RV RAEF vy 7 T HABIZEST LM (K6@) 3L, 22T, FiF
\ZOWTIE, Firefox Z BN OHEH L TWA KFZEA 14123 AR, AFXE2EEL-
TIUNEEEBRYICHEALTLLo7mE DX 6 ODOMHIC S 2 FEM %2 53 L
T OV R, FEBRICH A L7= PC @ CPU %, AMD Phenom™ 9350e (2.0GH z
X4) ThHD. BEF, 4ZEICTHELZ Web V1 F ETX6QDAE % 100 B 64T
L, ZNICET DM O E2RD T, EBRIZEH L= — 3 PC ® CPU X, AMD
Phenom™ 9350e (2.0GHz X 4) To& 5.

52 8

MMERND, BEFAN) L—T X v 7 ZRAFAETHDIZ L 2R L. Bh
FEBRICBWTIE, 4L, CAPTCHA 21> 7 7 — A DEEEF IR O o Tz,

X6 DDA —~y R&F1LIRT. SEOBEZREIT Aho-Corasick H[18]IC &k W T

(©2010 Information Processing Society of Japan



AL 2R S 1
IPSJ SIG Technical Report

TWh7d, ZOMEKEMIZEICH —EAR—LAT =T B E I TNDEIF—TU—
ROREXTEICL > TIREY, BEY A FMUIITREEFELRY,. ¥F—TU—FE
NEL VAR NI 223, 9 XFOHBAEO—ROBREDHZV A — "~y F

YA 5.32 [ s] T oHAVE, FIEMHDOR FIZBMLE B TV TIERVW N EEDbNRD.

£72, M6@QDA— A~y KIE5[ms]Th -7

1. BRI L7 T UFICBT DA ="~y B
Tablel: Number of false positives & overhead on browser

SNT 2§k AR 0 R A () PR [ s ]
1,000,000 0 5.32

6. ER

61 ZEEBOVL—TFTE2vI7IHT 598
23FTIHRAHZFEDOY L—T % v 7 1T 2 1RBR TR0 R EELRT 5.
ANV YA FEFIALEY LT Xy
Hil2—PF 3209 A4 bRV L—HP A b THDHZ KN TIV L—T4 v 7 %
TTHoTVWABZENR—KTHBHIZD, =2—FHRHEHD PCIZ CAPTCHA =2 7 7 — A
EEMEEEZ A VA =L LTERITIE, Web b — MUITEREFRZE M T 52212k
STV L—THv I ERATEDLEEZEZIOND.
cEEEEY A FERHALEZY LT X v
TWEEFEE L, BEFBTHYTT, Y%A B Y L—P—NThHD A>T
ELTHY A MIT 27 EBALTL B 8EELRHS. Z0HA, V—% 14 b (R
EH) 1, V=T v 7 &2Rmshnnr Hic, = —3IZ PC ® CAPTCHA
ATy —ARGEHEREES TICTALIERETAHIEAD. INEHSTEDHITIE
AHERER PC OMMHEEM L L, HEE2 A 7ICTERVWE I RIEV ARSI L E
Z5.
s hEADAREBLORy FEFIHLEZY L—T X v
AMTIE, CAPTCHA 22> 7 7 — LL{EHERES Web 77 UV OFERE & L CEEE L7
N, =T D PC NOLEREENDITRTORET —F AL THF—U—RKBNEEN
HENENOHMEL LT, CAPTCHA 20 77 —L & %X ETH o icdhiE, budg
DARERLR Yy hEFHALEZY L—T % v 7 bBMAlEIS L EZ2 N 5.
6.2 EFATIEEL CAPTCHA IZDW\T
A J5 A% W RE 72 CAPTCHA D&% LA FIcitd.
(i) ¥—U— R%&5Tr CAPTCHA L AR A7 Web — N ICEEFEENS.
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BRFATIE, 790 REETLHIT—FOPICEENIF—TV— FERMLT,

CAPTCHA = 7 7 —AERETHILTIL—TX v 7 2REAT5H. TDED,
CAPTCHA L ARV ZADHIZF — VU — R&EH455 CAPTCHA THALERH 5.
(i) CAPTCHA F ¥ L > V6 F — U — ROMENHEREITE 7200,

CAPTCHA Fx L > U5, CAPTCHA LARV ADEZIZF—T— RREENS
MREHETETLE 9 L 972 CAPTCHA I A& TH D, DL H 7 CAPTCHA 0
A, Vb—HA I, EHYA POLESE L CAPTCHA T v LY Unh [F—TU—
ROXFHN %R S THhDF v L POy ZBMRIICHIER L, CAPTCHA F v L v
DY OB BB — IR T A Z LIk o T, =P D PC 75 CAPTCHA
a7 7 — AERE ST, BBICIIMGECX RV D CAPTCHA L ARV R %
Y2 —r b5 N TE 5.

(iii) CAPTCHA @ g J5) 2% 25 Z LIIARAEETH 5.

Bl % 1E, Asirra[16,17] IZ TERRIN D EEBRIZTFHNNE D ¥ ToHNTEHY, Mo
MEEICEI D Y THRTWDCTFA AR L2 b D23 CAPTCHA L ARV A D L4 &
725 £ 572 CAPTCHA IR CTH5H. D XK 97 CAPTCHA %4, VL —H A b
i, IEBY A PS5 L7z CAPTCHA % L > YO BEBIZH, EBi=—WC T
OEBOBXEFSEEZ L] £V CAPTCHA F Y LU PR THZEICL- T,
Z—H#® PC 75 CAPTCHA 222 7 7 — A% 3[E 8312, CAPTCHA L XKL 2D
EREEE—FNBE5 LN TED.

63 FSANLDRERE

BEFRIT, —b 23— T —TNIICEESNTWA X — U — RE2ET CFhE
WETHR Web 4 —E 2RV A MCHBIRELTWATD, 2—FDF T A4 NUEROT
WICBET2MERDL EEBEZONS.

=T —RFE T U F LTI TH D=0, HiE D PC OEVEDH T PC 1 HAMIRIC
EEINDIT—FOPTHEERND DIEREBR—EDNEZ D HEERHD. ZD LD
RIERICIE, BEE—~0a A v OBEONRAT— R, 32y NEADOEDOZ LTy
N — F&EE, HTTP 7o harilBiF 5k vy a v ID, BEilb&hi=&ET —4,
ERFTFTOND. ZOWN, FAZBEE L THRSESINIDE, RAT— R — &
FEFXF—TU—RBE—FHLTCLEW, EH Web — N2 26 DE#HA CAPTCHA =
V77 —hELTERENDEVIHEETHD.

NRAT—REDOBR—HEEBET D HEELTUL, =TV —FEE2ATU—-FKELD
LELTDEVIMNKEREZLND. AHEOEEICBNTYH, /SAT— KOEHEMRN
8T THDH[12,13]Z &b, F—U—FREZ9XFLLTWS. LML, 9 XFUE
DRAT—REFEHAL TV 2—F 073, £, 7LV vy hI— FESIX
16T TH DT, MAMARBREELIZROR Y. L, F—U—FEZELT51EL
CAPTCHA L ARV ADLFH %< /e diz®, IE#HT—H 2 CAPTCHA Ofif% % A
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NTHFMPELZ, FEEGIETT2E VI MES 1T .

7T A NUVIRE OB T A HR R ERIKR DO —21%, CAPTCHA 27 7 — A0
Web Y — RIZRETDHICHZ>T, TONEE Ny 2{bTDHEVI HETHA .
IELWCAPTCHA =22 7 7 — A DEA, ZDOWNEIL CAPTCHA L AR ZAD Ny 3 =
BE72%. L oT, Web H— Ml T CAPTCHA L 2K 2 & CAPTCHA =22 7 7 — A
DOEE A HBAET HEI21E, CAPTCHA L AR ZAD Ny v 2ffid CAPTCHA =2 7 7
— AR —H L TWDENENERHERTIIT I .

7. FEHESERDORE
ERA A M7 78 A4 52—+ PC & CAPTCHA Ofif4 %47 - T % —4 PC

DIPT RLVADENLS Y L—TX v 7 2mad 5N EME L. RFAZEEL,

FEER A B U CE O FEBURTREME & Bk L 7z

FEFRITBWTIE, CAPTCHA =22 7 7 —ADRENERZ—F DT Z A4 XD
WA ERERH S, BAIC CAPTCHA a0 7 7 —2D 1y ¥ afb &K Y 720,
F, B EEFEERBEICL > T — AR =T =T N EED L IITEET DI LT,
PR N METH S

BRFRIT, BRESHHELFRALZIL—T ¥y 70 L5 I8 —FRRES
Hofe ETY b—H% A MZT 7 2ALTL 2BAICIE, Hh=—VFHIN PC IZBT
LARFROMIEE A 7T 5 LIk o T, MMEREET 52 ENARETH L. 5T,
CAPTCHA ofEEXZ T RL, EHa— LE#Hha—FoMmECRBROESEZ A
HZEIZE o T, B —PII3EME 7 CAPTCHA 2 EB9 5 Z L RN TE R0V MR
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