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Proposal and evaluation of the digital certificate
system with SUMI coating for privacy
protection

Takashi Sakuma' and Ryoichi Sasaki'

PKI (Public Key Infrastructure) is a system to achieve secure procedure on the Internet
by using the public key cryptosystem and the digital signature. In this system, a trusted
certification authority enables the authentication of communicators and/or signers using
digital certificate published from the certificate authority. The digital certificate contains
information such as names or addresses etc which can be used to identify the individual.
There is an opinion that it can be a cause of the privacy problem to disclose such all
information. In this paper, therefore, we proposal the digital certificate system using
revised SUMI coating signature in order to solve the privacy as well as security problem.
We also report the evaluated results on the function and the performance using partially
implemented system.
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