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Anomaly detection methods are low precision compared with the misuse detection
methods, and therefore, there are many studies that plural anomaly detection methods are
combined so as to improve precision of detecting. There are some techniques to combine
specific anomaly detection methods, but freely combining plural anomaly detection
methods and cooperatively operating them are difficult for managers of a network. As a
result, using the plural methods is a heavy burden for the managers.

In this study, for the purpose of reducing the burden, we propose a cooperatively
coordinate method of plural anomaly detection methods, which automate the network
management that uses plural anomaly detection methods. In this article, we explain a
design and implementation of the method based on Active Information Resource, and
then evaluates it.
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L@ g v Mre @& | GREcET
| I memo 3 || | *anomalydetection8506286129882223826.log ¥

2010/2/3 16:28:4.957,2010/2/3 16:28:5.408,1

AnomalyDetectionAIR.2081002031627027:w1:ad-air, (issue :detection (operation-result :ad-analyzed-time-op "2018/2/3 16h26mds" :ad-analyzed-
retrieval "2010/02/83 16h26m@4s ;nomal ;@.580853 0.580853 0.544927 Hsup Hinf H" :ad-analyzed-is-normal true :operation-elapsed 413))
2018/2/3 16:28:14.957,2018/2/3 16:28:15.403,1

AnomalyDetectionAIR.20810020831627027:w1:ad-air, (issue :detection (operation-result :ad-analyzed-time-op "2818/2/3 16h26m14s" :ad-analyzed-
retrieval "2010/082/83 16h26m14s ;nomal ;@.688516 @.580053 0.56@562 Hsup Hinf H" :ad-analyzed-is-normal true :operation-elapsed 412))
2018/2/3 16:28:24.957,2010/2/3 16:28:25.441,2

AnomalyDetectionAIR.201002031628226:w1:ad-air, (issue :detection (operation-result :ad-analyzed-time-op "2018/2/3 16h26m24s" :ad-analyzed-
retrieval "2010/82/83 16h26m24s ; 5@ 51 55 59 60 64 116 117 121 125 126 13@ ; 5@8:132 51:132 55:132 59:132 6@:132 max=132 sum= 3096" :ad-
analyzed-is-normal false :operation-elapsed 368))

AnomalyDetectionAIR.2081002031627027:w1:ad-air, (issue :detection (operation-result :ad-analyzed-time-op "2018/2/3 16h26m24s" :ad-analyzed-
retrieval "2810/82/83 16h26m24s ;nomal ;@.588853 0.580853 8.563833 Hsup Hinf H" :ad-analyzed-is-normal true :operation-elapsed 435))
2010/2/3 16:28:34.957,2018/2/3 16:28:35.421,2

AnomalyDetectionAIR.201002031628226:w1:ad-air, (issue :detection (operation-result :ad-analyzed-time-op "2018/2/3 16h26m35s" :ad-analyzed-
retrieval "2010/82/83 16h26m35s ; 50 51 55 50 6@ 64 116 117 121 125 126 13@ ; 58:132 51:132 55:132 59:132 6@:132 max=132 sum= 3096" :ad-
analyzed-is-normal false :operation-elapsed 282))

{AnomalyDetectionAIR.201092031627027:w1: ad-air, (issue :detection (operation-result :ad-analyzed-time-op *2818/2/3 16h26n35s" :ad-analyzed-
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® OS: Ubuntu 9.10

e Jiik: ADIPS/DASH 7 L — AT — 7

o EIEREL : IDEA

431 BREBOELE~DXIGIZET % F MR

RETENPEHICRERMTELZBINL, BREOZCICTBISKE L0 fe
MeHlid 5. BifET 7 U AL, AD-AIR B SE) Ui & 2k S W B (Manager
DOBAMEFRIR > 1 BOFERE) DA CERWEEIC, BIRRERfHE T 20
AD-AIR Z{#1EXH 5. Manager DREFNEFHERIROEE &, AWENTHZ LITLY
BIEEVE 2 FEfR CE R WIRILEEY , Manager & 220 AD-AIR @ 1 [\ H7- 10 DML
PRI A FEM 95 .

X8 LK IHKRDS T 7 HRT. K8 T, T A—F %Kz 3FHED AD-AIR
THREZIT>TWD. ZLT, &2 THRENZEFRA 10000[ms]»> 5 1000[ms]iZ
ERELEZHEDO 1LRBISH- ) OWEERZ 77 71 L0 THhD. FEAE, 1RO
AT 2000[ms] 2 B 7=, BRANEFEMBE AT T 5 SHIREEEZ K-> TLES. £
D=, BMEFREAEZER LBICFEAITER2EIEL TS, FEB EFiEC
WX, W5 E LR ERIEZ 1000[msICAE L CHEIREZRFFCE 5720, Tl
HMENTZOEERMZIT- TS, FEANHBE SR E, FiE A TR 2 4%
FT&xenWicd, FIEA L FEBORMBRAENT HZ LAR#ICRLLEEZ LN
%. 9 TIiE, 2D AD-AIR THREZIT>T\W5. 2L T, HORLATERHD
<V NATMENTTESAD 1 RH T Y OB E ST I LV D THhD. FiE
AL, AfRZE T 5 EFHERFEAEE X KA 35 O 1000[ms] % 8 x BPEFE % 9 > T
LE9. 20D, AfENTZBICTFEATEREELELTWS. FEB L, AR
BT D EFHRIERAE X TV DA, BREEREFNEO 1000[ms] & 2 TW Rz,
MbLHEENTZOEETHRAZITo TS, FEABRRBENRRWE, FEA, FiE
B & b ICHENEEMMED 1000[ms]Z #8225 L 92721, BARRRECTRENE T &b
FEIELTLE ) ATREER® 5.

432 BABROEHNICEHT H5FEMHRER

BEFENHREREREZ 1 OB REE L LTEHL, ok y U — 7 FEHE L
DOBHEENTTRED GG+ 5. EES T U 41E, AD-AIR 2 EEES LMEaE21TH. ZL
T, FEZINGE L ks 2 Manager 122k L, Manager 23 ERIZHT L CRER 2 2R3 7
L. ERLUCHOLHREEZIRTRT D E COMERRE & FHRELZ M 5.

v
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B awm ¢ ERECEHENEE
i T g E>TRME
2@ 1500 N, -
i
% \  BRANEERIIR 1000[ms] g
&1000 .
@ ) bl 4= -
~ TR BN {E
500 N
0 =4 =1k
B F#EE

=

9 AfENTES

Vo0l.2010-DPS-142 No.6
Vol.2010-CSEC-48 No.6

2010/3/4
#1 AD-AIR B 3FIHD LA D IR [ms]

A 3 IRFff 5y 6 IRFf 5y 9 IR 4y

2T 708 884 1367

Hw D Ix 636 752 1256
2  AD-AIR 3 2 FEED LA T D MR [ms]

A 3 R4y 6 KFfE 4y 9 g4y

£ 204 381 475

Hw D I 178 334 414

R1ER2IHEROEREZRT. WL b, RINEFFERRIEL 30000[ms] & L, 9 REfI#E
HEITH> THDEREITo -, FMIEETIETITo TS, R1IFRTFTA—F %
ZE % 3T D AD-AIR THAI 1T o Toi5H, XK 21X 2 FEHD AD-AIR THRAEIZ{T- 7=
LA, ERLTHOIETRT D E TORERFEOEHEZRLTWDS., ZALNG, 5
ETHORMNAMEZDIEE, REFTO2REBRN/MZDZ L0, BROLEREZETR
THETICHRNR D Z Enbhnsd. L, SEOFMERNSIE, Xy FU—
7EPE T, B UNIC LR EREY FICANDS Z LN TX7-. 4630 BEBRMTFIE
X, 774 OFMETH Y ERETOBERSE I TELT, *y hT—7 &
Fix, LERERSDDGETOMERTHRMFELIIEIERY PT—7 Ty
IDLRETDIMNERDD. D), LELERE TICAND TS O E
TFHLEZOND. OF Y, REFIEOHE, ERICHATULEREREZ FICAR
LHE CORERMAEL T tExbND.

433 FHERERICEAT HEER

BREO B~ BT 2R ER X v, BIERER R TE 220 AD-AIR 23H -
72%A1, D AD-AIR OEMZE 192 Z & T, RO ZREF L7 E £k
FINGER SED Z ENTE 2, BEFIECIY, REOECICFEPISHS L CHIME
D2 ENFRRICARY, BRBCERERMTEOBN - EENAEICR-TZEERD.

BRI ROENICET 2RMEER L Y, > T — 7 EFEEL, LERERE R
MCEMICTICAND ZENTE 2, BEFIEICELY, RAERZ 1 oOFERERE
LCHRFFT A ZENAREIC/AR Y, DX v b U — 7 FHE & OB ERREIC e o 72
LEZD.

5. FLHESHRDRE

WA, 2y N7 BBHOEBEENETHLRERE> TS, *y hT—7FHE LT,
RBARIM Y AT A(DS)R, X RT—ZEIH AT ANMS)BEEINTVNS. L
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L, IDS & NMS ZAHEISEEESE 3y hU— 7 BT, BRARDEREFRZH - T
WHT=®, v T — 7 EFHEOMHORBIZESW-EABLETHY, FOEM
DREBRAMERS>TWND., £ZT, AT, *v b —7FH#EOHC, R
WRAMTEE N IDS ZRREL, Xy NIV EFHEOAHZEBIESZ L& H
MELT, BRZEREFRICLD Ry b= SR OMAEESEZ BEL L.

BEOBERMTIEZIA L CERT 254, MAICHH - BT CERT2 2
CHRREETHY, BHZEM - BENRTEXR2NVEWS BBEANRGFETS. Xy NTU—
JEBEDN, BHICAEFTRMTIELZIRD ANON DA ZFZBIEL0I121E, B
BICRERMTIEOEN - ZENTRETHY, MoFx v MU — 7 FRRHRE & 0N
FRE T2 T X2 & 720,

T 2T, KBTI, REBIEHRERAIR O AICHK S X, BEMRATIED AR
fb&, AIRAL L7-BE R AR MO WRE#EEFEE2IRR Lz, #EFEICK
D, BEOEICERICKHE LRl 2T &Ity NV — 7 BHEOHHM
BERAMTFIEOBINE, BREEREZ 1 OOEHRERE LTENTAZ LTk BMmox
v U — 7 E I OBEE N AR e D

% LT, ADIPS/DASH 7 L — A4 U — 27 3 L ) DASH & AH#PED & % IDEA BH S BREE
EAWTHREFEOREZTo7-. BEOEL~OXNSICHET 27 MER) L, BREE
OBACIT TR L CHIET 5 2 ERATREIC 20, BHICERERMFEOBM - £
ERFEEIC R o7, BRAFEROENICET 27 MER S, RMFEEE 1 SOEFEHRE
e L TIREBT 22 ENARRICARY, oy bU— 7 @ P & OB TREIC /2
S, UEOZ bRy N EHEOEENEB CTELLEEZD.

L%1%, BEOBL~OFISICE LT, FEOEIELAOHIEEFEDBNEZIT .
T, REAFEROENICELT, hoxy bU—27 FBEE» S O BERICK L TR
T H(ERR—)ZTERL, BETEPEREZRM LR, T v MEfE
L, hoxy T =7 FBEICT 7 — 22 HTHEE(T 7 — 2= 220 THRF!

S =
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