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A Decentralized Management for Attribute Information
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The attribute information of a subject may be an authority, a qualification,
a position, etc., and it is used to authorize the e-commerce and the Web ser-
vice, etc. This attribute information is often treated as part of an individ-
ual’s identity information, so we should consider about information leakage. In
this paper, we propose a decentralized management for attribute information
which is able to verify effectiveness using URI and RDF. Our method makes it
possible that an identity provider manages URI for authority which manages
attribute information, and redirects access to its authority. And it is the same

convenience centralized management, and the same security as decentralized
management.
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Attribute

UniqueID Name Value

fullname https://ap3/718/fullname

5963 gender https://ap3/718/gender
5964 birth https://ap3/718/birth
5965 address https://apl/141/address

5966 telephone https://ap2/321/telephone

01 idqp1 000000000000

Fig.1 An example of an attribute information directory of idpi.

UniqueID Attribute

Name Value

717 fullname KAKIZAKI Yoshio

718 gender male

719 birth 19800731

02 ap3000000000000

Fig.2 An example of an attribute information directory of ap3.
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<rdf:Description rdf:about="000000OO URI">
<rdf:type rdf:resource="http://www.w3.0rg/2000/01/rdf-schema#Class"/>
<rdf:value>[ 0O 0 </rdf:value>
<dcq:requires rdf:resource="00 000000 URI"/>

</rdf :Description>

03 000O000O00o000o0o0o0D

Fig.3 An expression of the class for relation between attributes.
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Fig.4 Protocol flow for redirection.
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01 idp1/111 000000000
Table 1 Directory information for idp1/111.

Attribute ood
fullname https://ap1/718/fullname

gender https://ap1/718/gender

driverlicence | https://ap3/234/driverlicense
handicap https://ap4/543/handicap
disease https://ap5/961/disease

02 Ap0O0O0D0OO00OOOO
Table 2 Directory information for AP.

Authority | UniqueID | Attribute oood
ap3 234 driverlicense | 00000
ap4 543 handicap 10

ap5 961 disease ood
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<rdf :RDF>
<rdf :Description rdf:about="http://ns/schema#handicap">
<rdf:type rdf:resource="http://www.w3.0rg/2000/01/rdf-schema#Class"/>
<rdf:value>1 [0 </rdf :value>
<dcq:requires rdf:resource="http://ns/schema#disease"/>
</rdf:Description>
<ap4:handicap rdf:about="https://ap4/543/handicap/cert"/>
<apb:disease rdf:about="https://ap5/961/disease/cert"/>
</rdf :RDF>

05 0000000 ap4 O RDF OO
Fig.5 An example of RDF from ap4.
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0000000000000 0000000Odriverlicense 1000000000 handicap
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O000ooooooo
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<rdf :RDF>
<rdf :Description rdf:about="http://ns/schema#discount">
<rdf:type rdf:resource="http://www.w3.org/2000/01/rdf-schema#Class"/>
<rdf :value>[ 0 </rdf:value>
<dcq:requires rdf:resource="http://ns/schema#driverlicense"/>
<dcq:requires rdf:resource="http://ns/schema#handicap"/>
</rdf :Description>
<ap2:discount rdf:about="https://ap2/131/discount/cert"/>
<ap3:driverlicense rdf:about="https://ap3/234/driverlicense/cert"/>
<ap4:handicap rdf:about="https://ap4/543/handicap/cert"/>
</rdf :RDF>

06 0000000 ap2 0 RDF OO
Fig.6 An example of RDF from ap2.
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