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Development and Evaluation of Interface of
Security Scanner with Usability and
Security Based on Usability Engineering

MICHITAKA YOSHIMOTO, 1*! Takasur Karon, !
BHED BAHADUR BisTA! and Toyoo Takarafl

Presently available security products are not usable for all users because there
is a gap between the image of users the product developers have and the users

who actually use the products. In reality many users do not know anything
about security and hesitate to implement the security products. Additionally,
it has been believed that usability and security (functionality, reliability and so
on) of the products do not coexist. For examining the coexistence of usability
and security, in this paper, we propose a method for developing interfaces of se-
curity products with usability and security by applying a proper combination of
several methodologies in usability engineering to the existing security product.
We consider security scanner and develop the system as a working example.
The system we develop is in accordance both with user centered design and
three elements of usability shown in ISO 9241-11. First, we conduct context
interview for grasping user’s requirements. Next, we grasp underlying problems
of presently available security scanners. We perform usability evaluation five
times with subjects in intermediate step of development for receiving feedback.
Finally we perform summative evaluation and we show that high usability has
been realized from an objective viewpoint. Moreover, we conduct attitude sur-
vey, and show that user’s awareness about security can be increased if they are
provided with products which have high usability.
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Fig.2 Screen shot of our developed security scanner system.
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