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Behavioural Analysis of Botnet Based on Field Research

MASAKAZU TAKAHASHI, " JUN-ICHI MURAKAMI, 2
TOSHIAKI SUDOU,* NOBUAKI HIRAHARA and RYOICHI SASAKI!S

Today, BOTNET has been bringing up as an issue, as well as virus and worms, but the
investigation and understanding about BOTNET are not improved yet. Due to this situa-
tion, a BOTNET Research team has been organized by ISP (Telecom ISAC Japan), Security
Vendors, and researcher groups with supports of the Ministry of Public Management and
JPCERT/CC. Field research appears that behavior of BOTNET is different from existing
virus and worms; e.g., (1) BOTNET is easily controlled by HERDER, (2) it keeps being up-
graded (version up) and changed often, (3) BOTNETS are not only used for attack but also
for collecting information as a spy-ware. We also found that 80% of BOTs obtained during
the research was unknown. This indicates; (a) new and variety of BOT have been develop-
ing and also source codes of BOTs and developing environment are widely spread, (b) many
BOTs may developed for certain purpose, (c) pattern matching Ant-Virus techniques may
not work effectively. In the research, we developed an infection rate estimation technique,
and thereby found that 2 — 2.5% of IP address space were infected to BOTs. In this note, we
identify and analyze the actual situation of BOTNET based on the result of field work, and
also provide basis of countermeasures against BOTNET and raise the issues for the current
security measures.
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Table 1 background traffic.
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Table 2 Number of specimen material detection.
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Table 3 Considering infection rate of bots.
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Table 4 Bot with two or more IRC channels.
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Table 5 Classification of domain where FQDN belongs.
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Table 6 Analysis of FQDN (68FQDNSs).
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Table 7 Vulnerabilities used for attacks.
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Table 8 Method of copying execution files.
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Fig.3 Basic operation when Bot is infected.
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Table 9 Port that IRC server uses.
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Table 10 DDoS commands of Phatobot.
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Fig.6 Infection instruction of observed Botnet.
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