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Characterization and Anomaly Detection for Network Log
Using Attribute Oriented Induction

AKIRA YAMADA," YUTAKA MIYAKE,! KEISUKE TAKEMORIt
and TOSHIAKI TANAKAfY

At network management, they are important routines that to extract characteristics events
and to detect anomalies from daily network log. In this paper, we propose characterization
and anomaly detection for network log using attribute-oriented induction (AOI). The pro-
posed scheme composes concept hierarchy, which is required at AOI algorithm adaptively.
Therefore our system doesn’t need to prepare concept hierarchy based on each network con-
figuration or network services. Using periodic results of AOI, the proposed system detects
anomalies, which are lurking behind a volume of network log. We evaluated our system using
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log, which is collected at actual network, and presented effectiveness of our system.
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Table 1 An example of sequential, unsequential and tree
structural value.
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Table 2 A assignment attributes to parameters of xferlog.
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Fig.3 Structure of IP address.
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Fig.5 Hierarchical clustering.
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Fig.6 Construction of hierarchy from a tree structure.
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Table 3 Implementation environment of software.

Java J2SE 1.4.2_05

Library Jdom b10, JavaMail 1.3.1,
JAF 1.0.2

Other Tool Gnuplot 4.0

Web Server  Apache 2.0.49, Tomcat 4.1

04 0O0OOO
Table 4 Implementation environment of hardware.

CPU Intel Xeon 2.66 GHz (Dual)
Memory 4G byte
oS Fedora Core 2

05 O00OO0O0OO
Table 5 Evaluation data.
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type term Mbyte line
IDS 2004/8/15-9/30 986 6,473,996 gbooooooboooobooooboooboOono 130
FTP server 2003/9/1-10/1 678 4,309,093 0000000000000 OOO0OOOoOoooon
0 6 Snort IDSOOODOOODO
Table 6 A summary of snort IDS alerts.
group No. alert src IP src port dst IP dst port lines
1 SNMP request udp yXz.xxy.2%.yyz/32 Any x77.7.X%.y27/32 161 32920
2 SNMP request udp VXZ.XXYy.2X.yyz/32 Any X27.2.XX.yx7/32 161 32603
3 SNMP request udp VXZ.XXYy.2X.yyz/32 Any X27.2.XX.yxx /32 161 32377
4 SNMP request udp VXZ.XXYy.2X.yyz/32 Any x27.2.XX.y7y /32 161 32250
5 SNMP request udp VX7.XXYy.2X.yy7/32 Any x22.7.X%.yXy /32 161 31676
6 SNMP request udp VX7.XXYy.2X.yy7/32 Any X22.7.XX.yx7/32 161 9109
7 ICMP PING NMAP 0.0.0.0/0 0.0.0.0/0 7789
8 MS-SQL version overflow attempt 0.0.0.0/0 Any 0.0.0.0/0 1434 4434
9 MS-SQL Worm propagation attempt 0.0.0.0/0 Any 0.0.0.0/0 1434 4434
OUTBOUND
10 MS-SQL Worm propagation attempt 0.0.0.0/0 Any 0.0.0.0/0 1434 4434
11 (snort_decoder): Experimental Tcp  0.0.0.0/0 0.0.0.0/0 4367
Options found
12 FTP command overflow attempt 0.0.0.0/0 Any X2y.yz.zX.x27/32 21 4182
13 SNMP request udp YX7.XXy.2X.yX/32 Any x27.2.X%.yxy/31 161 4016
14 ICMP Destination Unreachable Com-  yxz.yy.yyx.xxy/32 yzy.yyy.Xy.y/32 3638
munication with Destination Host is
Administratively Prohibited
15 Any x2y.y7.2%. %22/ 32 Any 0.0.0.0/0 21 3182
16 SNMP request udp yX7.XXy.2X.yx /32 Any 0.0.0.0/0 161 3113
17 ICMP PING CyberKit 2.2 Windows 0.0.0.0/0 0.0.0.0/0 2574
18 FTP command overflow attempt yXz.Xyz.Xxx2.y2y /32 39917 xzy.yz.2x.x27/32 21 2537
19 FTP command overflow attempt xzy.yz.2%x.x27/32 36980 XZy. XX.XX.x77/32 21 2508
20 FTP command overflow attempt YXz.Xyz.xxz.yzy /32 36005 X2y.yz.zX.x27/32 21 2473
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0 7 xferlog 00000
Table 7 A summary of xferlog.
No. A B C D B F G H 1 J K lines
1 T xxx.xxx.xxy.x/32 0-851 /10/NetBSD b T 0 a  xxxxx@xxxxx ftp 0 7773
.ac.jp
2 1 xxy.xxx.xyy.x/32 2-2218 /10/NetBSD b _ o a  xxxxx@xxxxx ftp 0 2066
.ac.jp
3 1 0.0.0.0/0 59860- / b - o a Any ftp 0 1648
155286
4 1 0.0.0.0/0 104463 / b - o a Any ftp 0 1495
- 390255
5 1 XXZ.XZX.XXZ.yz/32 0-2218 /00/Linux/ packages / b - o a guest@null ftp 0 1493
Caldera
6 1 0.0.0.0/0 6881 - / b - o a Any ftp 0 1414
9008
7 1 0.0.0.0/0 0-2218 / b _ o a Any ftp 0 1392
8 1 0.0.0.0/0 81286- / b - o a Any ftp 0 1355
185861
9 1 xxy.xxy.x.xzx/32 15400 - /00/Linux/packages/ Red- Any - o a  xxxx@xx.com ftp 0 1300
51874  Hat /redhat/linux/9/en/
doc /RH-DOCS
10 1 0.0.0.0/0 136112- / b _ o a Any ftp 0 1291
777166
11 1 XXy.XXy.z.Xzx/32 2231 - /00/Linux/packages/ Red- Any - o a xxxx@xx.com ftp 0 1234
18790 Hat /redhat/linux/9/en/
doc /RH-DOCS
12 1 xxz.x2x.xx2.yz/32 54 - 5602 /00/Linux/ packages / b _ o a guest@null ftp 0 1217
Caldera
13 1 xxy.xyy.xzz.xyx/32 104463- /00/Linux/packages/ Man- b . o a  xxxxxx@xxxxxftp 0 * ¢ 1212
390255 drake /Mandrake-devel XXXXX.OT.jp
14 1 y.0.0.0/1 0-851 /00/Linux/packages b _ o a nul ftp 0 % ¢ 1198
15 1 xxy.xxy.z.xzx/32 9220 - /00/Linux/packages/ Red- b _ o a xxxx@xx.com ftp 0 * ¢ 1188
40994 Hat /redhat/linux/9/en/
doc /RH-DOCS
16 1 XXy.XXy.z.Xzx/32 36283 - /00/Linux/packages/ Red- b - o a xxxx@xx.com ftp 0 * c 1144
99146 Hat /redhat/linux/9/en/
doc /RH-DOCS
17 1 0.0.0.0/0 0-4543 /10 b _ o a Any ftp 0 * ¢ 0143
18 1 xxz.x22.Xyx.2%/32 2231 - /00/Linux/packages b _ o a  xxxxxx@xxxxxftp 0 % ¢ 1131
18790 .co.jp
19 1 xyx.0.0.0/7 104463 /10 b - o a Any ftp 0 * c 1088
- 390255
20 1 xxz.xzz.Xyx.2%/32 54 - 5602 /00/Linux/packages b _ o a  xxxxxx@xxxxxftp 0 * ¢ 1085
.co.jp

A:transfer-time, B:remote-host, C:file-size, D:filename, E:transfer-type, F:special-action-flag, G:direction, H:access-mode, I:username, J:service-
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Criterion Total Group 1 Group 18

Standard 2.962 2.889 11.857
Amplitude 0.160 0.285
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