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Bringing Round-robin Signature to
Computer-mediated Communication

TakESHI NiSHIDAT! and TAKEO IGARASHIT2

While anonymity facilitates frank discussion by lowering social pressure,
anonymous messages are often perceived as weaker than signed messages, and
it can be difficult to send strong message to a group. In this paper, we pro-
pose a communication protocol which combines the best properties of signed
and anonymous communication. The protocol is based on a traditional group
signature method, round-robin signature, where names of the members are ar-
ranged in a circle to represent equality. The protocol begins by an anonymous
call for supporters. When the post gathered a sufficient number of supporters,
the system will reveal the names of the supporters as a round-robin signature.
We conducted two experiments to observe how the protocol will be used in
actual discussions. In both situations, the protocol was used when participants
were under social pressure. In a backchannel chat during a presentation, the
protocol was used to foster a sense of unity. In a role-playing game discussion,
we observed social desire and cooperative procedure to identify the originator.
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Fig.1 An example of a round-robin signature (from the History of Fukui 16)).
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Fig.2 Screenshot of the chat client for the conference.
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Fig.3 Using the protocol: (a) initiate and (b) support the topic.
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Fig.4 The animation effect played when a round-robin signature is revealed.
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Table 2 The number of time when the round-robin signature protocol was used and revealed.
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Fig.5 Situations in which the protocol was used to express critical opinions.
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Fig.6 Situations in which the protocol was used to foster unity.
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Fig.7 Screenshot of the chat client for game play.
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Table 3 Situations in which anonymous and round-robin messages were used.
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Fig.8 Situations in which the protocol was used to come out as special characters.
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Fig.9 Situations in which the protocol was used to cast doubt to other players.
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