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Multiplexing Linux Security Modules Framework for

Applying Different Modules to Grouped Processes
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Recently, process grouping have become more important technology for the
appearance of virtualization with container, resource accounting technology. In
Linux, they have cgroups for process grouping. However, they have a difficulty
in the security. Linux Security Modules Framework is a flexible, generic access
control framework, which have been implemented in Linux, and have exploited
since its appearance. Although, when system is partitioned with containers,
LSM Framework will burden them with unnecessary overhead. In this paper,
we propose Security Cube LSM, which is a LSM practitioner for grouped pro-
cesses. Our Security Cube showed lower than 8% overhead for normal usage.

1. O0O0ad

O00000000000o0O0ooO0oo0O0oO00ooooon (ooos)uooo
000000000000000000000000000000000Y0000000
0000000000000000000%Y00000000000000000000
gboobooooooobooooooobooooobobbooboboobooubo
o00000LinxO0O0OO0OODOOOOODOOOOODOOOOOOODOOOOODOODO
2.6.27 0 0 Control Groups® (0 0 O cgroups) 00000000 cgroups 1000000
goboobobobobobobobobobobobobobobobobobobobo
000000000 0DO00000D00D0O0000OOcgroups0000DODOODOO Linux
Containers™) (000 LXC) 00000000000 00000000

O00Ocgroups OO ODODOOODOODODOODOOODOOODOODOODOODOO
gooo0ooOO00oOo0DOO0O0oOoU0DOoO0OOU0DO0OO00OLINxOO0OODoDOoOoOoOoDoooo
00000000000 Linux Security Modules Framework (LSM OO000000) O
oo0ooooooLSMOOO0O0O0OO00DOOO0O0DOO00DODOO00DOO000000 Linux
Security Module (LSM) 00 0000000000000 00O0OOOOOOOOOOOO
0000000OoO00DOoO0oooo LsMOOooOooooOooooooooon

gooooooboobobobOob0obobobO0bO0bOobOobOobDUoboboDbOoo
LSMOOO000000000000000000D000000000O000000000
gogboboobooboobobodoobuoobobooobboobboobbooboboobo
gobooboobooboobooboboobobboobboobobbobooooo
0000000000000000000LSMOOOOO0O000000000000

Ub00b00 cgroups U0 OODOOOOODOODOOODOOODOODOODOODODOOODO
o000 LsMOOOOoOODOO0OoOoOO0O0oOoOo0ooooooooooooooooogon
o00O00o00ooopooooooDOoOoOoOoo LSMODODOOOOOoOoOoOoOooooooo
00000000 LSMOOOOOOO00000000000000o0oooooD LsMO

f1000000000

Graduate School of Yokohama National University
2000000

Yokohama National University
t30000o0ooo

Japan Science Techonology Agency

(© 2010 Information Processing Society of Japan



gooooooood
IPSJ SIG Technical Report

ooooOoOOoOoOoOoOoooooo LSMOOOOOoOoOogooo LsMOoooooooooo

0000000000000 0000OO0ODO0O000O0OoOoOoooOoO Kernel Object

Accessor (DO OKOA)ODOODOOD LSMOOOOOO KoOADOOODOOOOOODOO

gobodooooooo

O0000Linux Kernel 2630 0000000000000 KOAOOODOOOOOODO

00000o000oo0o0oooo0ooo0o LSMOO00 TOMOYO Linuxd Smack

OKOADODOOOOOOOOOOoooOOooooooooooooooooooooooo

goboooooogoo

(1) LSMOOUOOUOOOOOOOUOOOOOOOOOOLSMOOOOOOOOOOO
goooooooo

(2) 0DO0O0OO0OOOOUOOOOOOOOOOUOUOUOUOODOOUOOUOO KOADO
gooad

(3) 0D00U0OD0O0O0UODOOUOO0OO0O0O00O0O0O0 Linux Kernel 26.300000000000
goooo

gooooooboooooobooobob 200000000DODOO 30000000

gobooobOooboooooobo40000000000C0O0O0 SO0000D0O0ODO

6e00o0o0oooooobooTobo0oOoobooboo

2. 0000

gooooOOoO0oOoOo0oOOoOooooOoOoDOOoOoOoOoOoooooooSoooooo
goooobooooooooooooooooooobob0ooooDboboooooObOoo
gobodooboooooobobooobooobooooboooooooooooooon

000000 LinuxO0OOOOOOOOOO0OO0O0O0OO0OO0O0 LSMOOOODOOOO
0000000 LSMOOOO0OO000O0O000o0O00o0o0O0 LSMOOOOO0OO0OoooO0O
LsMOOO0OO00ooo0o0oooooooo0ooo0oooooooooooooooo
o0oooLSsMOOO0O0O0OO0O000O00O00ooOoOooooooooooo

2.1 LSMOOOOOOOOOO

LSMOOO0O0O0O0O0O0 Linux 0000000000000 0O0O0O000O0O00O0O0
0000000000000026000000000000YWOLSMOOOOOOOO
gooooooooooooooooooooobooOoboooooooooocooooobooboo
O000000LnuxO0000000O0O00000O0COO0DOO0O0O0O0 Loadable Kernel

Vol.2010-0S-113 No.16
2010/1/28

Modules (LKM) 0O OO0OO0OO0D0OO0OO0OOLSMOOOO LKMOOOOOOOOLSM
goooooooboooooboooobooobooooooboooooooDbbOoDbOoOon
gooooooooooooooboooooobooooobooobboooooDboboobooo
LKM(LSM) 0 O00O0O0oO0ooooooooooooooooooooooooooooo
oooboobooooboboodependdob1000000000O0O0O0OO0O0OOOO
o0oo0oUo0ooU0oOoUoUooUOo0oD (UoUOobDoUoOoooD 2.2)00000
ooooboobooooooboooboboooooboOoboOooooboboOoooobooOoobDObOo
0 TOCTTOU OOO? 00000000000 10 cpen UOOOOOOOOOOOO
OOO0OO0O00D0 mede00OD0ODOOO0O0OOmode0000O0O0O0OODOODODDOOOODODOO
000000000000 modedO000wmode00000000OOOOOODODODDOO
O00o0o0oooooooooOoooo LSMOOOOOOOoOoOooOOoooooooog
ooooog
oUo0oLsMUOO0OUO0O0OO0OUO0O0O0O0OOUO0OLOO0OO0ODOUOOUODOUOUOOOD (O 2.2)
00000000000 LSMOOO0OO0O00O0D0000O00O0D0O0OO0OO0ODOO (OO

User level
l process

A

User mode
Kernel mode \ DAC checks
f Open ) before entering
systemcall LSM
Lookup
Inode

Error checks

refernce
monitor

DAC checks

LSM hook

Access inode
N——

01 LSMOOOO
Fig.1 Linux Security Module Framework

(© 2010 Information Processing Society of Japan



00o0O00o00o0oo
IPSJ SIG Technical Report
0000000000000)00000000000LSMOO00 LinuxO0OOO0O00O
0000000000000 0SELinux?, Smack®, TOMOYO Linux? 00000000
22 0 0 O

LSMOODOO0OD0OO00OD0O0O0 LSMOOODO0O0D00000000000000000
00000 LSMOOOO0O000D00000000D00000000000000000
(1) 0DOO0OLSMOOOODOOOOOO

(2) 0DO0OODODOOOOOOOODOO0O0OOOOOOOOOO0O00O00O0
0000000000LSMOODOODOO00O00 LSMOODOODOOOLSMOOOO0D
register_security U0 0000000000000 O0D LSMOOODOOODOOOO
00 LSMOOO0OO0D0OO00O000000000000000000000000 LSMOO
000000000000000000000 LSMOOODOO0O00000000000
0D00o0OoO0o0

0000000000000 D00000000000000000000000000
0000000 LSMOOOO0O0O0O0000000000000000000000000
00000000000 000000LSMODOOOO0DO0OO0O00000000 LSMO
000000000000 0000000000000000000000000000
000000000 LSMOOOODOOO0OO0O0O0O0D0000D00000000000000
0000000 LSMOO0OO0OO0D0OO00O00000000000000000000000
0000000000 LSMOODO0O000000D00000000000000000

01 000000000000 (Linux v2.6.30)
Table 1 An example of Kernel Object (Linux v2.6.30)

ooo oooo goooo

oooo struct task void * security
oooo struct socket void * sk_security
i-node struct inode void * i_security
gooooooo struct super_block  void * s_security

3. 0oooao

O00oooooooOo0ooOoooOooo LSMOOOOooOoOoooOooooooooo
00000 LSMOO0OO0O0000000000 Kernel Object Accessor(KOA) DO OOOO

Vol.2010-0S-113 No.16

2010/1/28
LSM-A
',' LSM-A KOA
pointer of {
functions " l
1
i | KOA Framework
\
\
\‘ without with
M KOA KOA

N,
oo
02 0OO00O0000o0oo0 Kernel LSM-A

Object Secure Data

0O 3 Kernel Object Accessor

goboooooboooboooon

3.1 0000000000
LsSMOOO0OO0O0O0O0ooooOooOoO0O0o0ooooooLSsMOoOooooooooooooo
000000000000000000 ID(D00OPID)OD0O0O0ODOUOOOO ID(PGID)
O000000ooooo pGIDO LSMOOOOOOOOCOCOOOOOOOOODOOO
gobooooooooooooooooooooboobOoODObOODOIbDObObOObODbOOn
gooooLsMOOOOOO0OOOQOoOOOoOOOOOOOOOOOOOOODODOOOOO
gooooooooo pGIDOLSMOCOCOCOCOCOOOOOOOOOUOOOOOOOOOO
gooooooooooooobooooboooooOoooboOoobobooobboOoOonD 20000
o000oO0o0oo00oo0o0ooo0ooo0O0oooo0O0ooO00oPGIDO LSM OO
goooboboooooooboooboooooooboooooooooboooooooboao
O0000ooopGIDODLSMOO0O0O0O0O0OO0OO0O0O0O0O0OOOOOOO0OOOO0OO00O0
000o0o0o00oo0o0ooo0o LSMOOO0OO000O0O0000o00o0o00O LSMO
0000o000oo0oooo0ooo0ooo0 LSMOOOOOOooooooooooo
O0o00o0o0ooo0o0oooo0ooooo LSMO LSMOOOOOO0OOO0OO0O0o0O0oOOo
O0000000o0o0oo0oooooo0 LSMOOoO0oooooooooooooooo
ooooooo
goboooooooooooooboooooooboOoOoOoOoooDbooOoobooObOoOono
ocooooooOoOO0OO0O pPGIDO LSMOOOOLSMOOOOOOOOOOOOOOOO

(© 2010 Information Processing Society of Japan



gooooooood
IPSJ SIG Technical Report

goodoooboooooooooooboooobobooooboboooobooooa
000D000000oooooopDOooOoO APIDODODODODODOOOODOO0
JodooorPIDOO0ODOODOODOOOOOPIDO PGIDOOOODOOODOOOODOOO
goooboooboooobobooboboobooboobDboboobobobooo
goobooon

3.2 Kernel Object Accessor
LSMOOOOO0O0000o0o00oooo0ooooooooooooooooooog
goooooobboodooobobobooobobobboooooooooboboboo
goodooobobboboooooooobobobbooooobobobooooobbbooooo
gooboobooboboboobooooboobooboob0oooobDoooDoobooo
gooooooboboooobbooooooooooooobooboooooooobog
00 LSMODODO0O0OO0O0O0OO0DO0oDOO0DOOoooOOooooobOOoooooooDooooooag
O LnxOOODOODOOOODODOODOOODOODOOOODOODODOOOODOD
JoodoooOoOoooooooDoObObO0o0oooooDooOobOo0ooooooDooooooo
oo0oooDoobDoOooDoobOoOobDOo0ooO0obOOobDOoooDOobDbooDboooooo
0000000000ooooooooooon0ndKernel Object Accessor 000000
KOAOOOOOOOOOODOODOOOOOOOOOOOOOOOoOoooo LsMoooog
000000000000 000 KOADODOOOOOOLSMOOOODOOO KOADOOO
000bO000ObOod0ObOO000bO0o0oo0bOO00o0bOoOo0oobOoOOo0oDoDOoOooDbOoOooO
0000 KOAODODODOODOODOODO 30 KoOADOODODOODODOOoDOoO
00000000000 KOAOODOODOOOoOOOoOODOODKOAODODODODOOOoOOO
goboooboobobbooboobuooboobooobboobooboobooboboo
goobooobobooobbooobboooobo

3.3 OOOooooooo
goboooobobooobboboboobobbobbOoobooboobobboobo
0oobOooOo pPIDODODOOODOODODOODOOOOOOODODOOOOODOODODO
goobboboooooboooobobobboooobbooooob 400U bO
goobooboboooboooboooboobooboboboobooooobooooobooo
0000ooo00o0ooooooooooooooooooooon LSsMooooooooo
000o00oU0oDooooooooooooLSMOOOoO0O0oOoOoooooooooooo
gooooboooobooboobobooboboobooDoobooobooboo

Vol.2010-0S-113 No.16
2010/1/28

——> : Systemcall

user process \
| |
Group 1 I Group 2
I
LSM A
¢ * v \ 4
LSM B v LSM A

04 0D0OOO0O0OOOO0OOOOODOOODOOODOOOOOODOOOO
Fig.4 A layered access controlling by Security Cube
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