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A Proposal of

an Efficient Security Requirements Analysis Method

Takao OKUBO™H12 and HIDEHIKO TANAKAT2

In this paper, we propose a new security requirements analysis method which
enables efficient requirement elicitation even with limited security expertise.
The proposed method contains two main features. One is a new aspect-oriented
security requirements elicitation process (AOSRE) which is based on the as-
sumption that the security expertise and the domain knowledge are isolated.
The other is a new asset based misuse case approach (AsseMis) which extends
a misuse case approach to improve efficiency of threat identification and under-
standability of results. We have applied our new approach to several application
development projects evaluated the efficiency.

floooooooooo
Fujitsu Laboratories Limited

t2 0000000000000
Institute of Information Security

2484

1. 0000

ooolIToo0odooDOO0doO0oUOoooOOoO0dooDOoDOoUoooOOoogooDo
o0o0000oooOo0oU000ooooooDoooooooooooooooogoooog
O00O0IPAO0000000000O0000000000O0200700000 572002004
000000000 1,7490000000%000 20080 400000000000 SQL
O000000000000500000 WebO0OOODOODOOOOOOOOO?000O
00000000ooooooooooooo0o0o0o0o0oUoooUoooooooooo
O00O00O0O0O0O0O0O0O0O0ODODOOO0OO0ODODO0O000000O0OO WebOOOOOOOOO
000000000000 00o0ooooOoSIDoooooDoooooooooooooOoO
0000000000o0O000oooo0oD0o0o0ooooDooooooooooooog
00000 200000000
e 00DDDDDO*OIODODODODODOOODOO
e 1J0IU0U0DDIDDODDODODOODOODDODOOOODODOOO
0000000000000 0000000000D000000ooooooooooon
00000000000000000000000000000DO0000ooOoOOOooO
00000000000 000o000o0oooo000000Doooo0ooooooooo
gdobOo 220000000000
o IIDIODOUIDOODOOODOODDOODDODOUODOODOOODOOODDOOODOO
0000000o0o0o0o000ooooooooooodonAOSRE: Aspect-Oriented
Security Requirements Elicitation]
e 00DDODOCDYDOODONONONDONOONONONONONONONONONDODOONDNOOOD
0000000000 AsseMis: Asset based Misuse case approach
000o0oo0oorCo 2000000000000 0000000000000O0O0O0O0O0O
00 3000000000000000000000000oo0oooooooooog
000o0ooo0o0Uoooo0UoooooUooooo4000000U0oooooog
0000000o0o0oooooo0o0o0U0oooooooos0000000000DODOOO
6000000000

x1 00000000000000000000000C0O000O000O0O000O0O0O0O0O0O0O0O0O0O00O0O0000

(© 2009 Information Processing Society of Japan



2485 0OO0O0OO0OO0O0OCOOOOOOCOOOOO

2. 0 g

goboobooodoooooooooboooooobooooooboooooooooobooon
goobboboooboodoooboooooboooooooobooooooooooooDooboo
gboodoobooboooboooodoooobooooobooobooOooOoOooOooono 200
gobooooboodooboooooboodoobooooooo 200000000 OOOOOOO
gooogd
e JO000ODOOOOLODOOODOOODODOO
20060000000 WebOOOOOODOO SIDOOOOODOOOOOOOOOOO
00000000 4000000000000 00UOUOODDOODOUDOOOOOO
gbooooobcobooooboobooooboobooobobooobOOooboboooooooon
gobooooboooooooobooob4o0000b0b0O0bOO0O0OOO0O0ODbOOObObOOn0n
000000000000 0000000000000000000000XsS®00
SQLOIODOOO0OD®Y 000000000000 000000000000000
gooooooooooooobooooooooboooooboboOoboooooooon
gooboooooooooooooooooooobbooboooooboobooooooo
gooooooooooboobooooooooboboooooooboobooooooboooon
goboooboooooobooorboooboobooobooboooooooboooDo
SQLOOO0O0O0O0OOXSSOOOOoooooooooooooooooooooo
gooooooooooooobooooobooboboboboooooDoooooooDo
gobodooooboooooooooooooao
goooooboooooooobooooooooobooooooooooooooo
goooooodooooooooooobooboOoboOooOooooooboobOooooo
gooboooboooooobooooooooboooooooboooOooooobobooaon
goooooodoooooooboooooobooooboboOooooboooOooooooon
goooooooooobOooobooOooobOoboOooboOobOOobCOoOobooooon
oooooboooooooooooboobooooobooboo0oooooooboobooooo
gobodooboooboooooboooobooooobooo
o JO000OO0OOODOOOLOOOLDLDOOOOOODLDOODODOO
goooboooooooooooobooooooooobooooooooOoOboOooooon
oooooooooooobooooooooooooooooooooboobooOobOoOoo

000ooooog Vol 50 No. 10 2484-2499 (Oct. 2009)

gooooboooooooboooobooooobobooooooobooooooooD
goooooboooooooboooboooooboobobooooooboOobooooooDbobooo
uooooobooboooooooooooooboboOooobooooooooooon
gobodooooobobooobooooboooboooboooooooooooobooobog
UML? 0000000000000 0000000000000000000000
uoboboooboooobooooooOooOoOoooooboOoobboooobooOooon
ugboobotbooboomooomooooooooboooooobooooooooon
uobooooobobooooboooooooooboOoOooboOooooOoOoOobOoOooboOoo
gooooooooooooooooboooooooobobobooooOobooooobooDooOooo
goooboooooooooooooboOoboooooOoobooooooDoooOoooobooboo
goooooooooooboooooooboooboOooooobooooobOoboOooooDoonoo
oobooboooooooboooooooooOobocooobooOoOoOoooooOboboOoooooonon
gooooboooooooobooooooooooooooooooocooooooooboo
goooooooooooooooobooOoo0oobooooooooobooooboooboooooo
goboooobooooooooboooooooobObooOooOoobooobObOoOoboOoooDooboo
gooooooooooooooooooooooooooooboooooDboooDbboo
goooooooooooooooooobooboooboooooboooboooooDbo
goooooooooooooobooboooooobooboooooooboboboooooDobo
gobooobooooboboooobo0oobbooooooobooobboOoooOoooDo

3. O O0gno

0000000000000 00D0000000000000000000000
0000000000000 D00D0000000000000000000000000
0000000000000 00000000000000000000 20000000
000000000000000000000UMLOOO0O0O00000000000 %
00000000000000SDLYY00000000000CcCOYOSQUAREYOO
oooooo*®¥Yooooooo

3.1 0000000
0000O00000000KAOS™Oi*x0000000 '®0Secure Tropos !™7'® 00O
00000000000000000000000000000000000000000
00000000000000000000000000000 KAOSOOODOKAOS

(© 2009 Information Processing Society of Japan



2486 OO0O0OO0OO0O0OOOOOOOCOOOOO

0000000000000 0000000000000000000000000000
00000000000 000D000D000000000000000000000000
00000000000000000000000 SID000000000000000
oooooooog
O0O00DO0OKAOSOOOOOODOOOOODDOOO0O00000000000000
000000 OooOooOo0OO000O000000000000000000000000
0000000000000 0000000000000000000000000000
00000000000000000000000000001000000000000
00000000000000000000000000002000000000000
0000000000000 000000000000000000000000000
00000000000000000000000000000000000000000
00000000000000000000000000000000000000000
0000000000000 0000000000000000000000000000
00000000000000000000000000000000000000000
0000000000000 D000000000000000000
3.2 UMLOOO
UMLODOOODOOOOOOOOUMLsec?000000000% 000000
UMLsec UMLsec DO UMLOOOOOOO0O0O00000000000 UMLODOOO
000000000000000000000000000000000UMLsecOO
00000000000 0000000000000000000000000000
000000000000000000000000000000000000000
00000000 UMLsec 00000000000 000O0O0O0O000ODOO0O
00000000 Sindred Opdahl OOUMLOOO0O0O0O0OOOOOOOOOOO0O
00000000000%00000000000000 1000000000000
000000000000000000000000000000000000000
00000000000000000000000000000000000000
00000000000000000 100000000000000000000
000000000000000000000000000000000000000
000000000000000000000000000000000000000
0ooooooon
000000000000000000000000000

000ooooog Vol 50 No. 10 2484-2499 (Oct. 2009)

includes

—4
u‘ét/“ﬂJ EsH

‘ includes

FIREHER
4]

prevents

FRE

01 00000000000

Fig.1 An example of misuse case diagram.
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Fig.2 The procedure of the proposed method.
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Fig.3 The model extension for describing data flow.
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oooooooooooooooooobooooobooooooooooobooooon
O000000oooOwebOOOOODOOOCOOOOOOOOOOOXSSOOOOO
oo0o0O0O0oOoOoooOoO0oOoOocCSRrOCCOOOOOODOOOOOOOODOOOOO
O00DAsseMis000 6 0000000000000000 (1)000O00O0O0O
0o00o00000ob0O0oOU0ooO(@)oooooooooooooUoooo
goboooooboooooooobboobo 2000bO00bOOo0oOobDboOoOoDn

4.3 AsseMis 0000 AOSRE
AOSREODOODOO0OO0OODOO0ODOAsseMisO000O0O0OO0OO0OAOSREOODOOODODOO
go0odoooobooboooooooooooooboonboon

(1)

(2)

oooooo@)uoooooooo
uvMLOOOOOOO0OO0OO0O0O0O0O0O0O000COOOO000000000
00000000000 (A)DooO0oUoooUo@)UooooooUoooo
o0o0o0oo0ooooooOooOooOooU0oOUoOUOoUOLOooooo (Hoouoo
gbooooooboooboooboooooboooooouoOoobOoboboobOoboobooo
00o0oU0o0oU0o0o0oOoO0o0oUoOUOoDOoUOOUOOoUO (I)oooooo
gobooooooooooooon

000000000 (A)DoO0oUoO0DoOOoUO@B)UDODOO0OUDUOOOO

(© 2009 Information Processing Society of Japan



2492 0O0O00O0O0O0OCOOOOOOCOOOOO

(4)

00o00ooo000oo0o0oOoooo0OooooOoooOoooooooooooO(2)o
goooobooobooooooooobooboobooboobOobboOoooDOoOoD
gboobooooooboooobooboooooooobooooboOoooon
gboooboobooobooodoooooooobooooobooboobOooobooon
gooooooobooooboooooooboooooooboobooooobooOoOoooooon
O0read000000OwriteDOOOOOO0OO0OO0O0O0O0O0O0O0OOOOOOOCODOO
000000 ((send)) DOODOUOOOUOOOOODOODOODOOUOODOUOOOOO
((receive)) 000D 0OOO0O0O0OU0OOUOUDOOOODOUOODOOUDOO
gobooooooboooooboooboooooboooboOooOoOoobDoOboOooooon
goboooooooooooboooooobOoboOooboOobOOboOobOoOoOoboOooooo
goboobooooooobooboooooobooOobooooobooooooocoOooooo
ooooo

000000 (A)D0Do0DoUooOoooooOoo
(2)0000000D00O00D0OO0O000OO0DOU0OO0ODOUODUOOOOOOOO
0000000000000 00O00 (IH)O0DoOD00ODO0OUoO0ODoOOooOOoooUoOO
goooooooooooooobooboooooobooooooooboboooooooDoooD
oo0oooo0oOo@3)boooooooooooooooooooooooooooo
O00000000000o000O00U00obD00UO00O0 13) 00000 STRIDE

OSO00000@TO D0 ROCOIDOCOOoO@mMDODoSmENOOOO M

000000 10000000 0STRIDECOOOOOODODOOOOODOOO
0000000000000 00000000000 DoSOOOOOOOODOOO
gobooooooooo
ooooUo(A)oUoOoooUoOoo@uoooooooooo
gbooooobooobooodooooooboobooooboOobooobOooooon
goooboooodooooooooboooooooooooooboooOooooooon
gooobooooooooooooOoooOoboOoOooOboOoobooooooboooOoooo
ooooUooU0o0ooOoUoUOoOooOoUoooOoUoUoOO aVoboo (VYoo
gobooooooooooobooobooboooooobooooooooboOooooboooboOoon

x1 0000000000000 WebOOOOOOOOOOOOOOOOOOOOD ClADOOOOOOOOO

STRIDE OO0D00O00O00000O00O000O00DOO00O0O0O0O0O000O00O000000O000O0

000ooooog Vol 50 No. 10 2484-2499 (Oct. 2009)

0(V)000000000000000000000000000000 2000
000000000 STRIDEDOOOOOOO0OO0O000000 20000000
00000D000SOID000000 ED0000D00000000000000
000000000000 00000000000000000000000200
00000000000000000000000000000000000000
00000000000000D000000000000000000000000
00000000000000000000000000000000000000
00000000000000000000000000000000000000
0000000000000000000

(6) 000O0DOO(A)D0ODOODOOOOOOOO
0000000000000 0000000000000000000000000
00000000000000000000000000000000000000
00000000000000000000000000000000000000
010000000000000001000000000000000000

(7) 0000D00(A)D000D0O0D00O0(B)00000000000
00000000000000000000000000000000000000
00000000000000000

5. O u

0000000000000 00000000AsseMis[DOO0O AsseMisOOOOOO
O0O0OO0AOSRECOOIOOOOOOODOOOODOOOOOOODOOODOOOOOOO
goboooooon

51 AsseMisO0O0OO00O00O0O0O0O0O0OOO

gobooboobooooooboooootbcoooooboooOooooOoOoOOoboOoOooooboo
Oooo0o0oooooooo00o0ooooooob0 WebODOOOOOOOOOODOODDOO
0000000000000 SindredOpdahl 00 0000O000Y 000000000
3000 1000000000000000 AsseMisOOO0OOO0O0OO0O 70000000
groobobooobooobobobooooOooOooOoOobooOoobOOobOobOboOobobOoobObooDO
000000000000 00000000000000000000AsseMisOO0O0O
gobooooooooooooo

000000000000 000SindredOpdahl 000000000% 0000 AsseMis

(© 2009 Information Processing Society of Japan



2493 0OO0OO0OO0OO0OOOOOOOOOOOOO

<<network>>
BIEDESE

<<server>>

BYFEL

EROE=%F HAZ

<<server>>\

% prevents
enables
a—4 <<server>>
<<network>> a2 =
ESES 1oozyay
EEDE hfE & R i

<<client>>
<<network>>
<<server>>

enables

prevents

({ncludes

enables <<server>>
Aoy iay

Bk

enables <<P>>

<<receive>>

FREEH

<<client>>

includes
S

Z iR

includes

FERRF 1%

prevents

FAE
07 0000000000 DOO0AsseMis 00000
Fig.7 An example of AsseMis: the function of viewing private information.
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01 AOSREOOOOOOOOOO
Table 1 Workload with AOSRE.

00000000 000000 OO0000000 000000 (B)OOOOO 000000
oooo 000000 0000000 000
00 0oooooo
(a) 1 1 2.5 1 1
(b) 2 1 10 4 2
(c) 4 7 14 6 2
(d) 5 8 14 6 2
(e) 6 11 18.5 4.5 3
(f) 9 16 14 4 2

gbobooooooooooobooobOoOoooooooOooO
(6) DOLD0ODOUOOOOOOOOOOOOUOOUOOUOUDOUODUDODOODOUOODO
ooooomm

0000000000 AOSREDO0OUDOOD(2)00000000000O(3)000
gobobooooooooooooooooooooooobooooooooobooOoboDObbo
00000000000 (5)000000000D000O00UOODOOUOODDOOO
0000000000000000 AOSREDOODOODODODOO 6000 (e)0OOO
0000000000 10120 600000000000000(e)00D000D00OODOO
00000o0o000ooD00o0ooo00ooOU0obO00oUOoDLOO0oooOooO0d(e)d
goooOoOoOoOoOOO0OODOOO0OO00O0000O0OOOOOOOODODOOOOO0OOAOSRE
goboooooobooooboobobooooboobooo

AOSREOOOOOOOOOOO01100000000000000000D00 200
0*'000000000000000000000000000000000000000
gbobooooobooto soobooooooooooooooboboooboOoobooOoDo
gobbooooooboooboooooooboOoOobooOoooOoonon

goboboobootoooooooooobooooooboOoboOoboooobooOoboOoooooDoobooo
O0000O0C0O0AOSREODODOOOOOOOOOODOOOOOOOOOOOOO 100
00000000C000C0000OO0ODDOOOOOOOOOODOOODOOOOOO
00000 AOSREOOO0OODODOOOOO0OODOOOO0OOOOOOOOoooooOoo
gooooooooooooooooobooooobooboooooobooocOoooooooboo

x1 00000000000000000000000000000 200000000000000A0

000ooooog Vol 50 No. 10 2484-2499 (Oct. 2009)

02 0J00000O00OO0OOooOOoo
Table 2 Workload with conventional security assessment.
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Fig.8 Comparison of security workload.
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Table 3 The result of threat identification with the result of security assessment later.
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