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Host-based Traceback against Bot and C&C Server
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KEISUKE TAKEMORI, ! MASAHIKO FuJINAGA,T!
TosHIYA SAYAMAT! and MASAKATSU NISHIGAKI!?

Recently, DDoS attacks involving source IP spoofing have now become crit-
ical issues on the Internet. These attacks are considered to be sent from bots
that are controlled by command and control (C&C) servers. As many types
of unknown bots that only affects the PC slightly are released, users tend to
leave them infected. There has been active research into IP traceback systems
that probe packets on the Internet. However, efforts to determine traceback
from victims’ PCs to bots and from bots to C&C servers have not yet been

achieved. Because control and attack packets are sent asynchronously, it is
hard to grasp the relation between bots and C&C servers. In this research, we
propose host-based traceback schemes that track (i) from a victim PC to a bot,
and (ii) from the bot to a C&C server. In the case of (i), the victim PC notifies
its IP address to another PCs in order to inspect their access records. The
notification is considered to be a claim driven traceback scheme. In the case
of (ii), bot access records are gathered and compared in order to extract the
active IP address considered to be a significant C&C server. The comparison is
considered to be a cooperative traceback scheme. We implement our proposed
model and evaluate the tracking ability against the bot process on the infected
PC and the active C&C servers on the Internet.
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Fig.1 Traceback framework against bots and C&C/download servers.
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Fig.2 Functions of the host-based traceback system.
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Fig.3 Flow model of host-based tracking module.
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Fig.6 Management of the destination FQDN.
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Fig.7 Implementation of the bot process detector.
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Fig.8 Botnet visualizer.
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Table 2 Mean sizes of the Pcap access record.

Researcher | System manager | Secretary
21.7 Mbyte 5946 Mbyte | 121.9 Mbyte
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Table 3 Report sizes of the access record.

10 minutes bot access record Mean size
Pcap file 056 Mbyte
(Attack and C&C packets) 2,450 packets
IP addresses of C&C servers 5.8 kinds
IP addresses of victim PCs 54.4 kinds
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Table 4 Bot process tracking ratio.

2
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Fig.9 Matching number of bot features.
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Fig. 10 Implementation of Botnet visualizer — Botnet topology using CCC Dataset 2008.
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