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A Proposal of a Risks, Usability and
Countermeasures Representation Model for
Event Chain Clarification and Causal Inference

Koicur KaTo™ and YosHIMI TESHIGAWARA 1

Network risks and their countermeasures have complex relationships, for ex-
ample, risk chains and existence of countermeasures effecting to several risks.
Similarly, countermeasures can affect to usability of network service. Therefore,
proper understanding of risks and usability as well as selecting countermeasures
to install are difficult. In addition, inappropriate risk increase and usability de-
crease must be avoided when changing countermeasures. Moreover, to decide
checking or monitoring points for incident detection and response is also dif-
ficult in an environment locating with many devices. This paper proposes a
model for representing risk chains and countermeasure effects, and estimating
causes of events. Under the experiment of a network example, it is confirmed
that the model can be utilized for selecting countermeasures. This model ex-

presses phases of tangible risks and services in state transition diagram (STD)
and deploys them together with countermeasures on an object network model
so that the model can confirm relationship among risks, usability and counter-
measures visually. Furthermore, by using probability of state transition, the
model can be converted to a Bayesian network and thereby can infer causes of
incidents.
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Fig.2 Example of a network configuration.
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Fig.4 Risk description using state transition diagram.
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Fig.6 Usability description using state transition diagram.
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Fig.8 Deployment of risks, usability and countermeasures on the network model.
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Fig.9 Modeling of risks, usability and countermeasures in the assumed network.
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Table 3 Probability and usability by first analysis and reanalysis using the model.
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A | IR IR 0.0430 0.0139
7| g b AR 0.0181 0.0158
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s A — )L EfE 0.590 0.413
" A — L[ 0.590 0.459

7 5 A L — ) 0.729 0.510
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Fig. 10 Candidates of the causes in unauthorized use of a user’s PC.
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Table 4 Relations among probability of each state transition, countermeasure effect and the state
of implementation.
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Table 5 Causal inference of unauthorized use of a user’s PC.

FW BH ik iy FW B k4 FREEB N
PS1]84) 0.78 0.86 0.73
P(S2]84) 0.38 0.77 0.15
P(S31S4) 1.00 1.00 1.00
P(S5154) 0.72 0.72 0.72
P(S61S4) 0.80 0.59 0.92
PS7184) 0.90 0.78 0.96

0000000000000 000000o0O 100 ClODO0D0DO00D0DbO00O0OooOos40
0000000 0o0o00o0o0oooooooooooo sDoDoOoOooa

Joorwiooodooodpooooooobooboooooooboooooooooa
dooO0oSimoooodooooodoooooos2000oooooonooooooan
00 BOOOOOOODOOS/OOOOODOODOOODO BOOODOOooDoOoOoooOoseooooo
0000000000000 00oooooooooooooa

OO0OrwWioOooOoooodoooooooooobooboooooobobooooooooo
Joo0O00oo0o0nooos2000000000b000b000bO0o0obOOoDoDOOoooOooDg
Oo0o0o0oooboooo

goodoodofdodooododbodoooooooooooooboobobooog
0000O0000OO0Ss200000000000000O000 BOOOOoOoOoOoas7ooo
0000000 BOOOODOOOODOOSsO0O0OOO0O0O0OOO00O0OO0O00oonon
ooooooobooooooooda

00000 ADODODODODS40000000000000000000S3000
000000000 ADODODODOOOS3DO00oOoSO0D0o000oDOoDOoooOonDOon
0000000 AQ0O0DOODOOODO SsO0000000D000000000DO0O000
Ogo0ooooooooooooooooooono

P(S3]S4) = 1, P(S5/S4) = 0.72

ogooooooooo

godddoboobodooooboooobobO0oo0obObOUoO0obObOUUOoOobboUuUOoOoDo
dd0o0oooOd0d0ooob0oooooooooboooboobo0odoooooooooooo
00 1000o0o0o0o0o0od

0004400000000000000000000O00O0DOOOOOOOOOODOODOO

(© 2009 Information Processing Society of Japan



2254 0OO0O0OO0OO0OO0O0OOOOOOOOCOOOOOCOOOOOCOOOOOOCO

goboboobobooooboooooboooobobooooboboobobooo
gboobooooooboboobooboooboobooboboooboboboobobo
gooobooooooooooboooooobobooooooooooooooooooa
gobodoooooboooobooooooobooooooooooobooooooon

6. DOOooOd

6.1 DO0UOOOOO0OOOOOOOO0O0

sobbobbooooboooboos3sobo 4000000000000 O0ODOOODOOn
(1) DO00oUOoUoOoOoOoUoOOoooUoDOO

200000000000 O0OOO0O0LOOCOCOOOOOOOODOOODbOOOOODOOO
goooooooooooooobooooboooobooOobooooooobooboOoooooboo
goboboobooocoooooooooobOoboOoobooooOobooooooobocooooonoo
goboooooooos3uunouooboooobooooooooooooooonoonoo
goboooooooooboooobOoooooooboooooooooo

(2) 0DO0OO0OOO0OOOOOODOOOO0ODOOO0
s52000000000000DOO00O0OO0OODOOOOODODOODOOOODODOO
gobooooooooooobooooboooooboooboooooobooooooDobOobo
gobooooooooooooobooooboooooooos3uubnooooooooo
goboooobooooooboooboobooooboooooo

(3) 0DODOoOOO0oOOOOOOUODODOOOOO
s2000000000000O0O000O0O0O0O0O0OOOOOOOOOOOOO0OOO0O0
goboooooooobooogooos3bbobooooobooooboooooooooo
gobobooboooooooocooboooooboooooooooOoooobooOobOoooobDooo
gooad

(4) D0O0OOOUOOOOOOUDOOOODOUDOO
540000000000000000O0000COOOOCOOOOO0COOOODOO0O
goooooooooboooboooooobooooboboOoooooboboooboooDoooDbbo
gobooooboooooooobooooboooo

6.2 ODO00O0OO0OOO0OOOOOOOOOOOOOOODbOOO
jub4000000000000O0DO100000DOO00O0OO0ODOOOOOOODOO

gobooooobooooboocooobooooobooooo4000000D0OO0O0OODOOOOOOO

000ooooog Vol 50 No. 9 2243-2256 (Sep. 2009)

(1) 0000000000000000000
5200000000000000000000000000000000000000
00000000000D0000000000000000000000000000000
0000000000000 0000000000000000000000000000
000000000000 00000000000000000000000000000
oooooooo
0000000000000000000000000000000000000000
000000000000000

(2) 0D0DO0OOOOO
0000000000000000000000000000000000000000
00000000000000000000000000000000000000000
00000000000000000000000000000000000000000
00000000000000000000000000000000000000000
00000000000000000000000000000000000000000
0000000000000000000000000000000000000000
0oo
0000000000000000000000000000000000000000
00000000000000000000000000000000000000000
00000000000000000000000000000000000000000
00000000000000000000000000000000000000000
0000000000
0000000000000000D000000000000000000000000
00000000000000000000000000000000000000000
0000000000000 0000000000000000000000000000
00 100000000000000000000000000000000000000
0000000000000000000 5)00000000000000000000
000000000000 0000000000000 100000000000

(3) 00000D000D0000D000D0000
0000000000000000000000000000000000000000
00000000000000000000000000000000000000000
00000000000000000000000000000000000000000

(© 2009 Information Processing Society of Japan



2255 O0O0OO0O0O0O0OOCOO0OO0OOO0OO0OOOOOOOOO0O0O0O0O0OO0O0COOO

0000000000000000
0000000000000000000000000000000000000000
00000000D000000000000000000000000000000000
00000D000000000

(4) 00D00O0OO0OODOODOOOOO0

00 (1)0(2)0(3)000000000000000000000000000000
000000000000 0000000000000000000000000000
0000000000000 0000000000000000000000000000
00000000000 100000000000000000000000000000
003000004000000000000

7. 00000

71 0000000000
goooooooooooooboooooobooOoOooooOoboooooobbOoObOoOoon
gbooobooooboooooooooooooboooooooobooooooooDo
goooboooooooooooooooooooooobooooooooboooooDoDboo
goooooooooooooobooooooboooobobooooooooboooooDboODo
gooooooooooooooooobooooobobooooDbobooooDboo
gooo

7.2 OD00O0O0OO0OOOOOO
5200000000000000000000000O0 3000000 4000000
goboboobodoooooooooooooboboooooooooooooooooaoo
gbobooboooodooocobdooooboooobooooooooboboobOoOoooDo
oooobooooboooooooooooooboobooooobooOooobOoOoOoOoOooobo
goobobooodoooboooboooooooboooooooobcOooooobOoooooboo
goooobooooooooooooobocOoOoooobobOOoOoOooooDOOobCOoOoooOooDon
goboodoooooboooboobooooobobooooo
gooooooooooooooobooooooooboobooobobooooooooo
gobooboooodooooooooooooobooooooooooooobooboooooboonoo
gobooooooobooooooobooboo

000ooooog Vol 50 No. 9 2243-2256 (Sep. 2009)

73 ODOOO0OOOOOO
goooooooooooboobooooooboboobobOoOoooooboboooooDoObo
goooboooooooobooodoooOooooboobool1bo0ooooooooobobon
gooobooooooooooboooooboooooooboooooooooobobOoboo
ocoooooooobooooooboooooboooOoDoODOOODOOO720000000000
gooobooboooooobooodoooooooooooOoboOooooooOooOoOoooDbooa
gooooobooobooo

74 00000000000000
goooooooooooooooooobooOoboOooboooooDOooOooooDoooDoo
oobooooobooooooooboooooooObooOobOOoOobOoOoobObOOoboboOooDoboo
gooooboooooooooooobooooboboooooobooboOoooooooooOoDoboo
goooobooooooobooooooooboboooooooboooOoooobooobooOboOonn
goooboooooooooooooobooOoooooboooooooooooooooDoonoo
gobooooboooooooooboo

00006.20 (2)00000000000O0LOODOOD0ODOOOUOOODODOUOOOO
gooobooooooooooooobooboooboooboobobooDbooooDo
goboooobooooooobooooboooobooooooo

8 0O 0O O

goooooooooooooooobooooOoOoooboOOoooOoOooboOOooboOooooOono
goooooooooooboooooooooooooooooooooOoooooboonoa
gooobooodooooobooooooooboOoooooooboooooooooOooooon
gooobooboooooooobooooooboooooooboooOooooooooooDooo
goboodoooooobodoooboooboooobOboOobooOooOobo0oooOOoOobboOooDoo
oooooooooooboooooooooooboboooooooboOoooooboobooo
uobooooooooboboo

ooor0ooooooOooOOO0Ob0O000000O00o0oOO000O0O0o0oOoOoO000ooOo0ODn
gobooooobooooooooboooobooobooboooboooboooooDoon

o o O 0O

1) JIPDECO ISMS 0000000 O http://www.isms.jipdec.jp/isms.html

(© 2009 Information Processing Society of Japan



22566 OU0OO0OO0O0O0OOOOCOOOOO0OOOOOOOOOO0OO0O0O0O0OO0O0COOO

2) 000000 Oo0o0o0oOO0o0DmMUuo0oooooo0ooooooooOn
O000ooUooooooooo (2008).

3) ISO: ISO/IEC 27002. http://www.iso.org/iso/home.htm

4) ISO: ISO/IEC 13335. http://www.iso.org/iso/home.htm

5) 00000000 O0OO0OO0O0OO00O0O0OUOODOO0O0OOOOOOOODOOOOOO
ooboOoooDoO0oO00oooOoOoobO0oO0O0ODODObOOOO0DbDOOnDVold9, No.9,
pp.3180-3190 (2008).

6) 0000000000000 00O0O00ODO00O0DO0DO0OOUODOOUOOUODUOO
00000000000000000000000OVol45, No.8, pp.2022-2033 (2004).

7y o0o0oU00oUoO0oOoooUoO0oOoUOoUoOO0OOoUOOOoOoOoOoUDUOLOOn
00000O000DOO000oDOoOO00oU0OoDOOoOOnoDnDnOvVvold49, No.9, pp.3209-3222
(2008).

8) 0 000000 DO0UDDD0OO0DODOD0OO000DODDODOOODDDOOOO0ODOO
O000000ooo0o0O0OoooDoog 20070 CSS20070 0 0 OO Vol.2007, No.10,
pp.193-198 (2007).

9) 0000000000000 00O0O0O0D0O0DO0OD0O0DO0OO0DO0OUDOOOO
000000000 00000D000D000000000 20070 CSS200700000
Vol.2007, No.10, pp.283-288 (2007).

10) Microsoftd Windows 2000 Server 1 000000000000 20000000
000000 http: //www.microsoft.com/japan/technet /security /prodtech/
windows2000/staysecure/secops02.mspx

11) Microsoft0 0 30 —0 0000000000000 OOOOOOODOOUOOODOOO
0 O O O http:/ /technet.microsoft.com/ja-jp/library /cc162798.aspx

12) 00 U000 0000O000O00OO00O0OUDO0O0ODOO0OO 7TFMEAOFTAOO
000000 (1983).

13) JIPDECOISMS 0000000 0O—JIS Q 27001:2006 (ISO/IEC 27001:2005) O
0—00000000000http://www.isms.jipdec.jp/doc/JIP-ISMS113-21.pdf
(0D 200 120 1000)
(0D 210 6 04000)

U oooboooooo

00 0000000000000DOO0O0OOD207OOOOOOOO
gooooooooooooboobOOoOo0boobobOooOouoooobo
goboooooooooooboooobooo

ooboooooboooooo
wvrooooooooooooboooooobooooooboooooooonoo
i ooobooooooooboooooooooobooooooboooooobooo
gboooobooboboobooooboOobboOon0en19enoonono
goooooooooooboysoobooooooobooooooo
goboobooobooooobobooobobooooooobooboobooo
elearning0 000 0000000000000 OO0O0OOOOOOOOOOO0OO0OOO
0000000000000 oooooooo0O0O0O0C0IEEEDACMOODOO

000ooooog Vol 50 No. 9 2243-2256 (Sep. 2009)

(© 2009 Information Processing Society of Japan



