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Flexibly Switchable Cryptographic System Architecture
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In this paper, we propose the flexibly switchable cryptographic system ar-
chitecture, which is a cryptographic foundation architecture with a context-
awareness in a ubiquitous information society. The architecture smartly selects
the most suitable cryptographic module according to the current period, sit-
uation and environment and smoothly switches the current module into the
selected one. This allows service systems of being protected to reduce a switch-
ing time of stopping the service to a minimum and seamlessly produce the
service as permanently preserving the security level required. Our proposal of
flexibly switching to the most suitable cipher gives an approach to solve cryp-
tographic problems on a migration against compromising of cryptosystems and
a cryptographic maintenance of devices transferred to another area or country
with a security policy different from the one of the current domain.
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Fig.1 Concept of the flexibly switchable cryptographic system architecture.
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Fig.4 Implementation of the flexibly switchable cryptographic system.
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Fig.5 Cryptographic package distribution protocol.
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Table 3 Specification of the cryptographic management server.

00000000 DELL Dimension 82500
CPUO Pentium4 2.53 GHz

MemoryO 1 GB

HDDO 120 GB

OS0O Linux Fedora Core 4 kernel-2.6
DBO PostgreSQL 8.0.3-1

04 0O0O0OODOODODO
Table 4 Specification of the static terminal.

00000000 T-Engine/SH77270
CpPUODOOOOO 96 MHzO SH3-DSPO
ooooooDo0o0Od8sMB

SDRAMUO 64 MB

OSOPMC T-Kernel (R1.14)

05 0000000000

Table 5 Specification of the dynamic terminal.

0000000000000000000000UCD
CPUO 32bit RISC OO0
0000000VGAD480 x 640 00000
00000IEEES02.11b

00000144 x 76 x 15mm

00019g

ooooooooooooooooooboobobobooooooooooooobobobobo BOO
000000o0000ooO0o0o0ooo0o0ooo0o0oooD AQ0OOOOOOoooOOoOO
ooooooooooooooOoOoOoooOooBOOOOOOOOOOOOOOOOOOO
oboooobobooobooooooooobooooboooooooboboOoooDooo

6. DOoOoO4dO

gbdotdotoouoooooooooooooooooooooobobooboon
0000000000 0000000o0000ooO0o0o0oooOO PC-LinuxO O 300 T-
Engine/SH77270 0 40 000000000000 0O0O0O 50eTRON/16-AE45X0 0 60
00000000000000000 T-Engine/SH7727 00000 0O 10BASEO HUBO
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06 OO0O0ODOOOOOODODOO
Table 6 Specification of the security device.

0000000000 (eTRON/16-AE45X)

CPUD 16 bit (AE45X)

EEPROMO32KB + 4KB

ROMO 128 KB

RAMO4KB

00000000ISO/IEC 7816, ISO/IEC 18092 O

07 000000O0O0O00OOOOOO0O0

Table 7 Category and implementation of cryptographic engines (example).

EEEE] EEEEE] Ooooooo 0oo0_ | oooooo EEEEELE]
DES MD5
DES-EDE-2key SHA-1
oooo DES-EDE-3key SHA-224
Hierocrypt-L1 ooooon SHA-256
Hierocrypt-3 SHA-384
AES SHA-512
ECB RIPEMD-128
ooooo CBC RIPEMD-160
oooo ooo CFB HMAC RFC2104
ooo ooo OFB RSAES-PKCS#IvI5
MAC 00 gooooo CTR 0oo /0t RSAES-OAEP
MAC 000 TSO9797-ALGI ElGamal
MAC ISO9797-ALG3 RSASSA-PKCS#IvIb
ooo OMAC oooo RSASSA-PSS
XCBC-MAC ooooo oooo DSA
no-padding ECDSA (Fp)
ISO9797-M1 RSA
ooooo ISO9797-M2 ooo ElGamal
RFC2409 DSA
PKCS#5 ECDSA (Fp)
J000000 RC4 ANST X9.42
goooogo gooooo gooooo 1000 FIPS180-2 A3.2
0o0nooo FIPS180-2 A3.2 Rev.

Allied Telesis MR820TR OO O OO ODO
000000000 0PC-Linux0T-Engine/SH77270000000000000000
gooooooooboOo0oU0oo YoOOobOOoDOOoDOoDOoODOoDOOOOO
os8sfboboooboooobobobobooboboobobDboboooobOooo
gobooboobooboobooobooboboobDooboobooboobooo
0o*'0ooo

7. 0000

goboooooooooooooboobooooboooobOoOooboobooOoboOoOoobooOonoo

Table 8 Performance of key generation & cryptograhic process.
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gooo gooo T-Engine ucC
ooooooo ECDSA-SHA-1 10,431 8,142
HMAC OO RFC2104-SHA-1 4,102 3,421
oooooo AES-CBC-PKCS 2,087 | 1,346
000 0 msecO

gooobooooooooooobocooooobooOooOooooboOooOoooooDboOoboOobo
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goooooooooooboooboooooobooOooOoOooboobooboOoooboooooobo
goooooboooobooo

gobooooooooobobooooooOoOoo0oooooooooboobooooooobo
goooooooooooooooooboooobooobooOooOooooooooooooDoonoo
O0D0O0O00OLenstra-Verheul 000000% 0000000000000000000
goooooooooooooobooooooooboooooooboooboooooDboo
goooooooboooooboooobooooobooboooooboboobooboboDo
goboooobooooooooo

00 OooooobooooobooOooOooDObOOO0yYRPOOOOOOOOOODODO
goooooooooooooboooooooooooooooooooooooooboOon
ocooooIlrTooooboboobobOOOO0oO0OO0b00o0oooooooooboobooobooooooo
gooooooo
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