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Detecting Anomalies on Windows
Focused on Dangerous System Call

YasusHl THAT! and Tomio TAKARAT2

In recent years, infection and expansion method of malicious program are
diversified, and the propagation speed has been rapid. The limit of the de-
tection of security systems by signature has been indicated. Therefore, the
behavior type anomaly detection system based on the behavior of the program
has been actively researched. However, decreasing the ratio of false positive ac-
cording to obtaining a high detection rate becomes a problem in the behavior
type anomaly detection system. In this paper, we propose the anomaly de-
tection method of combining behavior of program and detection rule to detect
a dangerous system call that affects important resource of Windows system.
The proposed method first detects a doubtful system call by the detection rule

using system call and argument. Then, a dangerous system call is identified
by using Support Vector Machine (SVM) from the history of the system call,
and execution is intercepted. We performed an experiment by developing the
prototype system based on the proposed method, and using realistic malicious
program and usual program. Through the experiments, we have evaluated the
detection rate of the proposed technique and the ratio of false positive.
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Table 1 Example of system call by malicious program.

2839 980 1024 23 NtCreateFile (0x40110080,

24, 0, 0x40, 0, 1242188, ”0 7?0 c:0 windowsD netcheck.exe”,
0x0, 32, 0, 2, 100, 0, 0, ... [ 168,

status=0x0, info=2, ) == 0x0

...... oooo .

2848 980 1024 200 NtWriteFile ([ 168],

0, 0, 0, »MZPD 00 20 00 00 00 40 00 170 00 3770 3777,
65536, 0x0, 0, ... status=0x0, info=65536, ) == 0x0
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Fig.2 Flow of proposed method.
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Table 2 Critical system call list.
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Fig.3 Future data by N-gram method.
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Table 3 Experimental system configuration.
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Table 4 Critical system call detection result.
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Fig.4 Recognition result by SVM that changes length L of time series and N of N-gram.
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