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A Malware Detection Method Based on Communication
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Commonality-implementation and Evaluation
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This paper describes the implementation and the evaluation of a precise mal-
ware detection method based on communication commonality. Bots, which are
a type of malwares, are difficult to be accurately detected because of their fre-
quent updates and their ability to disguise malware communication as innocent
ones. We have focused that there are communication commonality among many
different types of bots, and we have implemented a detection method based on
bots’ activity models. The implementation is able to describe bot behaviors
through correlations between communications, and it can flexibly respond to a
huge variety of bots. In this paper, we have evaluated detection accuracy of the
implementation using bots’ communication data and real network traffic data,
and showed that the implementation is more accurate compared to the existing

methods.
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Fig.1 An example of bot activities model.
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Fig.2 An architecture of session state transition and parameter.
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Table 1 Rules for evaluations.
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Table 2 A Result of FN evaluation.
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Table 3 Traffic data set overview for evaluations.
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Fig.3 An overview of traffic capturing environments to evaluate FP.
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Table 4 A result of FP evaluation.
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