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Proposal of Anti-Malware Technique
Turning Security Disabling Attack to Advantage

TAKAHIRO MATSUKL ! Yuu ARrar, ! MasaTo TERADAT?
and NoRIHIsA Dorf?

Latest malware tend to be designed infect secretly and conceal their activ-
ity. Stealth feature includes anti-reverse engineering function and hinder OS’s
security function, anti-virus program, personal fire wall, and so on. Counter-
measure should be considering them. In this paper, we report the result of
the survey about malware’s characteristic security disablement feature, forcible
process killing and malware’s source code detail. Based on survey results, we of-
fered decoy processes which proactively counter forcible security program shut
down. Moreover verify effectivity of proto type system using the specimen
which gathered with honeypots.
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Fig.1 Common degree of targeted process names.
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Fig.2 Outline of a prototype system.
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