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Preventing False Positives in
Phishing Detection Based on Features of Mimic Content

SHINTA NAKAYAMAT! and HIROSHI Y OSHIURA 12

Content-based phishing detection extracts keywords from the target Web
page, uses these keywords to retrieve the corresponding legal site, and detects
phishing when the domain of the target page does not match that of the re-
trieved site. It often judges a legal target page as phishing, however, because the
extracted keywords are not adequate. This paper describes two methods of ex-
tracting keywords: domain keyword extraction that extracts keywords from not
only target page but also other pages linked from the target and time-invariant
keyword extraction that extracts keyword from the intersection between the
target and its past data. Experimentation using 172 legal pages has shown
the decrease of false detection from 14.0% to 7.6% and that using 172 phishing
pages has shown that the ratio of overlooking phishing does not have changed.
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Fig.1 Flowchart of content-based method.
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Table 1 Detection of phishing site by content coincidence.
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Fig.2 Domain keyword method.
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Fig.3 Time-invariant keyword method.
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Fig.4 Preliminary experimentation of time-invariant keyword method. In terms of the number of
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Table 3 Experimentation results for combinations of detection methods.

FHEFE PSR (] | B [v] | BRmEEE (] | BRsnER (%]
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B R —T— N Fik
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B AE S —TU— R Rk 111 64.5 61 35.5
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Fig.8 Experimentation result for phishing sites.
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Fig.9 Comparison of false detection rates of legal and phishing sites.
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