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Personal Mailing List Address to Block Spam Mail
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Mailing lists are used for information exchange in specific groups. However,
in the recent times, the number of spam mails received has increased, and
considerable amount of time is wasted in filtering spam mails. Spam filtering
techniques are widely used tool, however, they produce false positive and false
negative results. We propose a system to block spam mails in a mailing list.
In our system, we assign different posting addresses to different mailing list
members. A mailing list member sends a mail to the mail address assigned

to him for sending a mail to the mailing list. When a spam mail is received,
the address that is the cause of the spam mail is identified and invalidated,
and a new address is assigned to the member. Thus, we can block spam mails
from the invalidated address. Furthermore, our system is highly compatible
with current mail systems because our system does not require any particular
software to be installed in the client machines.
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Fig.1 Causes of address leakage.

o0 s ODO0b0booboboooooboobooboobooooboobooboobo
gooobooboobooooboooooboooooboooboobboobooDOobo
0000000000000 DHA: Directory Harvest Attack[T]

gb01b400000000000DO000O0OOODODODODOODOODOOOD SO
gbooboooboooooobooooboobobooboobDoboooobobboUDbo
goooboooogoooboooboooooooobooooobobboboDOoboobUubo
goooooboboooboboooobobooboogbooDoobDoboboboOobDUubo
gobooooboobooboobobbobboboobooboobobbobbo
gobooboobooboboboobobobbobbobbobboboobboboobo
goooboobbbooooooobbbobooooobobbbbbooooooobbo
gboboooboo

4. J0O0OO0oOO0OO0bOO0oO0bOo0obOooobOoboo

ggbooobooboboooboooboobOobbobobooobDooboUobooboo
goobooooboooboboooboboooboboooboo

4.1 0 OO0

00000000000000000000 Sender ID Framework® 0 TEOSO Trusted
EmailOpenStandarle3)DDDDDDDDDDDDDDDDDDDDDDDDDDDD
go0obo0oooboooboooboboobobDboobDo0obooboobooboooboooo
gooooobObooooooobobobbooooooooooboooooooooo
goooboooboobooobooobOoobooobOoobOoobooboboboooooag

(© 2009 Information Processing Society of Japan



2026 OU00O0O0OO0OO0OOOCOOOOO0OOOOOOOOOO0OO0O0O0O0OOOCOOOO000

oobooooooo
e 000000 DDOOODUOUILLODOOOLOLODOOOODLDDODOUOODODDOO
gobooooood
e POPO SMTPOOOODODODOOOODODDOOOOODOOOODOOOO
e JO0O0O0OOOLOOLODOOOOOOOOOCOOOOLOLOOOOOOODOODODODOLOO
oo
— booooboboooobooobodooooooboooboooobOoOoOoDOboOoDbo
— bobooooooboooobooOoooooooOoOoOoOOoOoOoUoOoOOoboOoOoOooooo
goboooooboooobobocooobooooooo
— booobooooboooboooooboobooooboooooo
gobooooooooo
gboooobooooboooooboooooobOobooobOOobooOobOoOooOoDo
goooooooooooobooooooboooooooooooooooboooooonoo
gooooooooooooooooobooOooooobooooooooDoobOoooooon
O0000O000ODHAOODUDOOOOOOODOOOOODOOODODDODOOODOOOODOOO
goboooobooobooooboooobooooboo
e 00000 ODDOOUOOODOOODODODOOOODODODOODOOODDODOO
gobooobooooooobooooboooobooo
e DHAOOUOUIOOOOOODODODODODOOODOOOOOOODO
gooobooooobooooooooooooooobooooobooboooOobobOoDo
oo
4.2 0000
gooboobooouoooooooooboooboOoboOoooooobooooooooDoooa
gooboooooooobooobooooooboooooooOoboOoobooobooooooboo
goooooooooooooooobooboooooooboooOoobooobooooobooboo
goboooobooooooooo 20000
(1) DOoOOoOooOOoUOOOOUDOUOOOODOUOOOOUDDOOOODO
(2) ODO0OO0OOOOOOOOOOOUOUOLDOOOOOOOOOODUODUDUODO
goboooooooobooooobooooooooboooobooOooooooooo
(3) ODO0O0O0OO0OOUOUOODOOOOUODUOOD0OO0OOODOODUODOODOODOOD
ooooooo

00o0oooooog Vol 50 No. 9 2023-2033 (Sep. 2009)

ML Server:

. User X, Y and Z are members

—_

2. Assigns ml-x@...

-
—_—
3. Sends mails
User X to ml-x@...
2. Assignsml-y@...

User Y User Z

02 0000000
Fig.2 Overview of our proposed system.
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4. When spam mails are
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ml-z@... is invalidated

and a new address is assigned
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Fig.4 Flow of sending a mail to mailing list.
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Fig.5 Flow when spam mail is received.
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Fig.6 Overview of the implementation.
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Fig.7 A number of spam mails on a number of mailing list member.
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Fig.8 A number of spam mails on a probability of spam report.
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Fig.9 A number of spam mails when N spam reports cause a personal mailing list address change.
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