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An Experiment on Implementation of the
Function Field Sieve over GF(3")

TAKUYA Havasar, ! Masaakr SHIRASE!!
and TsuyosHr Takaci'!

The nr pairing on supersingular curve over finite field GF(3") is known as
one of the most efficient pairings. The security of pairing based cryptosystems
using the np pairing is based on the difficulty of the discrete logarithm prob-
lems (DLP) over GF(3™). The most efficient algorithm for solving the DLP
over finite fields of small characteristic is the function field sieve. However,
few experiments on the difficulty of the DLP over GF(3™) have been reported.
In this paper, we implemented the function field sieve and experimented the
difficulty of the DLP over GF(3™). We present a faster implementation of the
sieving in GF(3)[z] which is the most time-consuming step in the function field
sieve. From this improvement, we succeeded solving the DLP over GF(3277) of
440 bits. This is currently the top-record bit-size of the function field sieve over
GF(3™) to the best of our knowledge.
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Table 1 The world records of solving the DLP over GF(p™).
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Algorithm 1 Joux-Lercier’s polynomial selection

hiy® € GF(3)[z, y]O

000 y000000 d0000 H(z,y) =Y 0
o000 n

000 n000000 f € GF(3)[x]0
u1, uz € GF(3)[z] s.t. H(z, —u1/uz) = 0 mod f

1: repeat
2: 0000 [n/d] 00000 uy,up € GF(3)[z) 000000000
3 f—ulH(z,—ui/uz) = Zj:o hi(—ul)iugﬂ'

4:until f0 n 0000000

5: return f, ui, uz

Z a;log, p; — log, uz = ijﬁ]- mod (3" —1)/2

Pi€PR

5.3 000000
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Algorithm 2 Polynomial sieve with window method in rational part over GF(3)[z]
00 O smooth bound B € NOdegree bound D e NOOOOODOOO PgrO

ui, ug € GF(3)[z] s.t. H(z, —u1/u2) = 0 mod fO
000 00000 S = {(rs)}
1: for all r € GF(3)[z] s.t. deg(r) < D do
2: fori=0to 3! —1do

3 v[i] — 0

4: for all p € Pg do

5: S0 < ruy/uz mod p

6: d — D — deg(p)

7 if d > 0 then

8 window = {(k-p)} s.t. k € GF(3)[z], deg(k) < dO0000
9 if deg(so) < D then

10: for all w € window do

11: S« S0 +w

12: V[€(s)] — v[€(s)] + deg(p)  /* € GF(3)[a] — N */
13:  for all s € GF(3)[z] s.t. deg(s) < D do

14: if v[€(s)] > t(r, s) then

15: S— Su{(r,s)} O

16: return S

OO000ooooo0oO0Ooooooo0d windowOOOOOOOOOOOCOOOOOO
000000window OODOO0O0O0OOO0 1000000000000 0000O0O0O
window 000000000000 O00ODOOOOO0O
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window O d 0 window O window 10 000000000000 0O0000O00O 11000
window 0000 so 0000000 O0OUOOONgR(r,s)0 p0O0O0O0ODO sODOOOOO
0000 120000000 v0 deg(p) 0000000000 ¢€: GF3)[z] — N, z+— 3
obobO0 sdbdoboboocobdobsoobobboobooboobobod 13-15000
0000 000000 t(r,s) =deg(Nr(r,s))—BOOOOw[E(s)]DOOOO (r,s)0
B-smooth 0O OOOD0OO0O00OODOOdeg(Nr(r,s)) = max(deg(ru1), deg(suz)) O
ooboooooboog
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Algorithm 3 GF(3)[z] 000000000000
Algorithm 3 Lattice sieve in rational part over GF(3)[z]

0 0 0Osmooth bound B € NO degree bound D,, D, € NO
00000000 BiOspecial-g 000 Q C (BR U B/,)O
w1, ug € GF(3)[z] s.t. H(x, —u1/u2) = 0 mod f

000 00000 S ={(rs)}

1: for all (q,u) € Q do

2: wy — (—u,1), we — (g,0)

3 Gauss 000 wi, we 00000 vy = (a1,b1), va = (a2, b2) 0000

4: fori=1to 3Pt —1do

5 for j =1 to 3Pvt! — 1 do

6: v[i][j] < O

7

8

9

for all (p,t) € Bj do
T — a1 + b1t, U «— ag + bat
if deg(p) < D, then

10: aT +bU =0mod p 00 b 00000000 (Algorithm 2) 0000
11: else
12: w3 « (=T~ 'U mod p, 1), wy « (p,0)

T=0modp 000 vz « (1,0), vy « (0,p) 0000000 1400
U=0modp 000 vz — (0,1), vq — (p,0) 0000000 1400

13: Gauss 000 ws, wy 00000 v3 = (as, bs), va = (as, by) 000D
14: for all ¢, d € GF(3)[z] s.t.

deg(cas + days) < D,, deg(cbs + dbs) < Dy, do
15: Vl€(@)][EB)] — vlE(@)][EB)] + deg(p) /* € : GR(3)[z] — N */
16: for all a, b € GF(3)[z] s.t. deg(a) < D,, deg(b) < D; do
17: if v[€(a)][&(b)] > t(a,b) then
18: S «— SuU{(r,s)} s.t. r = aby + bba, s = aa1 + bas O

19: return S

O0000O0N, O special-q 0000000 (r,s) 0000 v10v0000 (r,s) =
avi +bv, 000000 D0deg(p) < Da((p,t) € BR) 0000 @b00000000000
0000000 o0o0o0ooooU0oooo 1000000000000 0deg(p) > Do
O00pO00000 «b0O0D00 NgOpOOOOOOODOOOODOOO vsOva OO0
000000000 12-13M0000d wbew 000000 (a,b) =cvs+dva DO0O0O
0 Ng(r,s)0 p00000000Odeg(a) < DoOdeg(h) <D, 00000000000
14-1500000000 v[€)][(b) 0 deg(p) 0000000000000 0000O0
000 ¢: GF3)[z] = NOz— 30 «0b0000000O00OODOOOOOODOOO
17000 #¢(a,b) 0O0d = max(deg(uiab1),deg(u1bbsz), deg(uzaay),deg(uzbaz)) 00O
OO0q¢ge B O0ODO t(a,b) =d—deg(q) —BOOqe B,000 t(a,b) =d—BOODO
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Table 2 Timing for finding 10,000 relations using the polynomial or lattice sieve.
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Table 3 The parameters in our experiments.

0000 n | B,D H(z,y) € GF(3)[z,y]
109 10 v+
127 10 yt4+ 23+
137 11 yi+
157 11 vt 4z
173 12 yt 4z
191 12 yvi4+zi+z
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Fig.1 Timing for solving the DLP over GF(3™) with different n.
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Table 4 The number of candidates and relations in the collection of relations.
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Table 5 Timing for solving the DLP over GF(3'37) with parameters B, D.

B=9 B =10 B =11
D=9 No No No
D =10 No 44.13 137.6
D = 42.53 104.3 337.6
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Table 6 The details of timing for solving the DLP over GF(3277).
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Table 7 Comparison with the experiment by Granger, et al.
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