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Storage Device Initiative
Sequential Access Control Architecture
for Multimedia Content

TATSUYA HIRATTM*! and KATSUMI TANAKAT!

Digitalization of commercial content like movie and music has recently ad-
vanced. Along the advancement, wide variety of digital appliances and high
capacity storage media/devices have been commoditized because writing and
reading technology for magnetic or semiconductor media has also innovatively

improved. On the other hand, it caused the problem to make the unautho-
rized usage of the content easier. Therefore, content owners are getting to
require establishing the technologies to prevent such usage. Piracy and CM-
skipped viewing are understood as the significant ones. For the piracy, some
technologies aimed to mainly being applied to optical discs, have been put to
practical use. In those technologies, the host device executes almost all the
tasks. However, if those functions are implemented as software in the host de-
vice, it becomes obvious that they may have vulnerability for the attack. One
of the authors has previously proposed the storage-device-initiative type tech-
nology with high robustness to prevent unauthorized usage if the functions on
the host device are implemented as a software. In this paper, we propose a new
technology with high robustness by basing the previous one. It enforces for
the users to view the content without skipping CMs. The concretely proposed
items are newly introduced information to realize the access control, message
exchange protocol between the host and the storage device, and the managing
method of the information taking the affinity to the conventional file system
format into account.
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Table 1 Features of content usage control type by only host device and partially storage device.

oo

oo0o0oO0o0oo0o0o00o

go0oooo0oooooo

oo0o00oo00o0n

ooo

gooooooo
gooooooo

0oooooooo -0

gooooooO0oOoO0bO0o0O0O0O00b000O00C0OO0OO0O0O0O0OOOOO0O0DOO0OO0D
gooo00o0o0o00o0O0o0CcO0O0O0O0O00000O0O0O00O0O0COO0OO0OO0OO0OO0OO0O0O0
0000000000000000000000000000000000D00000 [-]0

oo [-]o

E-SATAD USBOOOOOOOOOOODOOOOOODOOOOOODOOOOOODOOOOO
go0ooo0oO0obO0O00OO00O0O0O0000000C00000DOOO0OO0OOOO0OO0O0OO0
0000000000000000000000 [+]0

gooooooooon

goooooooo
goooooo

gooooooooo

goooooooono
ooooooooo

oooo

ooo

gooooooooo

0000000000000000000000000000000000000000000
00000000000 [+]0

goo00o0000000000000000O00000O000O0O00O000O00000O00O0
go0oboo0ooOoboOo0OoO0obOOO0OO0OO0O0OOO0O0COOO0OO0ODOOOOODOOOCOOOOO
go0oo0oo0o0o0o0o0o0o00o0o0o0o0o000o00O0000o00o0o0o0o0o00o0Do0o0o00n
00000000000o0o0o0o0o0 [—-)o

00o000oo0o0o0o0o0o00000000000o0o00ob00o0O00o000000000000o0
00o000000000000000000000000000O000000000000
000000000000000D000O00000000000D0DODO0O0O0O000 [—]0

00o0000000000000000000000000000D00O0000O000D00000
0000000000000 o0o0oDoo [—)o

Jooo0000000000000000000C0O0O00O000000O00O00O0O0O0000
000000000000 0D0D00O0OD000 [—]0

gooooO0oO0o0o0oooobOO0oO0o00oboOoOo00o0o0oooOOo0O0o0oooOO00000n0n
go0ooooo0OO0o0o000O0O0O00D0O00O0O0DOOO0OO0COOOOO0OO0OO0O0O000D0
goooooo0ooooobo0oOo0ooboooOo0o0ooooooOoooooooO000000n
00000000000000000Do000 [—)o

goobo0o0oboOo0O0O0OO0O0OO0DOO0O0O00OO00O00O0OO0COOO0OO0CO0OO0D0
000000000000 o0oooo +H)o

go0bo0o0o0o000000000000000D000O00O00O00O0O0O00O00000
gooooooOooOooOooOooOobOOO0OO0OO0OO0O0OO0OO0OO0OO0OO0OO00O00O00D
go0oO0o000o0o0000o0o0o00b00000b00000000000000000000
0000000000000000 [+]0

0o0oO0oo00o0o0o00oO00o0o0o0o00O0O00000000000000000000000
0o0o0000000000000000000D000O0000O000000O00000000
00000000000 000O [+]0

oo [-]o
000000000000000000000000000000000000000000
0000D000000000000000000000000000000 (4]0

00 2000000000000000000000000000000000000000
0000 [+)0

o9 Oopoooooooon

0000000000000000000000000000000000000000
00000000000000000000000000000000000000000
00000000000000000000000000000000000000000
0000000000000000000000000 100000 100000000
00000000000000000000000000000MO0000000000

23 0OO0O0O0oOO0oO0O0oOobocOooobOoboOoOoboOoOOobOOOoOODOOOODOOOODbOoboOn
goooooo
gooooooooooboobooooboooooboobooooobooOoboOoOoooboDOOoOoOoOooo
gooboooooooooooobooooboooboooooooooobooooobooboo
gooooboooooooooobo1oooo0ooooooooooooocooooooboo
gboooboooooooobooooobooooboooobooOooOoobobooboOoOoooDo

000000000 000000 Vol.2 No.3 87-111 (Sep. 2009) © 2009 Information Processing Society of Japan



92 000000O0O0C0OO0O00O0O0O0O0O0O0OO0OC0cOO0O0O0OOOOOOCOOO0OOoOoOon

goboooboobooboobooobbooobobobooboobooboobooo
o0 +00d0b —0Obboooobobboooobbboooobbboooobbboo
0o0000ooo0o00oooOo00ooo0o0ooooo0ooooo0o
010000000000000000000000O00000O00O0O0O0000D0O
oo0o000000oooO0o0O0000O0ooooooo0o0oooooooOOo0oO0oooo
Oo00ooO0o0oo0oOo0oo0oo0oooooooooo0oo0oooooooooo
000000000000 0000000000000000000Y®ooooooon
000000000 41 0000000000000000000O000DOOO0O
(1) DOU0O0OOUOOUOOO0ODOUOLU0OOUOUODO0O0O0OD00D00000 KeontentD
00000000 Usage RuleDURODOOOOOOOOOOOOOOOOOOOOO
00000000 Usage Control Informationd UCIOD OO OO O M
O000000000000Keontens 00000000 OOOOODOOO
3) 00000000000 0000O0000000O00DDOONormal Storaged 00
0000000000000 oooooooooooooooDoooO
Qualified Storage0 00000
(4) DO0DODDOOOOOOOOOOUODOODOODOOOOOOOOOOOODOOODO
00000oO0o0000oo0O00oOoOo0o0oUooOOooUoooOOog
(5) ODO0ODOOUOOCOOUOODDOOOODOODOOLDOODOUOODDOODOOODOOO
gogboobooboobooboboboboobobobbobbooboobooo
ggobobooboboboobooboobobobobobboobbobooboobooo
o00oooo0ooo0ooo0o0oo0oo0ooooooooooooooooooon
oooo
00 (4)0000oU0O000o0oUoooo0oUooooUooUooooUooa
o00ooO00oOo0ooO0o0oo0oOoOo0ooooo0oooooooooooooooog
O00oO0o0oo0oo0oo0o0ooooooo0oo0oooooooooooooo
O00oo00o0o0ooO0o0ooU0oo0oOo0oo0oooooooooooooooog
O0000ooo0o0oooOoo0oooO0o00ooooo0ooooooooooooo
Oo0o0o000000ooooOoO0OO0o0000oooOoOoOoO00D0oooooOoooooo
O0000ooo0oO00ooo0o0o0ooo0o0oooO0o0o0ooOOooooooooooooo
O00o0o0ooO00oo00oo0o0oOo0o0oooDO0o0oOOo0OooooooOoooOOoooOoO
O000o000o000o0o00ooU0oOo0boOo0oOo0oOooOo0oOoooOOoooOoooOoo

000000000 000000 Vol.2 No.3 87-111 (Sep. 2009)

Host Device 1 Host Device 2
TR Module TR Module

‘ E‘ / Decrypter«il- | Decrypter |
[ ) L]

<f Authentication
Failure

Authentication
Success

-.ﬂ
fEncrypted Cl B
Ex =
Normal Qualified Storage
TR Module

Storage Device

TR: Tamper Resistant
01 0D000000O0o00O0ooDOoooOoooooooooo

Fig.1 Basic architecture for Storage Device initiative content usage control.
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Fig.2 Example of sequential type access control rule for continuous content (1).
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Fig.4 Correspondence relation between Block Units and Individual Usage Control Information.

Host Device |READ Request Storage Device

of IUCI, for Pl&\L> |
1cly el | | |
READ Request IUI;TSOC: 1
- t =
of IUCT, for Play q ayCoun
L 1ucy
Request
is rei TUR_S;:
Decrypter READISRFCJCCth ~PlayCount = 0
t

of edues Qualified Storage
Encrypted

Content

fEncrypted
Content

Normal
Storage

05 0J0O00O0O0OO0OOOOOOOUOOUOOUODOUDODOO
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Fig.6 Access control system controling the usage of continuous content with Individual Usage
Control Information.
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Fig.12 Access status confirmation processing sequence in Storage Device.
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Fig. 13 Relation between IUCIs and sequential access control rules.
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4.5.2 O0O000O0OODOO

goooooobooooooobooooobbo0 40000 O0ooOOoD0oObDOoDOoDDOo

ooooooo0ooooooOoooooOooOoooo IucribogoooBuOoOoOOQ

BUIDOOOOOOODOOOODOOO

Ju40oooooooboooooooboooboobooouoDoo

(1) 000 102030000000000000000D00O00O0O0ODO0OO0ODOODOO
oo

(2) OO0 1l1000O0O0OOOOOOOOOUOOOOOOOOOOOOOOOO0OIUCIID
=l1o001101200000000000000 1000000

(3) DOO0O1l100O0OUOOU0O3000OUOU0O0OOUOOOOODOUODOOOOO
100000 300o0o0cao

(4) 0DOO020000010000000DUOODOOOOOOOUODOOUODUODO
O000O00OO0OIUCIID =2002102200000000000000 2000000

000O00ooOo0oO0oo BUIDOOOOOODOOOOOOOOOOODOO IUCIID O

gooooooOOooooboO0o0o0oOooooooooBUDODODOOOODOOOOBUDOOO

goooooooooocoooooooooooooooooobooboooooboobonon 14

000000000 000000 Vol.2 No.3 87-111 (Sep. 2009)

ooooooooooO0OooooOoOooOoOooooooOogoooOogIucIb =100 - -
gooooIucillb =200---00000000000O0QOCOOOOOOODODODODDODO
0000000 IuCclooo0o BUODOOOOOOoOoooOo

ooooooooooob BUIDOOOOOOOOOOOOOOOOOOOO0OODOD
0300000 10000200000000000000000000000 IUCLO
goooooooboooooooooooboOooobooO0ooooOoOobooooobon
00000000o0o0oo0ooooo 300000 100 IuclIDO 10000 IUCLO
O0000000000000ooO0 200 IuclIDO 22000 IuCIoOOOOOOO
O00000oooOo0oO00ooooOoooOooo IuclIDO00O0O0oooooooo
oooooooIucloo0oooooooooooooooooooooooooo

5. JO00bOO00OO0oO0oO0oboOooobOOoboooooboooon

goooo40000000000000O0DOCOOODOOOOOOOOCOOOODOO
gooobooooooooboooooooobooooOoooOobooooobooOooooooDoon
goooooooooooooobooooooooooooooooooobooooooDooboo
goooobooooooooobooooooboboooooooooboooobbooooooboo
goooooooo 2000000000000 00DO000O00O0DOO0ODOODODODOO
goooo

000000 12)038)00000000000000000000o0oooOoooooon
goooobooooooobooooooooobobooooobbooooooooDbooDoboo
gobodoobooooooobooobooobooooboooooo

gobobooboooooooobooooooooboooooooobooooooooooooOoon
gobodooboooooooobooobooobooooboooooo

uoboooodoobooboooooooooooboboOoOoooobooOooobooOobOoOoOooo

5.1 DO00OO0OOoO0oooOoooooboOoOoobooooo

gboooobooooboooboooobOobOoOoUobobooOOoboboOoOOobOOoOobo
gbooobooooboooocobooooboboodobooooooboobOoboobooboOooobOOoDo
gboooooboobooooobooooboooboboooboOobooobOobobUoDOOoboobooDo
gboboooboooobOooooobooooooooboooooobooOoboooooboOoooOoDo
UDFO Universal Disc Formatd 00 000000000%* 0000000000000
oobooooboooooooooobooboooooooboooon

(© 2009 Information Processing Society of Japan



102 OO0OO0OO0O000O0O0OOO0OCOOO000O0O0O0OOOOOO000O0O0OOOCOOO000

5.1.1 0000000000000000000
000000000 12)000000000UDF* 000000000000000
00000000000000000000000000000000000000000
000000D000000D000000

000D000000000000000 200000000000010000000
000000000000 0000000000000000000000000000
0400000000000 000000000000000000000000000
0000000000000 100000000 100000000000000000
oooooo
000000000000000000000000000000000000000
0000000000000000000000000000000000000 100
00000000 UDFOODOO0OO0O0O0000000000000000000000
000000000000000000000000000000000000 Named
Stream*'000000000000000000000000

000 UDFOOODOO0O0O000000000000000000ONamed Stream O
00000000000000000000000000000000000000000
00000000000000000000000000000000000000000
000000000000
O00DUDFOOO0O0O0O000O000000000000000000000000
0000000000000000000000000000000000000000
Named Stream 000 UDFOO0ODO00000000000D0000000000D00
0000000000
00000D00000O0UDFOODOODOOONOOONO0O0ON0O0O000D00000
000000000000000000000000000000 Named Stream 00 O
00000000000000000000000000000000000000000
000000000000 UDFOOOOOOOO0 150000
015000000000000000000000

e Program[{j 000 000000000000 :000000000

e IUCI(IUCIID = ¢)d Program[i] J0000 BUDODOO 1000000000000

x1 UDFO00000000000D0000000000000 Named Streem 000000

000000000 000000 Vol.2 No.3 87-111 (Sep. 2009)

Normal Storage Qualified Storage
@ O Directory

Continuous
Content D File

Program[0] CONamed Stream
S __._ Directory
,,,,,,, "~ iNamed Stream
PBInfoEntry[0]
| -1UCHD (= 9)
-BE Number
(in Program([0])
PBInfoEntry[1]

UCInfo]

5 UCInfoEntry[0]
& _[UCIID (= ¢)
SIUCIL(IUCIID = ) c-sesseeef

UCInfoEntry[1]

015 UDFOOO0OO0ODDODOODODOO0O0OO0O0O0ODDOODODOOOOOOOOD
Fig. 15 Allocation mothod of Individual Usage Control Information and continuous content in
UDF file system format.

0¢000000000D000
e PBInfodUCInfod 200 000000000000000000000 Named Stream(
000000 PBInfo00OO0O000O0O00O0O0O00O0O0OOD BUOOOOOOO
BUID OOOOO0O0O0OO00O0O0OO0OOO IUCHID 0000000000000000
UCInfo 0OOPBInfo0 0000 IUCIDOOOO0OO0O0O0O0O0O0O0O0O0O0O0O0O0O0O
oooooooooo*o
5.1.2 0000000000000 0O0OOOOO0O0
0000000000000000000000000000000000000000
000000000000000000000000000000000000000000
00000000000000000000000000000000000000000
00000000000000000000000000000000000000000
00000000000000000000000000000000000000000
0000000000000000000000000000000000000000
000000000000 0000000000 8000000000000 D00000O
000000000000000000000 16000000000000000000

*x2 2000000 Named Streams 0000000000000D00000DOOO0O0OO0DOOOOOOOOOOO
goooOooooOoOooO0oO0ooOooOobOOO0O0O0COO0OOO0OO0O0COO0DOOO0OO0OO0DOOOOOOOGOOBO
goooo

(© 2009 Information Processing Society of Japan



103 OOO0OO0000O0O0OOO0C0COO0000O0O0O0ooOOb0OO0O0O0oOoooOooOObObOOOn

Normal Storage
@ (O Directory
@ [ JFile
CONamed Stream

Program[0] __ Directory
-ProgramID ! _iNamed Stream

-SACRInfolD

Qualified Storage

Pr.;).gram[l]

Program[0]
S

***** 1
i

HSACRInfo
SACRInfoEntry[0] <ste.l]
L -SACRInfoID (= ¢)
-SACR(q)
Actual Sequential
Access Control Rules
rT with'BUID
SACRInfoEntry[1]

HHLInfo!
HLInfoEntry[0]

i -SACRInfoID (= q)
-HL(SACRInfo(q))

HLInfoEntry[1]

H(SACRInfo(g)),
SACRInfoL(g)

HAPILLInfo ]
APILLInfoEntry[0]

b -BUID(= b)
“APILL() v ]
APILLInfoEntry[1]

JEQQEJEUCHD -

HUClnfo 4 TUCI (IUCIID = r)
016 UDFOOOOOOOOOOOOOOOOOOOODOOOOOOOOOOO

Fig.16 Allocation method of sequential access control related information in UDF file system

format.

goobooobobooon

(1) DOUODOUOOOOOUOOUOOPBInfol UCImfoUOOOODOOOOODOOOOOO
000 Named Streem OO0 000000000 O0OODOOSACRInfod Sequential
Access Control Rule Informationd0 0000

(2) SACRImfo0 0000000 0O0UOUOUODODOOOOOOUDUODUODO
gooooooobooooooboo

(3) SACRInfo00000000000OOLDUOOOODOOOOUUOODOUDSACRID-
folDODO0O0OO00OD0OO0OOO0SACRInfolD 000 ¢qOO00OO00ODOOOOOOOO0O
00000000000 SACR(q)UUDOOUOO0DO0ODO0OUOODODOOOSACRInfolD
(=)0 SACR(q) 0 000 0SACRInfo(q) 000000

000000000 000000 Vol.2 No.3 87-111 (Sep. 2009)

(4) SACR(¢) DOBUIDOOOOOOOOD

(5) SACRInfo(¢q) 000000 0O0DDOO0DO0DODOODDOO SACRInfo(q)0OO
0000000000000 0000000000000 H(SACRInfo(q)) OO O
00*'0H(SACRInfo(q)) 000000000000 D0 DOSACRInfo(g) 000
goboooooobooooooobooooboooo

(6) OO0O0DO H(SACRInfo(g)) O SACRInfo(q) 0000000000 Named Stream
00000000000 0000000O00O0nO HLInfoOOOOOOHLInfo O
00 H(SACRInfo(¢q)) 0000000000 00000000 SACRInfoL(g) 00
gooad

(7) BUOBUID = b000000000 APIDOOO0DOOD APIL(Y) 000000
0000000000000 0DUD0O0ODUDO0OUAPIL(Gp)ODODOOODOODOOO
O Named Stream 0000000000000 00000O0O0O0O APILLInfo OO
oooad

(8) APILLInfo00000000O0D00OO0O0OU0DO0ODOOOOOUDOOODDOOO
000000 BUDO BUIDOOOOOO BUODOOOOOOO APIODOOOODOO
0000000000000 APILLOOOOOOOOOBUIDOOO bO0O0O BU
000000 APID0OOOO0 APIL(WOOODOOOO APILL()OOODOOO

00 (2)000 (3)00100000000000O0O0D0ODOUOODODOOOODOO

goboobobobooobobooboobooboooobobobobobobooobno

goooboobbbiooooooobbbobooooobbbobbbooooooobbo

000000000 SACRInfolDOOO0OOO0O0DO0O0O SACRInfoO0ODOO0O0OOO

gooobooooooooooobooooboobooooooooooboogooooboo

goooooboooooooo

00 (4)00000000O000o0DOOo0Oo0OO0 10000DOLOOoUDOOOn

0000000o0000oo0oooooooooooo Iuclibo0ooooo IUROO

OO0OO0O0OKgyOOOODOOOOOOOOODOOOOOOOOOOOOOOOOOOOO

goboooooooo

00 (5)000 (6)000U0LOUOLO0OODUOULOOOOLOUOLDOUDOLDODOUOO

*1 H(SACRInfo(q)) 00000OODODO SACRInfo(q) 000000ODODOODDDOOO0O0OODODOOOD
go0ooO0ooo0oo0oO0o0o0o0o0ob0O0O0000O0000O000000000000D

(© 2009 Information Processing Society of Japan



104 0O0OO0OO0OO0O0OOOOOO0OOCOOOOOOOOOOOOOOOOO0OOOOOOOCOOO

goboooooboooooboooobooooboooobooobooboooobooobooooo
goooooooooboooooooooooobobobbooooDoboooDbOBbo
goboooooooboobooooooooboooooboobooooboo20000000000
goooboooodooooobooooooooobobooooooooooooooobooa
ooo0oooooUoo0oO0/ooU0o0oOooOoUoUoOooDobDOoOoOoOooooo
ooo0ooooUoOooOooo/Oo0ooobooUoUoOoooUoUoOooooooo
000000000000000000000000000Y Y 00000000000
goooboobooooooooooooooOooooboOoboOoOoboobOobobOOobOoOOoDbDoOno
goooooooooooooooboooooooobooboOoooooooobooooobobooo
goooooooooooooobooooooboooooboboooooooOooooDbonoo
gooooooooooooooocooboooooobooOoobooooooboobOoooooDooon
gooobooooooooooooooooboooooboobooooooboooooonoo
gbooooooobooooobooooobooooooooooooobooooobooooo
goooooooooooboooooooooobooooooooooooooooooboo
gbooobooooobooooooooooooooboooooooOoooobooooboobooDo
gobooooobooooooobooooooooboooobooooooooobooobooboo
000000 (5)00000000000 H(SACRInfo(q))DODOODDOOOOOOODODO
0 SACRInfoL(¢q) 0000000000000 00000000O0ODDOOOSACRInfo(q)
goooobooooooooooooooobooboobbobooooooboDoboboooooDboo
0000000000000 0000000000000000000D0OSACRInfo(q)
gbobooooboooodobooooboooboooboooobOooooobooooona
goboobooooboooooooboooooobooooboooooooboOooooboonoa
000000000000 000000000SACRInfo(q) 000000 OOOOOOO
goooboooodooooooboooooboooooooobooocobooOoboOoOoooDoonoo
goooboboboodoooooooobooooooobooboOoooooobooboooooOoobooo
goboooooooobooboooobooooobooooOooobooboooOoOoOooOoobOoOoooaoo
SACRInfo(¢q) 00D 0OU00O0ODO0OUOODOOUOOOOODOUODOO
gooooooooooooooooobooOoboooobooobooOobooboOobocOoooooDooOobo
000000000000 00000 SACRInfoOO0OOOOOOOOOOOODOOOO
gboooboooooboobobooooboooooooooooboOoboboooOoboboooDo
goooooooooooooooooobooooooooboooooooooooDoooDoboo

000000000 000000 Vol.2 No.3 87-111 (Sep. 2009)

OO0D0O0O0O0QO Programlist 00 0O0O00OProgramlist 0 10000000000000
0000000000 1000000000 00g ProgramlDODODOODODOODOOODO
000 SACRInfo 00O OO SACRInfolDs 0 OO0
OO0OH(SACRInfo(q)) DOOU0OO0OO0OOO0OOOOOOOOOOOODOOODOOO
goooboobobbooooooobobbbooooobbobooooooooboboo
gobooobooboobooboboobooboobDoobDboboobboOobDoooo
gooboobobooob 1oobboobobbooobboUobDbooobboobboo
H(SACRInfo(q)) 000000000 0SACRInfoL(¢) 0000000000
5.2 JO00O0O0O0OOOOOOOObOOOOn
gdoobo0obooboooboobobooboobobobobo o 8o oubooo
go0oodoboboobooobooobOooboobooooobOooboobOoobooooo
J0o0o0ob0obOo0obo0ob0obOo0obOooDoOooDbooDobOoobooboobooo
00000000000000o00o TCP/IPOOODOODOOOODOOODOOOOOO
00000000000 ATAY 0000000000000 D000000000000
ooobooooo
TCP/IPO0O0D00D0DO0O0ODO0OD0ODOODOUOUOOUODOOODOOOOOODON
0000000000000 00000000000000ATADDOOOOOOOOO
00/000000000000000000000000000DO000DO0O0DO00O0
dododoooboboooooobooobobooodooobooooooooooooooog
ogooooooooo
5.3 UU0O0OO0oOoobobooobo
g20000b00b00o0b0obb0obobobobo0oboobobbooboboboboon
Joooobooo0oboob1woOOoooOooooooooOoOooDoOOooOoOooDooOoooOoo
Msum = {@sum, XBUID, 0BUID, SBUID,0, FBUID }
000Q®sum ={Z,q0,.-.,98-1, E}
0000000000 Ssum = {@in|am =0,2,..., N — 1}
00000 spumo = Z
00000 Feump = gn—1
0170000000000 000 ¥Y¥guipOObg,...,by-1 00000 000000
doooooooodbooOooDOoooobOobOooDOoooOooo BUIDODODODOD
0 BUOODOOODOODOOODOOOODODOODOODOOOOOOOODOOODOOOOODOO

(© 2009 Information Processing Society of Japan



106 OO0O0O0O0000O0OO0O0COO0O000O0O0O0O0OO0OO0OO0O000O0OOOOCOOO000

Xin = 0 Xin < 1

Xin € Zpuip

Yzl X222 x,>3
017 0D 200000000000000D0O00O000O0CODOOOOOOOODO
Fig. 17 State transition diagram of qualified storage controller realizing sequential access control

shown in Fig. 2.
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shown in Fig. 3.
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Fig.19 Actual writing processing sequence of sequential access control related information through
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Fig. 20 Sequential access control processing sequence on actual interface for Storage Device.

000000000000 SACR(q) J0000O0D0D0 BUOODODOOO
ooo

(¢) OHLInfoOODOD (52) 00000000000000000000000
0000000000 HL(SACRInfo(q)) 000000000000D0000
0000000000000000000

(d) OAPILLOOODOO (5¢) 00000000000 00000Program 00
000 APILLInfo 0000000000000 0000 APILL{APILL(b),
..., APILL(by_,)}000000000000000000

(© 2009 Information Processing Society of Japan



110 OO0OO0O0000O0ooOoOO0C0OOO00O0oooooOoOobOoOoOoOoOoOooooOooOooObObOoOoOn

(6) D0ODODOOOODe6e0OO0ODOOOODOO
(a) O Qualified Storage 0 000000000 OOHL(SACRInfo(q)) DODOO
0000000000o00o0o0o0oO0ooO0ooooonn SACRInfo(g) O
0000000 SACRInfoLL(¢q) DOODOOUOOODOOOOOOO
(b) O Qualified Storage 0000000000 OOSACRInfoL(¢) 0000000
0000 SACRInfo(¢) DOODOOOOODOOOODOO
(¢) DOOLOUOOUOOUUOOUUOOLOUUOODUOLOUOD (6b)OOoUoOO
SACRInfo(q) 10000000000
(d) DUDOOODUOULOOULOOUUOUOUOOUOOOOUOOD (a)0OOOOOOO
000000 (6c)0000U0OOOoOoUOOOoOoUD
(e) OSACRInfo(q) J0DDD (6d)00000000000000000 (6b)
000000 SACRInfo(¢q) OO DDOUOODOUOODOOUDOODO
(f) OAPILL 0D OO {APILL(bo), ..., APILL(by_;)} 00000000000
00000 {APIL(b), ..., APIL(by_1)} 000000000000000
gooooo
(7) 0DODO0ODO0OD0OO0ODOO0ODO0OO0O0DOO SACR(g)DODOOO0DDODODODODOO
0000000000000000*000000000000000000000
pggobooobooboboobooboobobbobbobooobooboboo
ggoo
(8) ODOODOOOOOD30O0DOOOODOO
(a) OQualified Storage 00 0000000000000 0O0OO00OO0OOOO
goooooboobooobobobobuoboboobooboooobooo
(b) OIUCIODOUOOOUDOO (8a)00O0DOOOLODLOUDDOODDOOO
BUIDDOOO (6b)00000000000000 SACR()0DOO00D
gooobooboboobobobobooobooooo
(¢) OICURUOOOO (8p)O0OOO0OOO0OUOOOOOUDOODOOOOOOOO
gooooobobooboobon
(9) LDOOOOOOUO30UOOUOLOOOOUD

xl1 0000000000000 00C0OO0OO000O0O0O00000OOOO0O00OOO0OO0O0OOOOOOOOBOOO
goooooooOo0OoO0Oo0OoOooO0oO0OO0O00COO0OOO0O00OOOOO0OOOO0OOOOOOCOOOOO
goooooooooooobooOoOoooboooo

000000000 000000 Vol.2 No.3 87-111 (Sep. 2009)

(a) OBUDDOOOD (8)0000000000000000000000000
00 BUOOOOOO
(b) OAPIDOODODDO (9) 0000000000 BUOOODOODO API
0000000000
(¢) O0DDO APIOOODD (9b)000D00(5b)00000 SACR(q) 000
00000000000 APINOOO APIODODOODO0O00O0DOO0O000
00 APIO0D0O000000000D000000000 160000000
0 K.usr000000000000D000000*0
(10) 00000000 300000000000
(a) OAPIDOOODOOO APIODOODOO
(b) 00DDO0 APIOOODOOOO APIODOOOD (6e)000000000
00000000000 SACRInfo(q) 000 SACR(¢) 00000000
0000000000000 APILOOOOO0OO0O0O0 10000000
000000 APINODODOOOOODOOOOO0O (10a)000 APIODOO
ooo
(¢) 000000 IUCIOOOOD (10b)000000000000000000
00000000000BUIDOODOOOOOO
00 (6)000000000000000000000SACR(¢) 0000 Program O
000000000000000
A.l1.3 00000000000000000000000000
00000000000000000000D00000000000000000000
0000000000000SACRInfoL 00000000000000000 SACRIn-
foEntry 000 0000000000000 000D00000000000D0000000
000000000000000000000000000000000000000
(1) HLInfoODODOODOODOODOOD HL(SACRInfo(*) 0000000000000
(2) DO0D0O0O0DO0O0O0O00O00O0O00D00000O000 (1)000 HL(SACRInfo(*))
0000000000000000000000000000000SACRInfoEntry
000000000000000000000000000

x2 J00000000000O00COO0OOO0O0OO0COOOOO0OO0OO0OOOOOCOOOOOOOOOOOO0O0O0
goooooooo0oooooOooOobooooono

(© 2009 Information Processing Society of Japan



111 0000000O0O000000O0O0O0O0O0C0cO0000O0O0oOoOO0b0O0OO0O0Ooooo0

(3) 0000000000 SACRInfoEntry J0000000000000000000 00 0000000
ooooooo 199400000000000000000000000000000
00 (2)0000000000000 SACRInfoEntry 000000000000000 0000000000000 00000D00D0000000000000
00000000000000000000000000000D0000000 SACRInfo 000000000000000000000000000000000
00000000000000000000000000000000000000000 0000000D00000000000000000000000000
0000 IUCIOOD000000000000000000 ‘ 17000000000000000000000000000 20000
(00 210302000) O0O0OO0OIEEEDODOOODOODOOO
(0021070 10000)

00 OOoooooo

Oooo0oooooooOoOoooboOoOooooooobo1re0Onnn
O0o0000ooo0oo0oooo0@m@uooooooooooooooo
0000000000000 0O00O0O000OO0IEEE Computer Societyd
ACMOOO0OO0OOO0OOOOOOOOOOOOOOOOOOOOOOOO
ooooTuGooo

oooooob o0Oo0oog

000000000 000000 Vol.2 No.3 87-111 (Sep. 2009) © 2009 Information Processing Society of Japan



