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Development of study data generation helper application for
intelligent intrusion detection system using real network traffic

KyoHEI KoBayasHI, ! ManaBu Ni, !
TAKAYUKI YUMOTO™ and YUTAKA TAKAHASHIT!

We have already developed an intelligent intrusion detection system (IIDS)
to fight illegal network access. To detect an illegal intrusion practically, we
need real world network traffic data because each IDS is used at various real
environments. Therefore, we have to develop a system that aids us to gener-
ate benchmark data from real world network traffics. We show that proposed
method’s availability by a numeric experiment.
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Fig.1 Screenshot of Labeling tool
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Table 1 The time required for Labeling
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123.204.141.67 150.12.190.18 2735 25 1226416916 1226416916 48 03 10-1
123.204.141.67 150.12.190.19 2736 25 1226416916 1226416916 48 0310-1
123.204.141.67 150.12.190.20 2738 25 1226416916 1226416917 220267 110 -1
123.204.141.67 150.12.190.21 2737 25 1226416916 1226416956 220267 11 0 -1
123.204.141.67 150.12.190.22 2740 25 1226416916 1226416917 220267 11 0 -1
123.204.141.67 150.12.190.23 2739 25 1226416916 1226416956 220267 110 -1
123.204.141.67 150.12.190.24 2741 25 1226416916 1226416916 48 0310-1
123.204.141.67 150.12.190.25 2742 25 1226416916 1226416916 48 03 10-1
123.204.141.67 150.12.190.26 2943 25 1226416916 1226416916 48 03 10-1
123.204.141.67 150.12.190.27 2944 25 1226416916 1226416916 48 03 10-1
123.204.141.67 150.12.190.28 2945 25 1226416916 1226416916 48 03 10-1

123.204.141.67 150.12.190.29 2946 25 1226416916 1226416916 48 0310-1
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Fig.3 Labeled connetion data by voting system nonuse
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Table 2 Identification result by voting system Table 3 Identification result by voting system
nonuse use

1P
w RMissdetect [%] Rundetect [%] RMissdetect [%] Rundetect [%]
0.07(7/ 9549)| 0.65( 3/ 460) 0.01(1/ 9549)| 3.48( 16/ 460)
0.06 (4/ 7198)| 0.74( 3/ 405) 0.01(1/ 7198)| 0.74( 3/ 405)
0.02 (1/ 6210)| 6.13 ( 1465/23905) 0.00 (0/ 6210)| 6.26 ( 1497/23905)
\ ’;._‘ 0.00(0/ 1746)| 0.00( 0/ 75) 0.00(0/ 1746)| 8.00( 6/ 75)

123.204.141.67 150.12.190.18 2735 25 1226416916 1226416916 48 03 10-1

123.204.141.67 150.12.190.19 2736 25 1226416916 1226416916 48 0310-1

123.204.141.67 150.12.190.20 2738 25 1226416916 1226416917 220267110 1 5.
123.204.141.67 150.12.190.21 2737 25 1226416916 1226416956 220267110 1

123.204.141.67 150.12.190.22 2740 25 1226416916 1226416917 220267110 1

123.204.141.67 150.12.190.23 2739 25 1226416916 1226416956 220267 110 1 5.1
123.204.141.67 150.12.190.24 2741 25 1226416916 1226416916 48 0310-1

123.204.141.67 150.12.190.25 2742 25 1226416916 1226416916 48 0310 -1

123.204.141.67 150.12.190.26 2943 25 1226416916 1226416916 48 03 10-1

123.204.141.67 150.12.190.27 2944 25 1226416916 1226416916 48 03 10-1

123.204.141.67 150.12.190.28 2945 25 1226416916 1226416916 48 0310-1

123.204.141.67 150.12.190.29 2946 25 1226416916 1226416916 48 0310-1
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Fig.4 Labeled connetion data by voting system nonuse
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Fig.5 Labeling Flow
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