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Analyze DNS Queries for Detecting
Anomalous End-hosts and Domain

KazumicHl SATo 1 KEISUKE IsHiBAsHI !
TsuyosHI ToyoNo 1 and NoBuHISA MIYAKE!!

Botnet activities like sending spam email and DDoS attack have been a se-
rious problem. An approach for detecting infected hosts by using malicious
domain names list is proposed. However it may not detect all of infected hosts
in that there is no complete malicious domain names list. In this paper, We
propose a new method based on co-occurrence frequency between two domain
names to detect bot. We apply proposed method to DNS traffic data and ma-
licious domain names list from honeypots. The result show that our approach
detect new malicious domain name and bot.
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