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A Study on the Introduction of
Evaluation Criteria for Anonymity on
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Probe vehicle information systems which gather various sensor data, called
probe data, by some sensors or equipments on vehicles can innovate new
methods to build not only the fine-grained social information services, but also
some valuable business around the ITS (Intelligent Transport Systems) area.
Probe data for wide area communications were standardized internationally,
however, it’s noted that there are diversification of threats to privacy because
that the collected probe data would include the spatiotemporal data when the
vehicle obtained the information. These raw data can create a personal
routing or action record, thus appropriate techniques and those threat
assessments, which can evaluate through common criteria, are much in
demand on this area.

In this paper, we discuss the provision for privacy issue, especially
anonymity, on the probe vehicle information systems. There exists a tradeoff
between data quality (or its utility) and the degree of privacy, however, we
should carry the weight of versatility for some existing services and
scalability for the future.
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JEOREEZ TS L, & DI MIEME OMFHEREALERT DI ENARETH S.
HONDA A v X —F - Tnu—F 47— A7 A[1]%° TOYOTA 7 rn—7 =
SRa=kr—varxmERiel, BMW ® XFCD(Extended Floating Car Data
System)[3] D X 5 Ic L ke — b ANEICEMA{L I, BN TIE VICS (Vehicle
Information and Communication System)|F#ICEB) S E LR EFMHTHI N T
2H0H%0. LrL, THUOLOBERIFBETIE — A2 RMIET 5 HEFANTHL
TEBEE L TRV, BETFEST BRI EEZORETIHKATHS.

UL, ZOL)EHRALEOBFRBEGFLEE CREBEIEDL Z LN TEIE, il
THROKRNEHIZ T T <, BT PRICKITE VR — NMEOEK - RBEOEHE
FHRIRAE Y — AR MEN T REIC 2 D720, A ) _— a3 UHIFE S D B A H AR
e LTE#kanTkYy, ElrbiRfians T —# ROV T ISO 128\ T
1822837[4]1 & L CEIBEAE N SN TS, ZOEETEFRE S, EBICHEN S
nNa7a—77—%BREIKEHFHERTHYEABROREZILEL SN TELT, H
AT — X BRI E BRI E TN Ty, L, @fE ID 7 —75—%
OWE E, —ERBOBERCEEBEROKSGICLVBEAERST T A NI E
WMLEH AL R2E0BBOEATIZEnmbh TR Y [6ll6]l, BiEN A KT 14 v
REOHETHEMmPFT BN TND.

DFEY, Ta—TERVATADLERINAEHEERT - CRAIIHERTHD LR
MEh, ERAATERSNRS T, BRSO n—TF =2 RHEEICOWTITE S
HEZOMAEOBBEMENRERNZD, KLV —ERAZ0% - BT DICE VAT LB
ROREWERLCEHANERIE~OX RN AR THY, MHRPEPIND. HliHD 71
— 7 F = T 2R AEL, BAT X OMEESLEEE KT HEE, OFY
R H e 27 220 b 00REECT — X FAOEEME L, ERMRB AN D
DHFEREFZOHISEEFBNICHRIETE 2RETRTE, e —THERERET L

PR RSB AR R AR R 1 B AR R R

Graduate School of Information Science, Nara Institute of Science and Technology, Japan
B EFR KR LR LR BUR - AT « TR

Graduate School of Media and Governance, Keio University
 EERIAKRFZRFEGE AT 4 7T A UHFRER

Graduate School of Media Design, Keio University

©2009 Information Processing Society of Japan



THHRILPE A A TR
IPSJ SIG Technical Report

EICRZEKL, HRBEEARBELCLE).

ZOX IR EITET 5 720121E, AUV —v 2 Tidi < il o EEmE s
EERETEZ 0T T EERT A ORI RT LR, BitShsT
—ZRNEOL I mENERD, BAMAREOREmMIEI>RENDIDON, EnH L
ERBNORT I ENTE L HBEBEOGEARNNLEL 722, F-EBEOEAL,
fthE s, FRIMERB COr - ABHER DB LA TH Y, it
ARICHFEIC ) — AR EEL 25720, P—ERBHFICE > THLHERR LD
LD,

AT, LEEFEREEME L CRBET 27 e —T T =2 2N TSR —F
AEFEESEDHEDIC, LS T 0 —T7F— % 2T 20 HHIC, 0k RE
WAREDIL IR ENDIRNED, ITHONWTELET S, F2ETIT o —THRS %
T AT SRS L OEE kB M AR L, 3 OB E X 2 U T ¢ PR AL
BLOEHRE (v herbt—) 2EOBEEAWEBA#EEZIZOWTERS., Thb
ZMEZTHABET O —THERVAT LML EREF2) T O, BT —4D
EAMEMRICOWTEAT REFHFIELBE L, REZICESECHEMEET DD,

2. 7A—TJHEBIRTL

Tua—T7ERV AT AL, BWEBEEEEEZAVCEBEORE S UHER, HDH N
WEEIRENE L, ZOBFMICHTUERZET Z & CHERBERT — A2 E/kT
5, BrdERLE - B0 » D AT ATHS. LEN-T, ZTOVATATH
Y7 —TIEREE, ElMABE U CNEINDT —2ERD. M 1T e —THFHy
AT AOWME AR, EIO® OB SN OINESIN DT — I, B
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AT LDEF2 YT AWM T = AT 2T TA NV REICONTORLHIERIC
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FEYEIZ YL L 7272 CTHIMRICRE R T & T, FIHBEICHE CRBIN AN TE 57121
T, MYy —E X LHRHTOMEOHWEREICL2RVEDS. LrL, ERICZOELE
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2
FPR_PSE: Pseudonymity — 1 <
3
FPR_UNL: Unlinkability — 1
iRt
FPR_UNO: Unobservability — 3
4

K 2 FI5A412 275 A(FPR)D 2 Rk —x 2 ME

KFFETIE, Tr—THER AT L2OEX2 VT 4« 7T A NVFHEEEICONT,
ZOEEICA Lo CEENMLEICZ2 D, 22 TWH Anonymity (B4 L1, &
L2V TVl NELFBECE ST bR AT OMNERE, MoR AT T
Y7 FAVHBITE 2V I & (Anonymity, requires that other users or subjects are
unable to determine the identity of a user bound to a subject o r operation) TH ¥,
b —ODERD, HIZLDLODPNRAPTHHIREE, LERZINTWD. £, 2
DhDHaAYR—Fr bDON, FRP_ANO.1 EAMEX, (257 Y= MEITHRIEIC
OO LN FHEOHIMERE, MOFHAEST 7 V=7 MBI TE RN &
FHERT D) Lo TEY, FRP_ANO.2 T MEMEFER LA WELMIL, TSF R
MME BRI R ZR LW &2 RFET 5 2 £I2 k> T, FRP_ANO.1 [EA LD
HamitT 5] LEZSNL TS, TSF &1k TOE GHlixt5) E¥=V 7 ¢ HiED
ZETHD. Lo T, BEAMDOEMRIIOWTIE IHHY 7 V= MELITRED
OO N FIHE OB RE, MOFIHESLY 72 =7 FAHBITERNT &
ekt —> L LCHERT D

Fo, BHREN S 2V T 4000 aT 2 TATIVTOTTA NI TR
IR 9 121E, B4z, Pseudonymity (44 1E), Unlinkability (U > 7 R
HEtE), 3 & O Unobservabiltiy (L ARGEM:) ICXIT D&M LT &2 5. (B4 M,
FIAZENERLCY — X Z2FHT2I2H20, FIHEHNE®ZHRT 20 E X220
B, ZOFMICHETIHAETLEZAT LI E2RETH I LIZO0NT, U o7 Rigkk:
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X, FIHE REEOEFERSLY —CAZMMATE 208, MoFMAEIT AL DERFRLY
—EADOHMEZEEMN T ENTERVWI L ERET D Z LITONT, BIERREMSE
i, FIHED, BRESYV—CA2FMICHRZY, toFIHE, FICE=FR, ZoOF
MEMDZENRTERNVWIEERIET DI LITHOVWTERENERL, TDOHIEICD
Wi & BHAETDO2MNERNDH DD, THUHIZOWTUIARR IO L T 5.

32 EREICEAT SEHEFE
BHREFEIFICBNT, I Ui T 2 L TEERBIG L R EA OIS
WZHESWTT T A NUARE LR D HEAEDN, BEALEELS LU EFRT—E 20
SHETEHEITOATWS ., EABERELIL, Xy FY—7 EERA DGR T TiEmE
OEZEHEDPHHTERWERRBEORETHS. EAMEZHRTH2-OOFE -
fiio—>TH Y, 1981 4 Chaum A FE L7z Mix-net [16]%°, 2003 4 IEEE
Pervasive computing 3 Frank Stajano KKOFE#[17112 % % Mix zone 72 K2t
END.INIEFEZEE EHEE L OBIZMIX &FFHEN DV — 3B 5 X zone iR 1T,
INLOPHENZ ZHBBT HEBOA v E—VENXEELILETAYE—VD
MARBELZRBHRTL2FETHD. Thid, EFRAVvE—VEZFEAYE—VOHEE
EREMT 27D, T X LRBIICE SR BRIELRESE, TOHEE
FNSLKTDHFETHY, Avte—CHoOE/EAEESFTV XY 7 Rtk
(Unlinkability) Z2@H 5 LICE D A v E—VOBELAMEERTIELERD.
Fo, MICHLEAEOMEICE ST T 4 N URERHNE LTiE, B4R
(Anonymity authentication / Anonymity Credential), k-PE4 M (k-anonymity
) Lo bFA I -ooH L. TE101°TI, 7'r — 7 Hl O 4 A T
BT DDk EAEOHZRHALTEY, TOEMAEZERICIVFMML TN S.
FEAREEEANIL, Er Gt sV —T B4, T4V REAREOEF=y 2
AuBrEDOEEMTH Y, W8], ERENS LT Ry 7 Xy T =2
B LZEREETD FaLoREE LTS EMmX1IcE W THRAZERND 5.
I DOEAMEDOKRIEIZ DWW T, EBREZIIEFENRHEREMA RS TN 5.
ZOXEIIE, TTANTERRT DI-OICELEZHENLT D HNIERFETD.
IHOHRZENR TR G ETE2H—EATCTEAMEEZRIET 2O TH Y, Hif
BRSNS LS TR SN TWA D, ZOEEORETIREA L FENICH
WOBECRIET 22 LixTc& Ry, £, [1olicsnTiE, k-ELAMEICESBES
73 Y XL location traces (NLEBHIHIE) Z KIBIEBIET S22 b D720,
T HRBEICET 2 EENEEINRL o T LEIBENLRH D, L b INT
Wa., DFED, RLEREHNLIHETY, Y—EAREKL LTET—F0BE (N
T wk) ORI, ARMEERE, WHEEHO O I TWEIED, VAT LEFE
T 5 ETENALOREE-SIT PR HNRE TIEXT T A NS ARELS O FE R Tz S
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BB, INGD@EmE Y, EAEEARTET D002 BRSO TiEe L,
B OBETF AT OREFH I F 23 FN TR E A G DY T, BAMERIET SV
AT NEFHE - HMETLIZ LB LND.

Tur—T7IERVAT AL, BEEESCTHTIMENSZEZETHY, kKObND
X2 VT ALV bELELETHLED, VAT LKL, BAMEHIEDO D OH:
AR EDELZIGICHES. 20X ) RBAICBOTHIEAEEREBAIC, 2
DERMICHFM T 2R EZ R T I2LERH D,

33 EAMOFMIEE
ZITE, YRATART—EDEXR2 VT 4, HEIWVETTANVREIIHT H—
WREY 72 SR I I > W i 3 5. CHk[17]10 34 Td % Frank Stajano K%, HE[E
U7y URFEAE 2 —H%TFHRT MY O Tenured Senior Lecturer TH Y, TN
AN, ZEFHXARX Y hT =7 DEFa )T 4 ICEBORWVIFRETHD. £ O
WX NZOXMESH L TEY, YESHFITBTIEBIIRENEEZILOND.
DFXHINTIE, EAMICET2FEMELEE LT, UTO_oBEAINTND.
[ Anonymity Set
o [FHHEmoOTy v — (FHE)

(1) Anonymity Set

Anonymity Set (%, 3C#Hk[17]1TiZ"The anonymity set's size is a first measure of
the level of location privacy available in the mix zone at the time", 2%V,
Anonymity set ®¥% A XL mix zone (BT DFIHARER L — a VT T4 0D
LU T 2 RAOFHMIRNE TH D L ERINTRY, BAESY 7 Rtk L
ORFEEEZE LD TV D H[201TIE, “Anonymity of a subject means that the
subject is not identifiable within a set of subjects, the anonymity set. The
anonymity set is the set of all possible subjects” & 7 STV 5. Anonymity Set
BREDA v =D LTEDA vy =V 2 EETHAREMEOH ZEREHFOESR,
SFEY, HAFERITZ T 4T 4 BB ETERVWES (mix zone &) ITBITLHZFDOT
VT AT A, ELTERINTEY, ZOEBKETITREVEELAMEITE V.
il 21, Anonymity Set 2% 20 ® mix zone &£ Y % Anonymity Set 7% 1,000 @ mix zone
DFNEAEDRECOIFEFENICEITHD. FEDA Yy E—VE2BEHLEI T2
WBEITIL, AvE—VEEDZENTEDIEREEN L ALLVRWES, FHICE
DAYE—VOREREEERET DI ENTEDLN, AvE—VhEDLILNTEDE
BEPRLTNIEZ VL, ZORENREICRD. 2FED, HEDA v —TEEE
ARETHIEEHEOENLZTNIELZNEE, Z0R vE—VOEAUERENERZXD.

MEFER T TANVICHET 2EERPETH 2 ELMEOFEAMIC SV T,
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Anonymity Set DEENIAKIREL TE Y, LB U CHEEIRESRCIGHRZ2ENT
WA H, Anonymity Set Tl T 2 DIk, ZOMREROERMERIZ OV TERME
NELWEAEZITTH D, EEICIZELA MO ETY, mix zone @i 5BEORAE
IR O EFEHR (OF Y, LR TILICET D) (ICESBEFRT 20, §F
fli#84E & L C Anonymity Set 7217 TIEAR+0THDH E =2 D.
(2) FHEROT hr—
AT D Anonymity Set DK M. %57 T, Xwk[171 T, BELMHEOFMERE L LTy
v/ rOfEHRE (LT, =~ bheb—) 2EALTWVWS. I, Anonymity Set ®
RICHERDMOEREZERT D L CHATE 2EAMEOFMBE CHD. 22T
i, AERBEENELLARTRE=Y b e — /NS RMEEZFIAL TV S.
HEENRZAMEE PE)LTHLEE, HREENMRL I EE2MbINT &
EZTMDS GEIR) BWMEIE) X, UTORRICERSIND.

1
I(E)=1log
(E) “P(E

) =-log P(E)

ZOEHENLDL, TV hrbE— IENIHA LM, ERERMEVEFROBEREITE
EAKELRDZZENSND., T b= HRTHEN) 2 EIFAHREENEE
HLENHLEEBERLTEY, ZOERIKEWVIZEEAMENE W (BEMESEV) &
nxb. OFY, AEBEEMEVTDPEERED LB - HESREI D LD 2
LERLTVWDE®, EEMRRERELFEEZLE L.

ek, Xmk1lick s L, v UIEREBIXTFHNREBFOSAICHOSEETH
D, HEOHBEOHIZTL LTEY ¥/ UEFREITEE 2 (misleading) &R ST
W5, ZoHEERNI MR Y-S Z EREEBINTEY, F7z global
anonymity O & LTI ERIER K= b —ThHo7®d, ZOMAZEDH DL
DL LTRenyi=» b —DFHMNEEIN TS,

4. TO—TRBUARATLICDELGRERAMOHER L FTMIEE

T 2T, AIHETE TR AR EA M ORMFIECHEREZ 7 e — 7 R AT A
WHT -0 0HHmETY. £, 7u—THR 2T L THRDbNTF— 2B L
L CREREAMICOVWT 2EOFZ M A2 EICHRFT S, BalickvERSh b Bt
% 3 BT B A ECEAETMEE TEO LI TR — F 5 &)
T, SHREDE I BRIV LENI OV THERT H.

41 FJO—TJRBIUATLICRELGEAMHOME
2ECTHRAIZ@Y, Tr—THR AT LMIENSTIESHFRERB SN TEY, 7
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n—7 7 — % DAL ANERREIZET DT A KT A4 2D TUTEEREL B HEA T
NWAHZEDL LML EEORWASBHTHS. L, TALIREEOES EITME
BHMC — B R 2SR - 12T 2 HHEH O B, HigENLIGICHhE 572D,
WMo 7Te—THEROBELE LT B4 OFEEEZORIETEEENSRD BN TS
LTz, ECERILCLVAVTHIMT S Z EIXHEEHTIT RV, & 20, ENSBR
JE I 0> 22 T B | BRSO il 7e & OB AS T RE HICE DS e —TF—F L L
TiE, FIHEEEWVEAMEEZMER L TR ER/NRO T — 2 UIMNIEEE X T2 & &
20 LNRWD, FEOBIEENEZ ETT 5 N AOEITEHSE T, FIHE (2
O IIANRERE) IIEANOEF TR EBEB T LD, TIrbRESN
570 =77 = HIZIFEAMER S THRITHLRWVWEEZZ Db LR,
Lo T, HBoFRBEEE L2 RET 2T —T T — 2N ED X5 REA M
EWV S BRI EEL T 5 02 R R T BRI, LEREAMRE L,
Z DOEME A (degree of anonymity) & W) 2R TORENSLETHD B2 5.
FEREAWVIE, LELRHELMEBE LY AT AORMBIC LV AT 5 EL I
(B4R, V451D %) 2BRTDZLICL - CTEHEAETHD EEEZD. &
DENENDEIFIZONT, EAEOERESNE LTy b E—FofiEz v
TEERNREE R TEE, LEBEREFEAME EToT e —TF - DELESE
FRAET 5 &) BRERIZKE <iES<.
EAPEREICOWTIZFNEND Y AT ATROBIND S DNED -, B -
AED T2 DM B Z T T HICE D I D 2/, ZORMAIE, BEfFY AT LA
ISTIREZR AT TV 3T TV RN L, fPEREL RIBX CHERLE L SR D7D,
ST a— TR AT LBE O FE &R EEICEE D 2 BRI T A < a4
LD,

42 EREICET SEEFE

3ET, BHEICTREEFEREF =2 U7 ¢ FEMENE L FHRA ST CO—BRNRES
PR OBEEIZ DWW TR~ T2, EAMEEE IR T 2T E WIS L TR Y, %
NENICBWTEMREAWE FRP_ANO.1 BELAMED b5V 7 V=7 M ERIIBRIEIC
FEODT LN FIHE OB RE, MOFIHESLYH 72 =7 PRI TERND &
M E U CEHARBEN S ISR T IULER D L. BEAEOERES NI DN
Ti¥, Anonymity Set °=> b —D&EEHWD Z & CREMAREE AR THED
ARETHDHEEZD.

LirL, XHk201CiE, v A7 22 koBEAMEERTIZLLTH, Zoho—
DOLEEMERIZT VMO TR WA, BEAMERBEWEITRA RN & LERML, W8
BELTWD. ZOHETIX global / individual & W9 EEEZ AWV TV 528, 3CiHk[21]
TIXFEE DRI global/ local ® anonymity & W9 SHETEHEEZ L TWDH.2FED,

Vol.2009-EIP-45 No.2
2009/9/12

WE L2 T —7F =2 DEAEEZHRT DT TR, ZoPToliEmR
R UPENEH L TWD (JAEOT — & &g LT B 2NGE D EIC 2 5) 551,
DT —F EWHNT BEOHEY BN S LS.
ARERLECTEAEREMBEZHTOR, B VPERERLEEOHIH -HICILDHK
B, H2VIREHIZE T 2 HEREMS (O D FEANKEE LT WVIREE) X okin
MEZENDEZD, ZOLXHRBIMEE, To—TFEHRY AT AEKOT — 254
PED FIZH 0N BEEZHBND. ZHSOEINZ SN TIE, MR ORI L 280
REBEOWMFIZONWT, SHBERIEMPLELRD.

5. BbHYIc

A =%y MEOLBFEHRBELES LICHEINRD Yo -7 R 27 A 12E
WAL DENA J X—va URIREES A —JF, Bl BECTENBIE O HERI 72 & o
BN T D, KT a—71ERY X T LA OBFESHTOM NG R H#ICET 0 A
RS A4 FENATHRFIEINTNER, Fu—7F — % BIROEEERLY 27 At F
2 U T 4 OWEECET 23mE R, 22 CARRITTIE, AN, d2tomn
0 —7ER AT ABEEROGBEERL VAT LR =2 U T ¢ 250 - MEEFEE
LTz, £F, e —TERVATLAOHEH L ITS A HICB T 2EHRESX =V T
A SNOELOFEIIZONTRR, TYa—TFERVAT LEERICEMLT2ICHE-
TOHEREEDEL T 0 —T T =2 ~OBLERTEDT — & 5D RZICET B HEI
EHEAL. FIREE, T2 0BAMERPAINATZT TR, TNERIET D T
RHACHEHREESEEZLELE LTWS., TORD, 774 NUR#EO T THICEL M
WZOWTO—RRIERES = U7 4 fHlEESCITEM FEE S B L TEROER L
Rtz TOME, VEREAVEOMRE L ZOERES &V D 2 RO FEhE 2
HITHZENRYTHD EX DN, BAEREIZ OV TIXE 2 O F A & PLAMEZ
I VERHD PO RICHMETENVETH DL Nt £, ¥ XF
LAEEROELMETZ T TR, e DF — 2 OAERMRNEH LTV D HA LMY 725k
S ZAT 5 LEN D D . Z ORIMLEE, EAMRHRIZ T TR e —TFHR T A
TAREOT —ZEHEEON EIZE RN 5.

E ki
ARFIENL, RFEFELER LRI LR HEE (o — TR 2T JB T 2SRRI B
THMEYEAL ] & L TITONI=TAEMEEZ]MYD OO THD. A EZEDDHICHZY, £
KAETHE - ZHE2WEPWEEBEOHEREBLOU —% 0 VOEEIEME LES. £/, A
E ORI IEEIC W IV W WIDE a2 v Z—x v s HEHE WG DL
WG L £
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