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spam ¥ R [E

() AVI—RYSAZITP T« TTOY D MHEES

i&ﬁ% ? manabu®@iij.ad.jp
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TEE

HAT(EF [ERX—)U] EBFEINDH, spam
virus, worm &Lz abuse message (FCHEKDEHD
PRI&DFEELCWE. Fe, BICHARERICSWT
(FHEFEEEICDITD spam ([CDWVTIFEERTL DRIEIC
BoTHED, #EHF v UVEHDHETNZTINHRZER,
RIACIEF—REDMUTVD K DICHRAD.

UL UERS, BESHICEERICEWVWTIE 2.3 FrlkD
2ELTED, HITZAUARICBVTIEFEX—IL NS
T4vIMDDB, #80% N spam EFO>TUERDERK
BIRREEOTWLD (E-1).

ISP PF+ U PERGCNRETOA—ILZENIET DT
SHOEENIFREZITL, ERICHSEH L TLHHBIE
PEZENBRFISGELDDHDHL, TV RI—H(CEST
HNUE, BODX—=)Lw T AD 8 EH spam 1> virus
BELVWDIRRZEZDE, DIFP BFA—IL ZFED
BEPEFAR— 3 HERDONTL 2DFBEGRICEH F
LY. BRE, spam FEDXIHNH BFA—J)U ZEDEL
Hofleh, BALbEWVWS Iy RI—TvEmuLTn

RD;EE

BUL, BICKD, KETHIHELBHICEWVLWTH BF
X—JU £OE IM (Instant Messaging) Z&L<fES, &
BHUVE IM DBFDEREICPDOEDTEDEVDTLES
<THd.

FIEDB spam FD abuse message [FHIFPELAD
BB CIF7FEL, EFRBAHDBECHD AV F—RwY b
EDDANLE2HEDBEE L THED, @Rz
UBRIITHEL, &Fh—HEE > THINERZH U TV
<HEICBSNTLD.

CDELOITEEND, 23 FAILD P AUHDKF
ISP DWW DOHDHEBI L THERICHIEA D EVDBEZ
RBUBTERD, BICKEFEHIEONS, KDEENEESE
mEE UCBAEERMIIS RO, HFRNELAD T
D spam WRZEZ, TEULCVHENATCES .

O HFRRREE

AOL, Yahoo!, Microsoft Zh' 2003 & 4 BIZ, spam
WEDIZHDHA RS A 2V PRIMEEER ZENE U

(\. \0‘ \(\
N <<°\gs~°
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MX Logic 2004 CAN-SPAM Compliance and
Spam Volume

M % of Spam that
Complied with CAN-
SPAM Act

% of Email that is Spam

('\\ NP .o coA G
R W W ?‘QQQBQ 0’5'\;9 o
(C) All rights are reserved by MX Logic, Inc.
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B SR X=)LMIRIK & XK DENHE

foEEZEFRR UICDZEYIDIC, APWG (Anti-Phishing
Working Group) H'E U< 2003 €(C, &/, 2004 &£
1 A [T [& MAAWG (Messaging Anti-Abuse Working
Group) HY Openwave Systems +2 Bell South 7&£&EH#9 20
#HTRIREINZED &, TT 2,3 57T spam ¥ Phishing
AW T DICHDEFRRAEDERINICD, EFRTD
EEDFERINTLS.

AIE CHIRANfeH, FHERIDOX L TIEBRFRN G D
CEPBEBTHD, EFA-I ICF THUF] & 1%
(FTF] FETDIULE TNTNICHEHET D ISP/ F+
U7 PRV FCRDEMET R— b, HDVIEHIC
Phishing D5 —4"w b EESNTVDERRTEENB U
BT HILET, LDURNETHRZEZR, EiELTL
<WENTTCE.

Fr7Z7AXAUADICHEWVTIE FIC = # D E-mail
Authentication Summit H'FEEF 11 BICEESNDIELE,
ERZICORKRIAIDNEFNED B TEEHLT
Wna.

[ASTA (Anti-Spam Technical Alliance)]

AOL, Microsoft, Yahoo! & Earthlink T 2003 £ 4 B
[THER U, spam WERCTOEEZRK Ulc. EERAK(E
DEZEICH U CBPFIRZREWVNCH T BICIE > THD,

o BT

o HBERE

e X—)LYRT L% spam BRIDZEEICODNDOND &
EARIRICBRL

e BMABNDA—=)VICH T DELERE

o JEEE - Elfs

CVVOEHRTOEBELLEOTVD.
BH#gEI—-)LE LT,

o DNS X EZFIR LT ULITTDHFEIC KD spammer HY
BONY FERZBWNEX—ILERENTERFNEK DI
EES)

e open relay 1> open router, open proxy k&, FE=E
FAZEF LTS “open” T AT LADHDX—)L%Z
JOvod9d

e RIETZHDY M ERETNIEVKDICT D

e SHEENDODHIBYP 74— RN\woZTONAFET
X CTEDRDOBANZALZEERTD

o [FHIEA—)L% spam EXRFITED K DIFAZEDIER

BEEVOTEBDHEIFONTLD.

HODOHRE LT, 2004 4 6 AIC, Best Practice (T

DWTDR/EDFINTHD, ISP TV RI—TZFN

ZNCHIT DU OXA YT = 3 v miEEt, HdWE

784 46575 1EIRAIE 200557 H

FTRI DA EMAREIN TS .

[MAAWG (Messaging Anti-Abuse Working
Group)Z)]

2004 £ 1 BIC, Openwave Systems DIEFUDFDT,
Bell South, COX, IlJ 7&&E DY Founding Member & UCER
17, 2004 £ 6 BIC NPO & UCTIEERITEEIZRRR LT,

FELE RBEDSBRADEECOEGZRZZEU
8, 3.4 HBIC1EDMEET General Meeting & U T
F—=TUiEtvy 3 VEREL, MAAWG XV\fEIF
([CEEXTDPWVEERZITOTLD.

REDAJN(F, AOL, Yahoo!, Earthlink, Bell South,
Verizon & EXF ISP/ F+ U P Z(F UHI—0Ov ) 0H
D ISP/ FwUFP /NS 35 HTEREINTED, H
AOSIE I HSINLTVS.

spam [CXH1T DT CIFEBITIHAMBIIFARET - WL
ZEITAFRVNEVNDIBDTREREVEWVWSEZIADT,
Collaboration/Technology/Policy D 3 D7Ztts U TEED
LTWa (E-2).

REFLITO 5 DOMEaZHE#L, EELTULS.

e Collaboration Committee

e Communications Committee
e Technical Committee

e Public Policy

e Wireless SIG

Collaboration Committee Cld Code of Conduct &
Best Practice for ISPs (DERY, ESFZHRLCEHER, &R
LUCW%. Code of Conduct [FX—)LY AT LA —
HFICKHOSNBDITEIESH EVNVSMBDTD RFa X
THD, a. A=V AT LAND—FITKOOSNDER,
b. abuse TTAICH T HDRMEANL—FEDI=1 =
T—23VICDVWTCDTU—LDT—0 EWVWD 2 RICD
WCEENTW%.

Best Practice for ISPs [CDWCIFFDEDEDBD, &
BEFOIEREZNUICED L spam WERODIBEE WS AL
BDIFICIE-oTWVS.

Technical Committee [F3X 18 B X >/ FREE £ fif
Outbound Port25 blocking (OP25) MEF{M, &M, =
BEWOICBERTHEM EEBLTWVD. silX VN
(& SPF (DEETHSD Meng Weng Wong Z(F U, IETF
[CC Sender ID X EDEFZESD TLVZ MARID WG D
chair Z# T Uz Andrew Newton, DomainKeys #EtE
DFDBIAYD 1 A T&HD Miles Libbey BB D, Rk
EHSDT 4 — RN\ I7HE8, KDOEFRNEHRZD
[FORGEREZEDTWND.

T, BEREEEEDEEEVWSEHRTEHEEILT
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L\ Public Policy Group *°, #& /mobile &SI
T#—NALTCEMZEDH TS Wireless SIG, &HL)
(F MAAWG BEDEBIDEREZHHET Sz T—
WEL, OEHEDAT 1 77 EOBEEREEICDVTDE
51 - EEZ{T > CL% Communications Committee H
SERINTLS.

MAAWG [CI&, AOL > Yahoo!, Earthlink &Lofc
ASTA DXV )NHSMUTH D ASTA EDFEDH S
NCcWad. Kz, IETF ZIF U APWG (Anti-Phishing
Working Group) 1 FSTC (Financial Services Technology
Consortium), dDWE FTC > FCC W ofc” XU A
DEATHES & Bir] - B U OBEEIEEI L CH
b, FFREHELTIENED DR ZER 12T IL—T
[CIEDTLD.

[APWG (Anti-Phishing Working Group)*']

Anti-Phishing Working Group (& 2003 £ 11 B [T
TH—TLEVWDIFETRE—KU, Phishing [CEIT D3
FIRFIPOERNEP L IR— bOERZT o TS, RTE
800 LI EDTEEPEAENSIMULTHD, FICHBID=—
T« P EBD Phishing BIMFREE/EMLE, ¥
NIEEIRTHD.

[FSTC (Financial Services Technology
Consortium)®]
AVEI—Ry FEREFLZDERLEDD, EICERTR

How do we effectively engage with policy makers?
* Puijld effective interfaces to key standards and
legislative bodies

How do we work together as an industry to

jointly combat abuse?

» Develop an 5P code of conduct E:E
* Develop a trusted inter-carrier network for messaging

= Develop and share industry best practices

What architectural frameworks and technology

options are required to best combat abuse?

= Define a referance architecture and natwork @
standards for combating messaging abusa, including
reduction of spoofing and prevention of identity forgery

A

{c} All rights are reserved by MAAWG

-2 MAAWG IZ&1} 3 anti-abuse JEENDHE
(K2 : http://www.maawg.org/about/)

DEEPTLFIUTANVIDEF O TSN, £
BRT—ER(CEIDEAMCDODVNTDOIVY =P AT
HD.

®o5OTOITU RD1DIC Phishing BEZELD
#kofz “Counter-Phishing Initiative” &W\D7OJ T
KH&pD, 2004 £ 7 BB X5—KL, 2004 & 12 B
(C Phase | M58 7 LTz, Phishing "DIEfRE TR DU
TORDA MR=)\=THofcbV)a—- 32—~
ARFEZTOTHD, ZNODERD Web h'H5 D
O—RT®E3% .

W EATOEE

—AEARICHBWVTIE, FEKIFEE spam TED TIEWL
BholcEVWDORBDHHD, EREABLEEDHE(FZ
NFEEFERETIFE, o, ULUERS, FEFEHIED
KD spam ¥ From SEFDIERE U TDARER/I DR
A—=JLDKRERAN, HDWVFHEFM DO D BHEAREE
Phishing X—JUD\Htas, —EBCIFEENFRET DILLE,
WRPRRICE(EUCEZIEDDD, ISP/ UFPE
£ spam MERDEITHVEFRIL LU TETC.

[JEAG (Japan E-mail Antiabuse Group)®]
S 3 BIC, ISP/FvUF7 /XU 30 £ TRIER U

. EFEXDIFRABEEFE LS LT MAAWG-) (RFF)

CUTEEBIL TV BDZERFE T B EFTcHDT
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B S X=)LDIRIK & XK DENHE

Hb.

B(CFEMmUIEDhianzZR< WLV o e &I TR
<, SNEHOTEOLAMZRR - 5L, TEBDRE
FTEGNET I 32 EUTERNRRICHRZRITU
TWK ZEZENEUTRRSNTWLS. RERTIEU
D 4 DDDBEDSBHEN, TNENICBNTE
MABTDEMMEP AT V2 —UVIICDVNTELEDN
Wa.

o X N XA /EREE SWG

e OP25 SWG

o B SWG

o EHMITARERX —VIERICEIT D SWG

9&151 |\>(’r/uu\ul.—t SWG (g 9€11:1 |\>(’r/uquH:§1h®
Ml - BEAICEE T DEMmZESD, TTDRITREVERET
DEREAL—XFERZBRE LTINS, REE XA

VRRELFLFE O CCZZDMENTTLHBDTHBHL,

RECHK, FICTAUATIEFEALNEDETLTN
2. MNIROENDA—)LOERESEISENEULTULEDHZE
BHb, EREAREUVUTCERDONRDNETHD.

OP25 SWG (& OP25 blocking A IC DWW T D&
PREBERODAVEL, HBICDWVWTOFE#A=ZTOTW
5. 25 & Port DFIRICHIRZNTDHBDTH DI
RNERDH DN, BED worm/virus DIEEN/ (Y —
2> spammer DEE\Y —2VZEEZ D EDED DR
RABRADD. FHICHRICEWTEFHXT 7A/INUCLD
100Mbps DY —EX7Z(F U & U CERK EIHR D 2
[OHBEEDFICADICYD., KDMRNTHDHEEZ SN
&3

BR SWG &, ZDORO@ED, TV RI—TEHeK
DERAICH T IEREVDIRR CTDEEZREF ICLIN
TW%. LBV AEEIMPRRGIZITOCTH, &EMICE
FNABEBBFOEHEPHIGHKECHH L, K, fc&R
(IR RAA VEREIE E LBV THERSMEREL > TH

DEATVNK CETREFHRDPRT CETDDDHHD.
EREDSHARICBVWTCTRBERATCERILEEILEEER
MO BVEIFVNR RS, BENEESIEEZEL T,
K ODHRIVEIRDF] CDRDIEDH TV MEN DD &
RUTWVD.

EBEITEREA—)VERICEET D SWG (&, HFICHE
([CBVWCRERSHEFEBEZ & D F EKBX—)VZERE
ITBHEVWSER TS LTSN

[zilwan]

EFREEREVDERDOBIFETHNDN, 2004 F 9
BIC, TEiZR=] EWDDEBTE 1 BD=—T 4
VO %ZFEMm. LI, ML COBHRXBEZEN—AEUT,
ISP/ UV, K2 NUFEWSEBLWBDI Y
ZPHhEMULTWS.

[ZDft]

HEA VY —xwv b T70O)X4 5 =% (JAIPA) T
(& 2004 £ 6 BIC, [SPAM U= v ] ZEREUED
Internet Week 2004 ([CCTA V5 —%w b EDXZITH
[CRITDD—0Y a3y IZMEITDEVDIEN B TE
SEEEECBDBATND. KIEES=D 1 DT
BB, THREEBAICCTREBNERRDEINTVD K
DTHD.

() 45— v ~H= (IAjapan) THE UL
Internet Week 2004 T M spam X} 28 BOF 7Z (& U &,
2005 F 5 BICFRBRA—ILUNEN Y T 7 UV A ZZRfE
IHEE, THESDHEMNICEREEICEDBEATNS.

SE Xk
1) http://www.microsoft.com/downloads/details.aspx?FamilylD=
ef4a02d4-12ab-46a3-adec-9aadbed0abb8&adisplaylang=en
2) http://www.maawg.org/
3) http://www.antiphishing.org/
4) http://mwww.fstc.org/
5) http://www.fstc.org/projects/counter-phishing-phase-1/
6) http://www.jeag.jp/
(FRL 17 F 6 B 14 BHZA)
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