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Remote Virtual Machine Monitor Detection
Using Network Timestamp

MakoTo SHIMAMURAT! and Kenj1 Konofl:i2

Virtual machine monitors (VMMs) play important roles in security and
many researchers have proposed VMM-based security systems. To avoid being
trapped by VMM-based security systems and providing information of attacks,
attackers try to detect VMMSs. In current VMM detection techniques, attack-
ers detect VMMs after compromising the target, and thus administrators can
obtain the used messages for an attack. However, if attackers start to exploit
remote VMM detection, that can detect VMMs without compromising the tar-
get, they can easily avoid VMM-based security systems. Thus we must discuss
remote VMM detection and countermeasures to improve the efficiency of VMM-
based security systems. In this paper, we present a technique for remotely
detecting a VMM without compromising the target using network timestamp.
The technique examines discrepancy between two timestamps (ICMP and IP
timestamps) stamped in one packet for evidence of the presence of a VMM. If
the target host does not use a VMM, the timestamps indicates almost the same
time. But if the target host uses a VMM, some of the timestamps will show
discrepancies in an anomalous way because the VMM sometimes interrupts the
timestamp operations of the target and does some operations. By comparing
the experimental results for virtual hosts that use various VMMs and a real
host, we show that remote VMM detection is feasible.
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Fig.1 Virtual machine monitor runs on bare hardware.
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Fig.2 Virtual machine monitor runs on an operating system.
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ICMP timestamp IP timestamp optio
request message request
0x00: 48 10 00 34 d4 69 00 00 40 01 54 39 XX XX XX XX
[

0x10: YY_YY YY YY[44 6c 05 60 00 00 00 00 00 6f 83 4
0x20: 06d 00 6f 44 00 00 00 606 00 6f 83 4c 00 00 00 00
0x30: 00 00 00 00

08 ICMP/IPOO0O0DDDDOOOOOOOOO
Fig.8 Example of ICMP/IP timestamp request message.

ICMP timestamp IP timestamp option
reply message reply

0x00: | 48 10 00 34 d4 69 00 80 40 01 c6 4d XX XX XX XX
6x10: | YY YY YY YY[42 6c 0d 60200 6a 6d d7:00 6a 6d d7
0x20: |, [@e 06 91 c1 00 60 60 0&7‘00 67 83 4c 100 6a 6d d7
0x30: |00 6a 6d d7

7
IP timestamp

09 ICMP/IPO0O0DDDDOOOOOOOOOO
Fig.9 Example of ICMP/IP timestamp reply message.
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Linux Xen (PV) Xen(FV)  VMware VirtualBox

# of timestamp discrepancy /
million

(a) ICMP/IP 00000000 ICMPTS < IPTSOOOOOO

#of ICMPTS + 1 <IPTS / million

Linux Xen(PV)  Xen(FV)  VMware VirtualBox

(b) ICMP/IP 000D O0O000 ICMPTS+1 < IPTSOOOOOO

010 000000000000 O0ODO0ODOO
Fig.10 Experimental results on virtual machines and a real machine.

02 000000 9%0%00000000000000000D0
Table 2 Number of packets required to detect a virtual machine with 90% confidence.
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(b) ICMP/IP 00000000 ICMPTS+1 < IPTS 000000

011 000000000000000000000
Fig. 11 Experimental results when the number of virtual machines are changed.
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Table 3 Relationships between number of virtual machines and number of packets required to
detect a virtual machine with 90% confidence.
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