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A visualization of memory state transition
of Windows OS exploiting
virtual machine introspection

Ruo ANpo T NGuyEN ANH QUYNH 12
and KUNIYASU SUZAKI 12

Nowadays, a variety of applications of Windows OS has become more sophis-
ticated and the complexity of its behavior has also been increased. Proposed
system has been implemented in tree steps: (1) modification of Windows OS by
inserting library and filter driver, (2) modification of the debug register handler
of virtual machine monitor, and (3) deploying visualization tool on host OS. We
generate the sequence of memory behavior using virtual machine introspection.
present the visualization by proposed system, we deal with two popular secu-
rity issues: BoF (buffer overflow) based shellcode execution and P2P network
application. We have successfully detected the incidents of BoF based shellcode
detection, and visualize the memory state transition of P2P application.
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0 1 Brief illustration of proposed visualization system. Inserted library and filter driver on full-virtualized Windows extract a sequence

of memory behavior. The sequence is transferred by modified register handler to visualization tool on host OS.
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0 2 Detailed illustration of proposed system. Proposed system consists of three steps: [1]modification of Windows OS using DLL injection
and filter driver, [2]modification of debug register handler of virtual machine monitor and [3]putting visualization tool on host OS.
Figure 1 is a brief illustration of proposed system. Our module extracts a sequence from Windows memory behavior and the sequence
is transferred from VMM module to visualization tool on host OS. In following section, we also discuss modification of Windows OS.
In this paper we propose visualization of memory behavior of full-virtualized Windows OS using virtual machine introspection. In
proposed system, memory behavior of Windows OS is visualized by an application of the concept of virtual machine introspection.
Proposed system extracts a sequence of Windows memory behavior and transfers it to host OS by modifying the module of virtual
machine monitor. Although all hardware accesses pass through VMM, VMM is not able to understand semantics of guest OS, which
means that VMM has no information about what kind of event is happened above. To detect events on virtualized OS correctly
and achieve fine-grained monitoring, Windows OS need to be modified. Figure 2 shows the detailed illustration of proposed system,
particularly the modification of Windows OS. Windows modification OS consists of three steps: [1]inserting DLL into user process,
[2]inserting filter driver into kernel space, and [3]modifying IDT (interruption descriptor table) of daemon process. In this section we

discuss library insertion (DLL injection) and filter driver injection. .
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0 3 DIl injection by the modification of import section table. Address of function to hook is changed to address of inserted function. DLL
injection is the insertion of original library on userland. We apply DLL injection for inspecting illegal resource access of malicious
process. DLL injection is debugging technology to hook API call of target process. Windows executable applies some functions from
DLL such as kernel32.dll. Executable has import table to use the linked DLL. This table is called as import section. Among some
techniques of DLL injection, modifying import table is useful because this technique is CPU-architecture independent.
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Length of proof is 3. Level of proof is 2.

600 []1 c(number(605),api(16),pid(644),adr(7535816)).

861 [] c(number(866),api(16),pid(644),adr(1974765848)) .

1267 [] -c(number(x),api(y),pid(644),adr(z)) |csrss(number (x),api(y),
proc(csrss) ,adr(z)).

1268 [] -c(number (x),api(16),pid(y),adr(x1)) |

-$GT (x1,1900000000) | map (number (x) ,api(16) ,pid(y),adr(x1)).

1269 [] -csrss(number(x1),api(x2),proc(csrss),adr(x3)) |
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-map (number (y1) ,api(16) ,pid(y2) ,adr(y3)) | -$GT(y1,x1) |ok.
1270 [1 -ok.
1271 [hyper,600,1267] csrss(number (605) ,api(16) ,proc(csrss),adr(7535816)).
1272 [hyper,861,1268,eval] map (number (866) ,api(16),pid(644),
adr (1974765848)) .

1274 [hyper,1272,1269,1271,eval] ok.
1275 [binary,1274.1,1270.1] $F.
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Buffer Overflow Attack: MemoryMap (KERNEL)
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0 4 Detecting buffer overflow and shellcode execution by hooking memory map in kernel spike. With buffer overflow, there’s one spike seen in this graph.
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Buffer Overflow Attack: Process Handler
(KERNEL)
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0 5 Sequence of the number of process handler allocated in buffer overflow attack. With bufferover overflow and illegal code execution,
the number of process handler goes down after the spike shown in figure 4.
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0 6 The visuzalization of the memory state of Windows OS running P2P application. On right side of the screen, many plots according
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0 7 The visualization of the memory state of Windows OS running Web application. On left side of the screen, memory mapping and

writing in user space has been occrred more frequently.

(©2009 Information Processing Society of Japan





