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Software Fault Injection Using
Virtual Machine Monitor

Youner HosHi™ and YosHIHIRO Oyamatl

An essential phase in testing of security systems is to attack target software
in a testing environment and check the response of the security systems. Un-
fortunately, it is not straightforward to obtain or develop a sufficient number
of vulnerable software and attack code. One promising way for observing the
behavior of security systems in various conditions is to create the effect of at-
tacks in target software with fault injection tools. In this paper, we propose

HyperAttacker, a Software-Implemented Fault Injection (SWIFI) system for
testing security systems, which injects faults based on scenarios provided by
users. When an event specified in a scenario occurs in monitored software, Hy-
perAttacker injects faults associated with the event. Supported faults include
updates of values in registers, user memory areas, and kernel memory areas.
HyperAttacker is implemented by modifying a virtual machine monitor Xen.
Faults are injected from one special virtual machine to target software running
in another virtual machine. The users do not need to modify tested software
or install an additional program in a testing environment. Our experimen-
tal results show that HyperAttacker worked well in testing of various kinds of
security software.
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scenario —  (target condition action+)*
target — name=proc-name | pid=proc-pid
condition —  cond-main cond-option*
cond-main  —  cond-before | cond-after | cond-head | cond-tail
cond-before ~—  before { funcname | syscallname } position*
position —  in funcname
cond-option —  numoccurred=num | possibility=num
action —  obj <- data
obj —  regs | retaddr | randaddr(start, limit) | varval globalvar | imm immediate
regs — eax|:--|esp| xeax |--- | *esp
start —  regs | imm immediate | varval globalvar
limit —  regs | imm immediate | varval globalvar
data —  varval globalvar | randbytes num | bytes b1 b2 ---
B2 v UAk
Fig.2 Scenario Syntax
target:
name=httpd
condition:
after strcpy in parse_data
numoccurred=3
action:
retaddr <- varval delete_file

3 v UAH
Fig.3 Example of Scenario
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Xen T, =—HZEMNE VMM BIZT 7R T 270D ¥ —7 =—ZATh 2 Xen
API MRS TV DY, Xen MRS 5 v AT Al o~ KT A Y —LTh% xm b
Xen API ZfEH L TW%. Xen APLZHWASZ & T, fito VM THEALTWALAED %
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TATIATT 2 2 LAREICRD. Zhbo, @FIE VMM BT LAMTRZ 2D - AL
Fa—Y 7 A TIT2 572, HyperAttacker ®FEBUZI T VMM ~DZH sl —i%
RAEFIS DOMELER Sy &, shared_info MEERDOILEDHR L 25T D,

3.2 TR+ VM OERIZE

T AN VM DO RAEY Z8#ET 572512, HyperAttacker TIXIEFEAEY ZHH LT3,
Xen TiX, % VM % Pseudo Physical Address #£f>. K87 KL 275 Pseudo Physical
Address ~DZEHLIE VM LD OS 23772 9. /A 78—,31 %L Machine Address & FEE
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NEEAETIDOT RLRIZXHWEAETY ZZHZHHL TS, A 73— T Pseudo
Physical Address # Machine Address (23172 Z &1LV A€V HFBREITR>TWY
%. HyperAttacker TIE7 A FXIRNOEZIALZITR IRIET FLAIZEI D ¥ ThHhi
Machine Address %, BEEAT 77 Z LAORMET FUAERIZHED B TTWD. Zh
W2k D, BREDBAT BT ARAZO TS 0t /O AT ) ITEZALERNED, T4 b
ZICEZIAEND.

[f]—® Machine Address ~D{RIET FL 2D~ v B 7% Xen API 2347 5. Xen API
TRt SN TWbh~ v B 7 API TiE, ~ v B 7 %d Machine Address 2343 272 5.
Xen API 121X, 7 —F/VEEOEAIET N L 255 Machine Address IZZ£#i4 2 API 134
BEINTWAR, a—WHEROEAET KL A% Machine Address IZZ2#14 % APLIIHE
SNTWVWRY., ZD7, BFEEANT R T T AET A MHROWET KL A0S Machine
Address ~DEHEITH> TS, BEEAT BT T ML, TARIROR—UT—T V%S
W42 Z & T Machine Address # BS54 5.

TAMKBOR—=UT =T WE, UFOFIETERET L. FT7 A MILROTrEAD
B A HERE BT 5129, init TORADZ A7 HEEROBRBATTH. init ok R
DHE AT HEEROEIET FLAET A S VM O AT LD System.map 7 7 A L 53RD
5. D%, Xen API W TZOMET KL A% Machine Address [ZZEH#4%5. &AL
72 Machine Address Z#F|JH L, 7A 5 VM N® init 7 mEAD¥ A 7 &R E BEEA
TR T LANLERT S, BB LKL init TR B ADX AT HEERNLT A MRBO X A
MEERERSEL, ThnbX—U T =T V5255,

F A VM DL 2% #EEIE, Xen API #FH L CTRETAT T 7T ABNTH. BERE
AT BT T ERT A VM OfAE CPU O L YA X ICSHE LT fEEZ HEXALZ L TLY
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Lo TT A MRHEDNAAL T VA A= NOEAGF LIV U AERP, 7 A N VM N TEIE
LTCWb 47 Ak OS @ System.map 7 7 1 /L% HyperAttacker (252252t L L T35,

34 TJL—9RaA2Fb
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D, TU—U KAV N ET A MKRO a2 — RIHAT 5 4L, RBESOHES oFikz
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HyperAttacker X7 L —2 A v EREAINDEFTICH HT A MR oma % HLT

TTLEESTS. TAL VM TEO HLT e B BEfTEND &, —RIBERIS AL
VMM NO— RGN 2 4B 5 B FENH S b . Z OBI%UE HyperAttacker 12 X
D, JLxDHONLEEITMOMIICE L G TWD. ZOBBATIE, b#EXLE
JexOfMBETI2L— T 5. FA L VM I HLT A48 VMM (2 & > T S iz
ZlrmEmT S, ThbEOBEIZLY, VMM ’9&@75’%?‘ ERTREE R D.

HLT im0 EEEX SN MFICOWTHHT L. Fl21E, REEAOFMENEED
FH~ORETH Y6, BIEKSCIHD push %ebp i a HLT S CLEXT L2 LT, %
LB LEHEOMS E FATT D EANC VMM ICABRBE L. RERIC AT La—
VDFITREMIHEE SN TOERE, VAT La— VBV ABLOEI) ANV KT THBH
system_call BI¥UEEHD push Yeax sy % HLT i CLEEXTHI LT, VAT Lha—
NDFITEZ VMM D32 Z LB TE 5.

BEOBBNTOARBREZEALILWE & (7 U A 3ETO position B3FER ST 5
X)L, 2ATIC T L—I ALV FEHAL TS, %X, strcpy in parse_data @
X BFEEnik s TV B 5EA, B4 parse_data OEIHE KEBIZT LV —2 RA » R &fF
AL, Bk parsedatalCA-7Z L EHAEZ EETEL TS,

3.5 EEEATOVSLLEEETSHOEE

HHEEAT R T T L EFWRATER OB, A Xy My R EEE TS, B
WIEANT T T T A, A X "N TFypueEd—7r L, (KB IRQT HFI NS FT 5. 20

%, BEEANT TS T DA N0 b F ¥ RADKD ETEIE LIRIBIC LT <. SEiRtT
LT V=0 RA v PR ASN BN ETEIND L, BREEAT 0T LIEETD

Bz, BEEATTS T L EFBRTHTHRE SNz AT VICEEAL, Dom0 DR
CPU 2R IRQ7 FEHBITT 5. (AR IRQ7T BENRRITEINIZ LT, BFEATa ST A
BIESTNDA R N F Y RANEEEIND. WEEZHBAL-RFEEAT ST 40, g
AEVICEZAENTBEREFAIALZ ETHEEEZEILLTND.

4. £ E&

HyperAttacker Z HWC, V7 MU = TIZRFEZIEAT HEREZITo7c. ZOERTIX
%ﬂ@%%ﬁﬁ&w/7h?:?_NLTW%%@Mféioﬁﬁaﬁk%ﬁw,%@t%;
V7 4 VAT AOBEZMEER L=, [ L723FE VMM, OS Of#kl%, Intel Pentium
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static void target:
send_response_tail( httpd_conn* hc ) name=thttpd
{

char buf [1000] condition:

after my_snprintf in send_response_tail
(void) my_snprintf( buf, sizeof(buf), "\ numoccurred=1
<HR>\n\<ADDRESS><A HREF=\"\"></A>
</ADDRESS>\n\</BODY>\n\</HTML>\n", action:
SERVER_ADDRESS, EXPOSED_SERVER_SOFTWARE ) ; sp <- randbytes 2000

add_response( hc, buf );

5 thttpd [ZERHEAZITH VU A
Fig.5 Scenario for injecting faults to thttpd

4 thttpd OREBEAS DB
Fig.4 Function in thttpd to which a fault is
injected

4 2.80 GHz, 512 MB Memory, Xen 3.0.4-1 T Dom0, DomU & % {Z Linux 2.6.16.33
ZEEISETWD

4.1 Stack-Smashing Protector

Web #—30 thttpd!® (2 GCC ¢ Stack-Smashing Protector(SSP)™ |2 & % i % A
N, SSP OEMEZHEGRE L7-. thttpd D/ 3N—T 3 1% 2.25b TH S, SSP 1FNy 7 7 A4 —/—
7 —KROBRAEETH Y, StackGuard® LFEFEDO LD THS. SSP DREEAICL
e7m 77 AT, BEOEBETHEET L — 2NOREDGITRRRT—2 (WU 7T)
ZEZAALTEE, BECRETEOHEERAET D, Ny Ty A—N"—Tu—RBEZ T &
FIA TV THBIEEINTWETD, 7T ul T AOFETEEIETS.

AEERTIE, thttpd @ libhttpd.c £V 5 77 A LD, B4 ITRTEHTICHRFE ZFEAT D
OO F I AEFER L. 2O F VA ER S5 IRT. TV j"Cij:, A =R/
4 thttpd O 7' 2 A3, send response_tail BN D my_snprintf % 1 RIFETT 5 &,
BUED AL » 7 RA U BZPHETT L AN 2000 51 SO T & b A Mk EE AL
LV BEEABEE SN TS, my_snprintf BIERONMEEHME % FIH Lf:, (9%3& K D)
Ny Ty A== a—BEET 5T VA THD. 20T ) FThs TREEIEA
9% &, my_snprintf BIBOFITERICA Y v 7 BBEEIND. ZRUSEN T U 7 HREE
SN H7-, send.response_tail BAE HIEIFT DRI SSP ANy 77 A —_—Tn—%
B 5. AREBRTIT thttpd 23, 77U 7S NI RFIZFEAT S5 __stack_chk fail
BEaEITL, 7n /I L0ETEELETLZ 2R L.
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void show_config_file ( void ) target:
{ name=test_open
int fd;
condition:

fd = open( "config_file", O_RDONLY );
while ( read( fd, buf, 16 ) > 0 ) {
write( 1, buf, 16 );
¥ action:
} *ebx <- bytes 0x70 0x61 0x73 0x73 0x77 0x64 0x00

head open in show_config_file

numoccurred=1

6 Systrace NEMRTH TS T L% 7T M6 DTS TAIEEEANEITI T A
it L7=b @ Fig.7 Scenario for injecting faults to program

Fig.6 Simplified program monitored by in Fig.6

Systrace

4.2 Systrace

VAT AA—NEERT LY PRy 7 A THD, Systrace™® ICLVEHSATNDE S
077 MIRFEEZEAL, Systrace DENEZ R L7-. Systrace D/3N— 3 % 1.6e Th
%. Systrace (I AT La—LVOETEERL, Y7 M2 PMERHTELV AT La—
WERET . VAT A a—VHIEIER U —I2iEo TiT/abh, KU —THRmER T
RN AT ha— AR SN E &1, 2= FICZORIEEMVEDED. KU —IC
B LOEIET VAT ha—VO/E L, ZO5IEERET LI ENTED

ARERTIX, test_open LW IHIFARIOT BT T LADE 6 BRI, BRT7TOYVT Y 4%
HOWTREZEALL., 2OV FUATIE, 71r 7 L% test_open D7 BE A7) open ¥ A
T ha— )V EFATT DRI, open VAT Aha—/L DB config file NIKEIS 4, passwd

272 % &b\“),ﬁe ZIFEAT . bytes [THi < LT, passwd DA FRETHD. 20O
T UAICH o CTREEEALLE D %,@m/%TA:—wwﬁﬁﬂﬁﬁéﬂT)/—
“C“E?ﬂéﬂ“(lﬂtﬁl/‘/XT.A:!~/I/7)€§?T§2}’L71_ 2LV, Systrace M —WIZEIEE
MWGbtieZ & 2R L.

4.3 W—FRNLAE)DHEBRHIRAT L

H—=FNAE)DAEVYEERHT X274 AT ALYV ERESNA TN OS
DI—=HVARFEEZEAL, EX2 )T 4 VAT LAOBEELMER L. DXV 7 ¢
VAT AL, RN EV 2 E LTEEINTND., BV a— /&N —RVITHAAT
L, TOREROA—FVAEY OIRE LTS (VAT La—T—T ), El0irAHT—T
N E) ZIELWVRIED AE YRR L HRRL, RMFTDH. ZOHK, ot ART AT La—
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target:
name=kernel

condition:
head init_module

numoccurred=1

action:

randaddr (varval sys_call_table, varval sys_call_table + 300) <- randbytes 4

8 N—ARMIEWIEAEITH VU

Fig.8 Scenario for injecting faults to kernel

NEFITTHIZNNZ, RO ORAET Y ARERFLIZAE VAR L KT S, AT UM
EEHZ O TWVIUE, WERMTRbR TS EHRRL, FHEITHMT .

LRROVAT AEMBAALTE T —FMIRIL, B8 DY A HWTREEZIEAL.
ZHUHMEEDO 7 2 AN init module AT A a—VEEITT AL, VAT LAa—LT—
TAPRREEND EVIBRFEEFEATILOTHD. ZOTF ) Ao TREEZEALR
LA, VAT LA NT =T ADRKREEN, EX 2 VT A VAT ANBEENT I L 2
LT

5. B EME

HyperAttacker & [F#EIC, 717 T ACERICHREEZEAL, TANEITI VAT A
mowf@,%<®ﬁ%ﬁ&éhfw5W

Xception®) 1%, PowerPC 7 —%7 7 F 4 OB CH—HFLEY 2 — L OB TER I NI
SWIFI T& 5. Xception MEAT BFEEILT RV ANRARFE/ M=y N ED/— K
VT EETHD. £z, KHEO L O —¥REEA 70 L SRE L v oFRE v T
FUFEFTRT 22 EITIEEFELIN TR,

SCHER 10) OFFFETIE, VMM ZH\WTC VM O A€ Y EEEITH SWIFI 2R L T\ 5.
Ik 10) THEARHNTWD SWIFI BRHEATHIERFEL, AEV A% 1By MNRESELREH
#iZz b O THY, HyperAttacker D L D ITHRED T vt RTRFEDRFE #HEAT L Z &1%
ZRoTWRW, Eiz, BRFEEAEATOIRMENT U FLREDLIRo>TND T2, FEED
FMECTT A NESTH 2 LIFBE SN THR.

SCHER 11) OFFETIE, SWIFT (Xception) # HHWNTY 7 b o =TI
BRELTWS. XHEk11) T

WERENT D TEE
BRENTND AT A, ﬁ%%&ﬂ?é@%%%ﬁ?é%
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2, AEVT RLARETIHRET DRLERH Y, RUFFEO L S ICBE4L 7 ES5E L~ Lol
WMERHWCTEEEZ TR T 5 2 & A TE RV AT HyperAttacker & 70 5.

FIG? 1%, glibc 2 EBT A 77V ORI LE 7 v 7§52 LIS X ViKY % #
EL, BHZEANT D SWIFI TH5H. FIG 1L, 2—V OB T IHET 7 A XD EA
THEEEHET DR TR & B ZRS. LaL, FIG ZBFEEATAETNT A
77 VBEBOEVEOHRTH D &) 5T HyperAttacker & #7225,

XenAccess'? 1%, Xen ® KA A L& E7mM o7z AT ) EIERAIREIZT AV AT ATh
B, KAFFED KA A WM AE U #EEIX XenAccess 5% & L7=. XenAccess [FfLod KA A
CDOAEVBERRMT S LR AL LIV AT ATHY, RO L 5 REEALZR
W& L7z AT LTI,

HBEHODOI AT A L, AT LAa—VOBEEZRET DI LICE>TT Y r— s
VOEITICREEZITEATHHDOTHSH. HyperAttacker E[RIUL, &7 7V r—Ta o
Tl MMEREHAVTEREEZFEATLZENTES. LML, OO AT AT, EA
TELREN AT La—VOBEOREICR LN |, FHICHZY TV r—ard
V—Aa—RabBEELTH. £z, D—XNV~ORFEFEALIRE L TR,

KLASY' (%, C E#HETENNIZ OS I —FLHOBHT A7 MEET AT A THS.
%72, TOSKANA® |3 NetBSD O — /M a— REFHATH 2 & &2 REICT 287 2
RY MBIV AT ATHD., THHEDVATLAEZANS &, BESNTZBEROFATRED S
AIVTT, BHOa—FERITSHEDLIENTED. TNHDVAT ATH—F/VITHER
WEEAL, EX2 VT 4 VAT LAETANTDHZEFAEETHDL EEZEZLND. L,
INBDOVAT AOWFSE T fault injection ~DISAITIZE A EBZ BN TV, AHF
Z21L, fault injection IZX 2T A F&EXMG Ll L, TANEXETHOD U AT LOMHEEIC
EEAZYTTWS. £72, KLASY X TOSKANA %, FH~ =42 HNTH2AR0N0
T, BEETFANLED—FANT Ty a LERHIT A N TR 7T AOBELIEE D &)
REDBDD.

XenLASY'™ |3 KLASY ##£3E L, Xen EOWRD AL L Ca— FEHATHZ L%
ARRIC L2 AT L CThDH. XenLASY 13 1/0 WE A B¢ 572bD T m 77 A 7L LT
OFFL L TR Y, FEEEOHEN% fault injection (Zi#H 325720 D FEEFH LIS
TWRL,
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6. FLHESERDFEE

=Y D5 2% F VA > T Software Fault Injection #1795 Z & T, Y7 hu=7T
WX 2B Lo THEL LD R A i3~ 2% SWIFI, HyperAttacker #2227, > 7
VA EE LNV OEREFBEH L CGER T2 Z LN TE, FFEO Y v RICx L TOREE
ANEATIR D) ZENTE L., EBRTIHIW ONOERE Y 7 FU=TIZIEAL, X274
VAT ANENERETH T L AR LI,

ASHBOBEE LT, £F, U FomadttmE ERETFoNS. BEOT T U AT, R
WEHEATEDLAETY T RLAR L DRAZSLRIREL N FHFOMAR EICRON TS, Bk
DORFEBBIELTNDET FLRIZRFEZIEATEDL LT EHREDIENRE X DND.
IR TEDILMICBEHLTCE, 7= RA Vv FEBRTETEHETELELT LT, 6T
Kex REMEDOITLTT A REBITHIZENTED L1272 D, BOBEE LT, BT rEA
WCE TP o o ZBB/RYT, BFEIEAZITZAD LT DT ENBTF NS, R MEbitTn
Y7 MU =TIE, BEROTREARBRH L TEETS200Z 0. 250 ofzy 7 b
TETICHLTEVEL DEBEDOTTOT A MPMTADEIICTHZEREETHD. £
7z, HyperAttcker DAPMEE & SICEELLFHIET 5 2 & A BROBETH S, BUED T A
TATHHMR Ny 77 A= N—T a0 - AT ha— VT — 7 VR E AT 5
ZLEARETHD I MR LD, EX 2 )T 4 VAT AOT A MIERL BRSO
i, FETFSCEHIS TV, 5%, SHIKEDOERE, TNEMEZZVAT LD
JLEDETH 5.
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