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Nimrod Project:

An introspection method for
network application using filter
driver and generating dataset

Ruo Anpo ! Youk:r KapoBayasur f!
and YoIcHI SHINODA 1

In this paper we propose an introspection method for network application
using filter driver and generating dataset. In proposed system of Microsoft
Windows, we apply filter driver, filter manager and DIl injection to intercept
Library, API and file IO. We discuss the way to use filter driver to obtain the
sequence of application such as P2P and Web browser connected to Internet.
Detailed observation changed according to the destination and state of netwok
is possible by our system. This makes it possible to monitor network application
of memory, file socket buffer acccess and its fine-grained logging.

1. O0O0d

goooboooooooooboooooobooooobooboboobooooooboooo
0000000000 000oC000ooO0O0000ooO0OodOdMicrosoft Windows
gooobooboboooooooboooooooooboooooooooboboOooooobOoOa
gooobooooboooodoboooooooooooooboooooooooooo
gooooobooooooooodooooooobooboooooOoboOooobooboOooooOboOoo
goooboboooooooobooooooboooboobo0oobooobooOoboOoobooooOoObOoo
goooooooooooooooooboboOoooboOobo0oooooOobobOoOoooobOboo
oooobooooobooooooobooOoooOoOoooboOoOoOoOoobOOoOoOoOoOoooDooOboo
oooboooooooboooooooobooOoboOobooooobooboOobocOoOooobooOobOoOoo
gobooooboooobooooooooooOooOoooOoOoOoOobOboOoOoOOoOoOoboboOooonn
gobooooooooooooo

2. 000000

gbooboboooooboooboooooobooboboooooobooboboooOoooo
oSO000000000000000000000000000000000000000
gooooboooogooboobooooboooooooooooboobooDoobobooDo
goboooooobooooboobooobobooboooooDooboooboooboooDoDobDo
goboooooboooobooooooooboobooooooooooooooooooDboboOon
goooobooooooooooboooooooboobooooooobobooooooDbOoo
gooooboooooooooboooobooooooboooooooboboboooooDboo
gobodooooooo

3. 0000

3.1 DO0OO0OO00ooOoOoooooboooooooon
Microsoft Windows 0000 0000000000000 O0OOOOOOOOOOO0OO
oooobooooooobooooooOooboobooOooOOoO0oooobooOoOoooDOboOoo

1000000000 184-8795 000000000 DOOODOOODO

(© 2009 Information Processing Society of Japan



gooooboooag
IPSJ SIG Technical Report

{ 3
| INTERNET Le CRAWLER / CONTROLLER

MONITOR / LOGGER Network Application (P2P / BROWSER)

A A

Library (Injected DLL)

| []

Filter Manager

Filter Driver

01 0D00000000000000000000000000 OosSOOO0O00oO0o0oOon

00oo00bD00oopoooo0boo0Doo0oo0o0oDo0ooDOoDoO0DoOOdnd Windows
JdooodbooboodbooobDo0b0oboobDoOooDbooobooDobobOooboOoobDooo
0000000000000 0000000D00D00D00DOO0OONative APIOOOOOO
ogoooooo

Native APl Hook 0000000000 DOO0DO0OO0DOOOODOOOOOODOO
OO0 APIODO0ODOntdlldl ODOD0O0DO00D0ODO0OO0DODOOOWindows DOODOODO0O0O
00000000 APIOOnative APIOOOOODO DO O OSystemServiceDescriptorTable
000000000000 000000000D0O0Native APIHook DO0OO0OOODO
SystemServiceDescriptor 0000000000000

Modification 1 O O InterlockExchange 0 0 0000000000000 O0OOOCOOOO
00000O0Modification 2 00 0000000000000 O00ODOO00OOOOOOOO
gooboooobooobobooboo

Vo0l.2009-CSEC-46 No.43
2009/7/3

‘ KERMNEL3S2Z.DLL ‘

4

MEdll. DLL

.

SystemCallServiceDescriptor
Table

@

API CALL

MODIFICATION 1

‘I—MD DIFICATION 2

0 2 Service Descriptor Table (SDT) 0000000000000000O0OO0

3.2 0DO00OO0OO0OOOOOO0ODOOOOOOOD

gobooobooooooooooooooboobooboooooooobooooooDoDDbOoo
0000000000000 0000000000000000OMicresoft 0000000
goooooboooooooooobooooooboboooooooooobboooooooDbbooo
goooobooooooboooooooobooobooboooboobooooboobooboboDo
gobooooooooooooboooobooobooooooooboDbDOooDbOobobOoDo
goobooboooooooboooooobooboooooboooobooooooooOooa
gooooooooooooooboboooboooobooooboooooooooooonn

4. DOoO0OO0OO0obOO0OO0OO0OOoOOoOooo0Od

4.1 DLL Injection
DLL Injection 0 000 000COO00OODOOOCOO0OO APIODOOOOOOODOO
0000000o0ooo0O00o0o00oooooo0oooooooooooooooooo

(© 2009 Information Processing Society of Japan



gooooboooag
IPSJ SIG Technical Report

APPLICATION

Createfile
‘ FILTER DRIVER A FILTER MANAGER N FILTER DRIVER ‘
'y
¥ L]
Matching / Logging
‘ Hodule %7 NTFS / FAT ‘

03 00000000000 000000D0O0000DOO0O0O0O00O0O0O000O0

000000000000000000000DLLOODO APH)ODOOOODOODDOOOODO
O000000000 DLL Injection 000000000 COOOOODODLL Injection
OOO0O0O00OMi-crosoft Windows OO000000OO0O0OOOO0OOOOOCCOOOOODOO
goooooooooooooooboooooooooboooooboobooooooDoDbOoo
goooooooooooooobooooooooooboooooobooboooooDoboo
goooooooooooooooooboooooboobooooooDboooooDbOoo
gobooooooodooooooooboooooooooobooooooooooonoa
ocooooooDbOOO0OO0OO0OOOoOoOooOODOOOO0O00000000  DLLOOOO0OO
goobooooooooooboobooooobooooooobooboobOOoOoOoOooooDObooOoo
ocoboo0ooooooooooooooOoOO0ooooOOO0O0O0O0b0ODLLOODOOO0O
ooooDbLLOOO0OO0OO0O0O000O0O00OoOoOoooOooOoOOODOOOOOOObOODODODO
DLLOOCOOOOO0OO0O0O0DLLOOOOOOOOCOOOOO0OO0OOO0OOOOOODODOOO
O00o00o0ooo0o0oo0ooooooooo ceUDOOOOOOOOOOOOOOO

Vo0l.2009-CSEC-46 No.43
2009/7/3

gobobooboobooboboobobobobobOobobOobOobOobobobobobo
gooobobo pLLOobooooboobobooooboooobobooooDobDOobUobo
gooooobooobooooooobooboooOobooobboboobOobobobo
000 DLLODOODOODOO0OD00000bO0bO0ODbODbDOD
void ReplaceIATTableInP2Psoftware

("kernel32.d11",
funcORG,
funcINSERT",
moduleHandler) ;
gbooboooooooboobobbbooobobooboboboboooboboboobo
gbooboobo

4.2 Windows OO OOO

Windows 000000 0O0DOOO0OOCOCOO0OOOOO0ODOOODOOODOOODO
00 Code Injection 00000000000 O0ODOOCOODOOOWSHO VBScript 00O
goobooboobooboooooo

5. J0O0bOO0O0O0oobO0ooooboobooon

5.1 P2PO00OOCOOOO0OOOOOOOOOO

gogooooooooooobooooooboooooooboooooboobobDbobooo
goooooboooooooooobooooooobooboooooobooboooooooDbbOoo
goooooooobooooooboooooooboboooDOD DLL Injection 00O OO
goooooooooooooobooooooobbooooobooooooobbooooooDoDbOoo
goooobooooooooooooooooooobooooobooboobooooooDbOoo
oooo

5.2 WebOUOOOOOOOOOOOO

OO0 WebOOOOOOOOODOOOOOODOOOOOOOOOOOOOODOOOOOO
O000000000000000OInternet Explorer 00000000000 O0O0O0DOO
goooobooooooooooobooboooooobobooooooboooOooooboOooOOobbooo
O000000o0ooooooooooOOoOoOWebODODODOOOODOOOOOOOOOO
O0000000O0C0OCCODLL Injection000000O00000O0O0CCOOODOODOO
ooobooooooobooooooooooboooboooooooOobooboboOoooooDobooo

(© 2009 Information Processing Society of Japan



Vo0l.2009-CSEC-46 No.43
oooooooooo 2009/7/3

IPSJ SIG Technical Report

DOS HEADER DOS HEADER 16000
PE HEADER PE HEADER 14000
IMAGE_FILE_HEADER IMAGE_FILE_HEADER 12000
IMAGE_OPTIONAL_HEADER IMAGE_OPTIONAL_HEADER 10000
% 800
IMAGE_DATA_DIRECTORY IMAGE_DATA_DIRECTORY
b
SECTION TABLE SECTION TABLE
ADDRESS OF > ADDRESS OF 4000
FUNCION A INSERTED FUNCTION
2000
ADDRESS OF ADDRESS OF
FUNCION B FUNCION B 9 M\M ﬂl f ]I. WJMAMMMUL
I 22 43 64 85 108 127 148 1p5 100 211 232 2583 274
CODE TABLE CODE TABLE Ee Gf connee ﬁoﬁs
CODE OF > CODE OF
FUNCTION A B FUNCTION A
CODE OF CODE OF P
INSERTED FUNCTION INSERTED FUNCTION |
05 000000000000000000000000000000000000000000000000
0 4 DLL Injection0 0000000000000 0000000000000000000000000 0000000000000 00000000000000000000

4 (© 2009 Information Processing Society of Japan



gooooboooag
IPSJ SIG Technical Report

ooooooOOwebODOODOOOOOOOOOOOOOODOOOOOOOOOO0O0O0O0O
gooooooooooooooooooooooboooobooooooobooooooDObOoo
gobooooooooboooobooboboooooooooooooooboooooboboooonDn
goboooobooobooobooooboooboboooboobobooobboooooo

6. DOOgooOOOOd

gddoooobobooodoooooooboobdddoooooboboboooooobboo
pPepO0000O00OO0O0OODOOOOOOOO0OODOOOOOOOSOOOOOOOOOO
00000000000000000000000000000Windows OSO NATIVE
APIOODO0O0OOO0O0O0OO0O0O0OOOOOOOO0OOOAPIODODOOOOODDODOOOO
O000o0o0o00oo0o0oo0o0ooo0ooo0ooooooooooooooo oS
goboooooooboooobooooo

o o O 0O

1) Kernel Based Virtual Machine, http://kvm.qumranet.com/kvmwiki

2) XEN virtual machine monitor, http://www.cl.cam.ac.uk/Research/

3) Tal Garfinkel and Mendel Rosenblum, " A Virtual Machine Introspection Based
Architecture for Intrusion Detection” , In the Internet Society’s 2003 Symposium on
Network and Distributed System Security (NDSS), pages 191.206, February 2003.

4) BD Payne, M Carbone, M Sharif, and W Lee. Lares, ” An Architecture for Secure
Active Monitoring Using Virtualization” , In Proceedings of the IEEE Symposium
on Security and Privacy (Oakland 2008), May 2008.

5) BAN Tao, ANDO Ruo, KADOBAYASHI Youki, ”Monitoring and Analysis of Net-
work Traffic in P2P Environment”, Journal of the National Institute of Informa-
tion and Communications Technology, Vol.55 Numbers 2/3 2008, ISSN 1349-3205,
2008.11.

6) 000000000000 00Mm Code injection D 00000 VMM OOOOOOO
ddo0bod0@moobobodoboooboobOo0oobOo0ooDboooooboooooao
oooooggo

7) Ruo Ando, Youki Kadobayashi, Youichi Shinoda, ”Incident-driven memory snap-
shot for full-virtualized OS using interruptive debugging techniques”, International
Journal of Security and Its Applications, vol.2, No,3,pp41-48, 2008 July, ISSN 1738-
9976

8) Deepak Ravichandran, Patrick Pantel, Eduard H. Hovy: Randomized Algorithms
and NLP: Using Locality Sensitive Hash Functions for High Speed Noun Clustering.

Vo0l.2009-CSEC-46 No.43
2009/7/3

ACL 2005
9) T.Kohonen, Self-Organizing Maps, Springer, 1996
10) V.Vapnik, ”The Nature of Statistical Learning Theory”, Springer, 1995

(© 2009 Information Processing Society of Japan



