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A Proposal of CAPTCHA using Strangeness in
Machine Translation
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CAPTCHA is a technique to prevent automatic programs from being able to
acquire free Email or online service accounts. However, as many researchers
have reported, the conventional CAPTCHA could be defeated by recent
malwares since the ability of PCs get closer to that of human. Therefore
CAPTCHA should be based on an even more advanced human cognitive
processing ability. In this study, to realize a new CAPTCHA, we propose to use
a human ability to recognize “strangeness”. As an example, this paper focuses
on strangeness in machine translated sentences, and proposes a CAPTCHA
which detects malwares by checking if a user can distinguish natural sentences
created by human from machine translated sentences.
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Figure 1 Anexample of a CAPTCHA used for Google Accounts
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Figure 2 An example of the authentication window of Assira [4]
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Figure 3 An overview of our SS-CAPTCHA

32 XEDEMK
SS-CAPTCHA %, CAPTCHA THh 5 UL L, FBFEICH WS & (NMBE-Tz TEARZ
SCE | CHEMETRRIC L VAR Sz TRARMRICE]) & BB U 9 2 LA 0

Vo0l.2009-CSEC-46 No.37
2009/7/3

HThd. AHTIE, TERLXE] OWELE, BLY, IRBRRILE] OART
FIZOWTHBAT B, LB, AR TIEIABPER Lz BRARSCE, 8L, FEBHEIER
W20 BRI N7 AR B R SUE & F L L NS(Natural Sentence), GS(Garbage Sentence)
LS.

321NS (BARLGXE) DIE

A F—=Fy b EIIIABBER LI XENEHICEFEET D0, b E2IREHTNK
TBIFTDH NS ELTHRIATASZ LI L. 28RS, 00X 5 R3CETsm (=
7)) b WEB BT DU %o T NS ThHANENERELHETS (WEB
MBRIZE > TUEXENROPNIENS THDH) ZERTEENSTHS.

Z ZCARTIE, =—¥2 SS-CAPTCHA ZFIA+ 2% (LLF, IFBFEE4TH 1 &\ ))
7N, Y — I CEOEREEIEL, B LW NS ZFEFFE 2 TV & v D itk
EBRATS. AL, 2—VRCTELIRTRDICLEEERTE DL O, LFEER

WCHiG %2 LERL, TOEBGEZHATILEEZERLTCLLIZEE L. 20
BEDBEiIE, BRI EY A Rnb T X AICHIMENS. U, —FRER L7
Fx 7% CS (Collected Sentence) & 5.

RF, WERDOZ L5, SS-CAPTCHA 2FIHT 22— N A TH B LIRS 722
W, £, ABTHEELTYH, TO—VPRHARRUZELZELLAALTIND &
HIR G2, Ko T, FBIEOBIC AN ESNZXEN NS & L CGHEIE/RE (F A%
RXE) THLHIEEWMRBTOILELRDD. 20 [ANEINEXEOFAM) Z/3AL
72 CS 7213 A%, NS & LT SS-CAPTCHA D LT —Z N— 2D P& EFSN TN L.
TEDFMHFIEICHOWTIL33HTHELLIERS.

322GS (FEALXE) OERK

RHEHRLLE GS X, WBEIR 7 v 77 A2 HWT, BREFEUANAOEEOBRRS
EEREREICHR T2 bk o TAERKRESND. REREZMNOSFEICHR L LETE
SEEICHEBIER LY (B, AARGE-IGE— BAGE), B0 SHEMN CHEWEIGR 2 & E
WCHMOIRLT (B, FEiE—>A XY TETGE>T7 7 U AESHARGE) bRV, [FHLU
SREICHT DR IMBEIR 7 v 7T AL b CHEHA L THLEDR .
FEFENBAFETH 52 —PITx+ %5 SS-CAPTCHA Z iz, &Ik i+ 5 GS
DA TN L FIZRT.

STEP 1. T AT MIIMIE SqzHETD. Syl ANEBE-T-BRRLETHY,
VAT LADLET — X N—RIBEFEINTND NS ThH, £ ¥ —3v kT
HHXLETHRW. T2, SQIEAARBETHLMLE T RND, TOSHEOLEL
HARGEICA T DHEIRR Y — VBRI RTRE CTH AMER H . 7el, VAT

(©2009 Information Processing Society of Japan



IPSJ SIG Technical Report

LiE Sy 2MiTFE (L) THRBRENTWAENEZHM->THEHDET 5.
STEP2. ¥ AT ATHEWENIR 7' 1 7T A(MT 1) & E- T, MIMIES, #5568 Lo
MH Ly (Le#FLy) ICHIERT 5. FIRRGED SCE Sy iE MT g (So) & RELTZ 5.
STEP3. T AT AIXSTEP 2 %27 & A7xE%(r [A]) My k7. #oiRLOE, FAR
BOSHEIXT U LCRESIND. HIZIE, Ss T TFO XSz omnnls
ECIERRATRETH B .
S5 =MT o (MT gz (MT pse (MT s (MT e (S0)))))
S5 =MT sy (MT s (MT posge (MT g5y (MT >m (So))))
VAT AT STEP 2 THEMRENTZXE S, Z HAFEIZHEL, Ak S iz
S = MT L p(S) % GS (REARZ ) E L TERAEICAHW S

STEP 4.

DR LA )M EDE D FHOMEHLTIELE, LV AARLR GS WAEKS
NHZENFHRIND.

3.3 SS-CATCHA M H#EH

AR THRET H SS-CAPTCHA 1L, TINEE] BIW IGRFE] D250 7 = —An b7
STW5A. NNE] 72— XIFHITNS (BRZRLE) 2BML T 72Dl TE

5. —F, IR 7=2—X 22 0BRSS, 1 oHIT Y% —V B Ak
DOOEWIEDONELIV 31752 L), $72bbARNKD CAPTCHA O TH 5. 2 0H
T MO —FORE T = — XZTADNEINZLEN NS (HARZRLE) £ LTEHS
DBLODEFMT D2 &) THD. LLTFIZ, SS-CAPTCHA OINE T = — X L RBFAET =
— XD HETRT. FEENLOMAMAERICE L0 LK 4~ 6 177, Y
ET 2 =X EBHET =2 — R Iy MR- TEY, 2—PIINET = — X %217 - 724,
AL = — X E1TH .

ONET = —X

STEP 1. v A7 AF2—WIZ—MOEHR 2R T 5. Z OERITERIEE Y1 h
LI UALIHRBFEND[E]. 2—FIEE LS NEERE TS, FRE BT
LXERER L, YATACANT S, SENT, B B CELAER LT
bhoZ ke LT

STEP2. ¥ AT A%, STEP 1 I CANENLXFEE WEB KT P TRETD
(FZA—FHMHmFR). [ UXEN WEB LICRON o= 8481%, NS E
PWHT D, BEICEL->TUE, 2P RXXEOHANEZRDDL LHICLTYH

a REG2mGRLEECOBRPNRE 2 MEH 2mE A Shank o, 742U o ZHEES Z 7 1R
WReE A WLV A FEFAT 2L RVWESS.

Vo0l.2009-CSEC-46 No.37
2009/7/3

LV, ANENTZXEE WEB RETDHZEICE T, ANSNEXERH
TCEREINTENETHDL I L E2ERLTND.
STEP 3. STEP 2 % i@i# L 7= ¢ X CS (Collected Sentence) & L CY AT ADLFET
— A NR—2ZEZ BN, Y TR - RIATT AR = —
RIZT, XEOE (BRRIXFETHLI0E) BiHisns.

Q@RIET =—X

STEP 1. ¥ A7 A= —IZ INS: BIRZRCE], [GS : BBHEIFIC L 0 Apk L= R
B XE], [CS: Yk —F LT O2—FDIET = —XIZTANEh
ToXE | ENDRDXERERTTDH. FRTDH NS OE%E N, GS D% G,
CSO¥%E CLET. XEHIZEINDI LEDOREE S 35 (S=N+G+C).

STEP 2. 2 — WX XFEREO F 2> 5 EFUE DO N LT Z M B3I T 5.

STEP 3. LEMDOPICEHEEN D NHD NS DHF S 0 yg LA ED NS Z38IR4 25 = & 2
TENE, YZa—Vix TAM & LCTHESN, 95 TRITE, TH)
ELTHEENS.

STEP 4.STEP 32T, AMITHD LHEI N2 —F NN L= CS 11X, AKX
ETH D AN E W=, Y% CS OFEE V & 1 A3, ARTH D
LHIE SN2 — Y RRBIR LR o 7= CS 1L, HARARCE TRWAREMEN &
Wiz H5% CS OFFAME V % 1 S8 5 3. STEP2 ICTHM TH B L HlE S h
To e —HF O®IUL CS OFHMIE V IZE % 5 2 7evy. F72 STEP 4 TIE, CS
72T GSIZX LT, CSRABRICTEDHEOFMAEZITH . Tk, UFE
WX > TIIHBEIRRICE VAR SNEXENBRRXEILRDZELHD,
ZTDE D7 GS kR L CENLUBEORGEDOF THELNDE Z L EZH<THT
b5, 708, CSB LGS OIEME V OWHIEIZ0 TH 5.

CSiE, K ANDZ—PFIZL->TIHiENE. T72bb, HH2—FORET = —X |
TANENT-XE (CS) 1%, TD%, BEDHXA IV I THKADZ—FDORIET =
—ZADHTEFEND. K ADZ—PFIZ X D7 MiD%, CS OFEE V 250 s A LT
HIE, CSIX THARLLTENS L LTHEbLW] LHEBrah, IBEIEINS & LT
AT LDLFET —FR— ARG ND. £ ) ThiFE, CSIEmHEIND (F21F
GS & LTHIHT5). RERICLT GS LAkl S, GS OFHME V 230 gs BL ETHi
I, GSIF [MREKRARLEGS L LTHEbLLIARN] LHEEN, GS & LTHIAS
ey (F7IEINS ELTHWLND).

(©2009 Information Processing Society of Japan



IPSJ SIG Technical Report

DB: DataBase
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Figure 4 The scheme of SS-CAPTCHA.
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Figure 5 The scheme of collecting phase SS-CAPTCHA.
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Figure 6 The scheme of authentication phase in SS-CAPTCHA
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Figure 7 An example of an authentication window of SS-CAPTCHA
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Table 2 Authentication success rate and time required for sentence selection

GS AR TIE
@® @) &)
C D C D C D

5 17.50% 52.50% 46.25% 71.25% 28.75% 71.25%
0 s 4 76.25% 93.75% 91.25% 98.75% 92.50% 98.75%

3 93.75% 100.00% | 100.00% | 100.00% | 100.00% | 100.00%

2 100.00% | 100.00% | 100.00% | 100.00% | 100.00% | 100.00%
TRARRE [ 69.36 [sec] 66.73 [sec] 60.37 [sec]
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HRR XA BEMICINET 5 FIEOBRF A BULEILR>TLL D LB LS.
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YIR RN Sl ke faﬁi‘stﬁ GS| X [RAKRA NS ZHbr4 52 & T, KiERdE
BEROLNDETHIND, £z, [1 BORFEEAIZERRINDHILED 15 HE L0 iz
W, BORARIZMEENTZ] EWHIHREDER LS -7, 1 BIORBKIZEIT 5 LHE
D& EZEFTHS LTH SS-CAPTCHA NIE L BERET 2OV TH BRI LTV
SBERBHDESS .

T2, ALPIRREL TVD LI, ERa—Y (A IZE->T LR W (=
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SS-CAPTCHA 1%, THBEIER 7' v 7 J MITREEM 2B R ZXT CE b0 0, KK
CLTHARLRUEAZBHNICEDL Z ERREETH D &0 ) FELD, BBIIHEREIRR
FRWTER SN 0E & ARIBE- 72 30E & OEfiZngEWE RO 5 2 &b IR
DTIEZRND] EVIREIZESHNTWNDS. L, NEMEOE VAR RS HE)
BICIED Z &) & TEMKOB D RARLEXTEE RO 5] 2 LiF, AYIoHic s
S CHRBEICHREEZRETH 2 0ITITRMANE D . 2220 TS B R AT L,
SS-CAPTCHA M3 #fiZ & - TARYICAEFNE R BE TCH D2 NI OV THIHAEL T
SFETHD.

523 AEDEEN %#EFR L 1= CAPTCHA D fEsx

ANRIOH#ES ZTGH L7 CAPTCHA O, KERAESMELR->TETWND. 2
DOREITKRE <450 T HERE L9718 /112 & 5 CAPTCHA OfEHE[9]1 3L R ) ¥
A FHIEHIC LD CAPTCHA OfiF#i[1, 10]) I 6h 5.

@K E 4518 )11z & 5 CAPTCHA O f#5%[9]
HEFICLZNVEETHEE 2R, ffH LW KkED CAPTCHA %, KE4& 7@
BV, HOHICEELTHEHI)ZET, CAPTCHAZEIC L L) T 23K B THS.
Az LT, EFRISARBEOMELRF L TWHEZXLNE. 287
B, Bl ZIXAARFEEZHWZ CAPTCHA O%4A, —#kIZ, AARGEZREEETL2—%
ThRFIIE, BARBOXZEDQLMZFEROBEWVICEAMLS ZEEFHELULNSTHS. 5
WX B L, 7T HTFROT VT 7 Xy MaefgmeZ ENTE XLV &0 BETF
@ CAPTCHA fift 5t (2 W B2 72 G518 D Jé H S 12 b, SS-CAPTCHA D i Bl i B 72 55
BEORHASIEPEEICE L 78D,

@KL/ V1 FHEHIC XD CAPTCHA OfEsR[1]
A7 B A RISV EigE RS 5R00 0 Iz, #EH L2V CAPTCHA 2[RI
LTH5H92 4T, CAPTCHAZ MBI L X H ETHHETHS.
AREBIFMEFRUTBWTHLRERMETHD, BIRRIIREZR 20> T 720,
S, R PUSNOY—E AP A FEFIH L CREED CAPTCHA fiflat 2 4 5 RIEH
DHEZ T D EHBEND Z D, ZOMOBEICK L TRAICHGH L Tt
X7 72w,
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