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A bot detection based on behavior changing
according to execution environment

TAKAHIRO SAKAI™ KEISUKE TAKEMORI™
RUO ANDO™ MASAKATSU NISHIGAKI™ 15

Because of bot’s sophisticated techniques for hiding itself, it is difficult to distinguish the
bot's malicious process from legitimate process. Hence it is quite essential for bot
detection to find bot’s inevitable behaviors. In this paper we focus on the fact that almost
all bots have both behaviors of intrusion and attack to achieve their aim, and creatively
use both behaviors depends on their execution environment. Thus, we propose a new bot
detection scheme which is based on bot's behavior changing according to execution
environment. At the first step of the research, this paper discusses to detect bots by
checking if their behavior is different when they are residing inside or outside of the
system directory on the OS.
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Figure 1 Bot’s behavior according to execution location
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Figure 2 Legitimate program’s behavior according to execution location
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Figure 3 Overview of proposed method
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