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Invited Speech: C/C++ Secure Coding Practice
for Proactive Software Development

Masaki Kubo'

Abstract : This talk will first discuss the trend of vulnerabilities that surround our software
development environment where vulnerability prevention is becoming critical. The 'dark
side’: an attacker's perspective will be conveyed to illustrate the importance of secure coding
practices. Lastly, as a tool for secure software development, CERT Secure Coding standards
developed by CERT/CC along with JPCERT/CC will be shown.
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http://www.jpcert.or.jp/securecoding.html
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http://www.jpcert.or.jp/research/2008/SecureCodingRules-J_200808.pdf

CERT Secure Coding Standards

https://www.securecoding.cert.org/

ARFEFEEA JPCERT 2 —7 ¢ X — g e ¥ — [ERIGERIR 7V —7

1 (©2009 Information Processing Society of Japan



