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Goal Oriented Analysis Method
for Security Requirements

Mariko Fukawa' Saeko Matsuura'™

It is a good plan to specify system requirements for security functions based on ISO/SEC
15408 (Common Criteria), because it gives us an appropriate criterion to develop a
secure system. However, it is difficult to manage the requirements based on CC that was
written in abstract natural language. This paper proposes a goal tree that expresses all the
contents of CC by a goal-oriented analysis method. Our aim is that the goal tree enables
us to reuse the know-how to specify appropriate security requirements. Moreover,

we show that an actual example security requirement can be specified by the goal tree.
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