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Evaluation of Memory Protection Mechanism
with Dynamic Changes

SHIMPEI YAMADA! and YUKikKAZU NakamoTo Th12

Recently, in embedded systems, programs become complex with increasing
size of system. As a result, unexpected behavior of a program has an impact
on the other program areas, and the reliability of the system decrease. To
prevent illegal access to other program areas, memory protection mechanism is
necessary for embedded systems. In addition, resources tend to be dispersed
into OS, middlewares and applications in embedded systems. Middlewares, and
applications manage resources directly, so that it is necessary to protect mul-
tiple areas. This paper proposes a memory protection mechanism that enable
allowed accesses between multiple program areas. Additionally, we evaluate
the overhead when proposed memory protection mechanism is used on ARM9
processor.
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