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Memento Project:
Information security dataset generation and filtering
using virtual machine introspection

Ruo Anpo ! Youkr KapoBayasur !
and YorcHr SHINODA 1

With the rapid advance of malware capturing technology, networked systems
is able to obtain a large amount of logs. At the same time, storing, searching
and classifying techniques for coping with a large size of logs. In this paper
we propose a project called memento undergoing in National Institute of Infor-
mation and Communication Technology. Memento project aims to deal with
fine-grained observed data, probe design for security incident and data filtering
and its analysis. For taking some measurement for complicated and sophisti-
cated security incident, more fine-grained logging and a diversity of analysis
techniques are necessary. Memento project is going to provide integrated en-
vironment and dataset for evaluating both probe and analyzer. We hope that
the analysis and response of security incident will become more sophisticated
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by the contribution of Memento project.
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void LoadImageNotifyRoutineq{
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HANDLE ProcessId,

PIMAGE_INFO ImageInfo

}
oooooo0ooo0ooooo0oooooooo0ooboOo0o0oooo0oooon IbT OO0
O0000000O00ONTFSOOOOOOOOO0O0O0O0O000000OLoadIlmageNotify-
Routine 0000000000000 O0O0O0sys0000000O0O0O00O0O0O0OO0OOO
oooooodooooooooooooooooo

3. 0oobOooooobooboooooao

000000 PROBEODODOOOOOODOODODDOOOOOOODODOOOOOOOOO
000000000000o0o0o0oDO00oU000oooooOOo0o0ooooUoOoOoooooo
000000000 000O00000o0o0oOoDOOoOo00o0D0ooooooOoOooooooon
000000oooooooooooooon

3.1 0OO0OOO0OO

Memento 000000000000 O0OD0OO0OOO0OOOODOO APIODOOOOOODOO
00000000000000000 APID00OOO0O0OOOO0OOOOOO0OOOoOOO
000000ooooooooooooooo000oooooDoo0oO0O0nO0Windows
oSd0000D000000D00000D00000000000000000Od sparse 0 0
gooooooooooooooooooobbooooooooooooobooooa
3.1.1 JO0OOOogad
gooddoooooboooooooobboboooooobooooooooooo
oooo0oOoOoU0ooooooOoDOoO0oU00oO0ooOooOOoUUoooooOoDOoOoooOooD
0 00 0O Locality Sensitive Hashing 000 000000000000 O0OO0OOCOODOOO
Oo0ooooooooooooo

3.1.2 JO0OD0OOOOoOoOoOog
00ooOo0o0o0oU0ooDOOo0oU0U0doCooOoDOODOooUoUOooooooDoooUooon
0o00o0o0o0o00oo0oo0ooooooopPCcHOOOOOOOO SVMOOOODOOOOO
0000000000 oooooooooooooooooog

Vol.2009-SE-164 No.29
Vo0l.2009-EMB-13 No.29
Vo0l.2009-CSEC-45 No.29
2009/5/29

3.2 0DO0O0O0OO0OOOOOO
ggoooooooooooooooooboboooooooobooboobooooooDobooo
gooooboooooooooooooooboooooboboooooooboooooDboo
goooobooobooooobooooooooobobooooboobooDboboboDo
ooo

3.2.1 OOO0OOOOOOO
gboobooodoboooooobobooooooooboooobOooooobooooboo
goobooodooooooboooooboboooboooboOooooobooOoboOoooobooboOoOoa
oooboooodoooobodoooobooooboooobboobOoOooOobooboOooo
0000000000000 0000000 APIODOOOOOO0OOOOOOOOOOO
gooooboooooooooobooooobOoboOoooobooOobocOoOooobobOOoboObOo
O00000000000000000000 Windows OSOO0OOOOOOOOOOO
gobooooboooobooooooo

3.2.2 OO0ODOOOOO

000000000 Okohonen(9) 0000 O0OUDOUOODOOODDOOUOODOLOO
O0kmeans 0000000000 O0OCDOOO0O0OOOOOOOOOODODOCOOOOOO
ooboooooooo

3.23 0O00OO0OOO0OOOOOO

00000000000 (8)UDO0000D00O00O0DD00D0O000DO0DO0UoD0O0OO
gooobooooboooooboooobooobooobooooobobooobooDbooDo
oooooobOooooOooooooboboooooobooooon

4. 00O0OO00OO0O00Od

goooooooooooooooobooboooobbooobobooooooDobooo
goooobooooooobooooooooboboooooooooooooobooooboOoa
gooobobooooooooooboooooooboobooobooooboooooooooooo
gbobobobooooooooooboooooboboOooOobOoOoooooOooOooooOoboOooa
goooboooodoooooooooobooOoooobooOoboOCOboOoOoOoooooDobOoOoo
ooooboooooooobooocoooobooOobOOoOoO0OobOOobOOoOoOoOoOoooooOboo
oooobooooooooooobcooooOoboOooOoOobOOoCcOoOoooOobOOOOboo
obooooooooooooooboooboooOoOooooooooooooboooODOODbOOoon

(© 2009 Information Processing Society of Japan



gooooboooag
IPSJ SIG Technical Report

TIME SAMPLE1  —
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Feature Vector [Fy 1. Fi2. _ Fisol :
50 {dimension} needs to be fixed.

[N N2 L. M50 ] SEGMEMNT1-1

[TIME ADDR .. SIZE ]

|:> [ 1 ] timestmp, F a—mea I"I(N] i), F _2:5‘td(N-| i), F _3=rnax(N1 i)—mi I"I(N] i)
[ 1 ] timestmp, F q—mea I"I(N-| i): F _5:Etd(N-| i): F _5=rna)((N~| i}—mi I"I(N-| i)

[MN1 N2 ... NSO ] ¢ SEGMENT1- 2000

sSAMPLE2 —
SHELLCODE EXECUTION

[MN1 N2 ... NS0 ] 1 SEGHIENT2-1 :

[TIME ADDR .. SIZE ]

[1]

[0] timestmp, F2_| =II'EBI"I(N-| i): F2_2=std(N1 i): F2_3=rnax(Ngi)—min(Ngi)

[O] timestmp, F2_4=rnean(N| i), F2_5:5td(N1i), Fz_szrﬂa)((h‘zi)_min(h‘zi)

[O0]

[MN1 N2 ... NS0 ] 1 SEGNIENTZ2- 500

[MN1 N2 ... NS0 ] @ SEGMEN

SAMPLE-L
BOTHNET EXECUTION EXECUTIY

[N1 N2 ... NS5O ] : SEGME

[TIME ADDR .. SIZE ]

[MN1 N2 ... M50 ] @ SEGME

|:> [0] timestmp, F3a =meardh i), F3_2:5td(N1i), F3_3=mx(hl3i)—min(hl3i)
HT32-1

[0] timestmp, F3_4=rnean(N1 i), F3_5:5‘td(N-| i), Fg_ﬁzniax(N;;i}—min(N;;i)

[o]
IT3- 3000
Y |:> [1] timestmp, Fai;=mean{My), Fas=std{Meg), Fas=masx(hly—minthly)
MNT-1 [1] timestmp, Fys=mearn(hly}, Fis=std{hy}, Faqs=maxd{hlyd—min(hly?
[1]
MT4- 150

SAMPLE3—
MNORMAL OPERATION
[N1 N2 ... M5S0 ] @ SEGMENR
[TIME ADDR .. SIZE ]

02 0000000000O00O00O000O00O0O00O00CO0OO0OOOO0O0OO0COOOO0OOOO0OO0COOOOOO0OO0O0COOOOOOOOO0DOOOO0O00O0

gooooooOoobooooOonoooo

oo

4 (© 2009 Information Processing Society of Japan



Vol.2009-SE-164 No.29
Vol.2009-EMB-13 No.29
Vo0l.2009-CSEC-45 No.29
2009/5/29

gooooboooag
IPSJ SIG Technical Report

hame API attributes hack method

index zwMapviewofSection [memory access (kernel) SDT interlockexchange
index zwMapviewofSection [memory access (kernel) SDT interlockexchange
ProcessHandle zwMapviewofSection [memory access (kernel) SDT interlockexchange
BaseAddress zwMapviewofSection [memory access (kernel) SDT interlockexchange
ZeroBits zwMapviewofSection |memory access (kernel) SDT interlockexchange
CommitSize zwMapviewofSection [memory access (kernel) SDT interlockexchange
SectionHandle zwMapviewofSection |memory access (kernel) SDT interlockexchange
Win32Protect zwMapviewofSection [memory access (kernel) SDT interlockexchange
AllocationType zwMapviewofSection [memory access (kernel) SDT interlockexchange
index VirtuallAlloc memory access (user) DLL injection setWindowsEXx
index VirtuallAlloc memory access (user) DLL injection setWindowsEXx
ProcessHandle VirtuallAlloc memory access (user) DLL injection setWindowsEXx
dwSize VirtuallAlloc memory access (user) DLL injection setWindowsEXx
flAllocationType VirtuallAlloc memory access (user) DLL injection setWindowsEXx
flProtect VirtuallAlloc memory access (user) DLL injection setWindowsEXx
index pre—read file access (NTFS) filter manager

index pre—read file access (NTFS) filter manager

IsDirectory pre—read file access (NTFS) filter manager
AccessRecord pre—read file access (NTFS) filkter manager
AccessAttributes pre—read file access (NTFS) filter manager

ProcessID pre—read file access (NTFS) filter manager
ProcessAttributes |pre—-read file access (NTFS) filker manager

index pre—write file access (NTFS) filter manager

index pre—write file access (NTFS) filter manager

IsDirectory pre—write file access (NTFS) filter manager
AccessRecord pre—write file access (NTFS) filter manager
AccessAttributes pre—write file access (NTFS) filkter manager

ProcessID pre—write file access (NTFS) filkter manager
ProcessAttributes |pre—write file access (NTFS) filter manager
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