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Yataglass: Network-level Behavior Analyses of
Memory Scanning Attacks

MAKOTO SHIMAMURA ! and KenJ1 Konofli2

Remote code-injection attacks are one of the most frequently used attack-
ing vectors in computer security. To detect and analyze injected code, some
researchers have proposed network-level code emulators. A network-level code
emulator emulates shellcode’s behaviors and it thus can detect shellcode ac-
curately and help analysts understand the behaviors. We demonstrated that
memory-scanning attacks can evade current network-level code emulators, and
propose Yataglass, an elaborated network-level code emulator, that enables us
to analyze shellcode that incorporates memory-scanning attacks. According
to our experimental results, Yataglass successfully emulated and analyzed real
shellcode into which we had manually incorporated memory-scanning attacks.
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Table 1 Freqently used registers in Intel x86. Registers in lower half are not directly accessible in

instruction operands.
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Evasion Code
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Shellcode | GetPC | Get scanning address | Scanning loop | Control transfer | Decryption loop | Encrypted data
y X 7y
Get a return address Scans code ", Calls and Decrypts data to execute
as a scanning address  + region forret ", Returns shellcode body
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Fig.1 Example of memory-scanning attack.
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# ADDR J 0000000000

1 mov edi, ADDR # edi = ADDR (CODE_PTR)
2: loop:

3 inc edi # [edi] = CODE;

4 cmp byte [edil, 0xC3 # ’ret’ 000

5: je loopout # if (*edi==’ret’) goto 8;
6 jmp loop # else goto 2

7: loopout: # CONTOODOOODOOOO

8 call edi # ’ret’ O0OO0OO

9: CONT:

02 0000000000000
Fig.2 Example of scanning loop.
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Table 2 Shellcodes used in the experiments. Table 3 Summary of emulation results.

ooooo oooo ooo CVE OO oo ooooao ooooo Yataglass Spector goooao Yataglass Spector
tsig.c bind <= 8.2.2 SecurityFocus | 2001-0010 | OO0O0O00O 0o tsig.c (0OO) v Vv OpenFuck.c (000O) Vv v
7350wurm.c wu-ftpd <= 2.6.1 milwOrm 2001-0550 | OOOOOO oo tsig.c (0OO) Vv — OpenFuck.c (0O0O) Vv -
rsync-expl.c rsync <= 2.5.1 SecurityFocus | 2002-0048 | 0000 DOO oo 7350wurm.c (0 O0O) Vv Vv sambal.c (0O0O) v Vv
73500wex.c wu-imap 2000.287 milwOrm 2002-0379 | O0OOOODO ToUpper 00O 7350wurm.c (00O 0) v - sambal.c (00O0O) Vv —
OpenFuck.c Apache with SecurityFocus | 2002-0656 gooooo oo rsync-expl.c (000) Vv v cyruspop3d.c (00 0) v Vv

OpenSSL <=0.9.6d rsync-expl.c (000O) Vv — cyruspop3d.c (00 0O) v —
sambal.c Samba 2.2.8 SecurityFocus | 2003-0201 | 0000000 oo 73500wex.c (OO DO) v Vv
cyruspop3d.c | cyrus-pop3d 2.3.2 milwOrm 2006-2502 gooooono oo 73500wex.c (0O DO) Vv —

000000D0O0DO0DO000D0O0O0O00O0d Spector 0000 Spector 0000

0000000000000000000000000000000000Onamed? 0 No. sddr. Tamv. | Mnemomic Hote 0054 00ad dasee f4:

wu-ftpd?? 0 rsynczs)D Wu—imap%)D Apache Web Server®” 0 samba?® O cyrus—pop3d29>
goo0o0oDbOo0bOO0oU0DbODO 20000000000 00DOOOOODOOODOOOOOn
gooo0oooo0ooooOo0oO0oOOo0bDoOO0bO0Od0oDOogooOoOooDoogno cvEOoOO
g0oo0d0obOo0bOOo00oDOoO0bOO00oDOoO0obDbOOOoDOoODo
0000000000 0OD esp00000O00ODDODOOOOOOOODODOODODOO
000000000 0DCO evp0000DODODOO0OO0O0O0ODODOOOOOOCOOOeppd
000000000 0DOCO000DODOOO0000b0ODDesp00ODOOOOOODODOO
gooo0oooo0oo0oO0oOoOo0ooOOoU0oDOOoO00oOOoU0DOOO0U0ODOOoUODbDOOODOOO
00000000000 0DO00Db0O00DOO00O00DO cyruspop3d.c 0 ebp DO OO
g00o00DOOo0b0O0O0O0bOO00ODOOobOO00DOOUODbO eespOboobboonoOO
oooobooboooooooboobOobo NULLODODOOOODOOOOooOOoDOo
00000dfdooooooooooooooo cooooooooOoOoOogoNULLOO
gooooooobDO0obOo0obOobOO0oDO0DOO0bO0ODOwu-imap DO0ODOOOOOOO
wu-imap O ToUpperO OO O0OODOOO0OO0O0DOOOOOOODOOCOOOODODOOO
gooooooooooooboooboboOoobOoOoobooOoDoooboOoOoDbboOboo
5.2 OJO0O00OO0OO0OO0ODOOOOOOODOOoOoboboOoOon
0 30 Yataglass O rsync-expl.c D0 0O000O0D0OO00O0O0OOODODOOOOOODOO
000000000000 000000000O0 (60)oODLDULOUOUO (60)H)OODO
0000000000 0DOD0O00000DOO00DbODOOOYataglassOOOOOOOODOO
0000000000000 00U(@UDoOo004d U0 0067) 000000 ODOOO eax
000000000 0DOOCO000DODODO0O00ODOOOd Yataglass O eax 0 CODE_PTR O

0055 00af d97424d0
0056 00b3 8b7424dc
0057 00b7 89c7
0058 00b9 b05d mov al,0x5d
0059 00bb DbOffffffff mov ecx,Oxffffffff
005a 00cO fd std
005b 00c1l 47 inc edi
005c 00c2 803f5d cmp byte [edil,0x5d
compared CODE_1 and 5d
005d 00c5 75fa jnz Oxcl
conditional jump symbol: (CMP CODE_1 0x5d)
assign_value: CODE_1 = 0x5d
005e 00c7 47 inc edi
005f 00c8 803fc3 cmp byte [edil,0xc3
compared CODE_2 and c3
0060 00cb 75f4 jnz Oxcl
conditional jump symbol: (CMP CODE_2 Oxc3)
assign_value: CODE_2 = Oxc3
0061 00cd 83c628 add esi,0x28
0062 0040 4f dec edi
0063 00d1 56 push esi
0064 00d2 55 push ebp
0065 00d3 ffe7 jmp edi # Jump to victim’s memory

fstenv [esp-0x30]
mov esi, [esp-0x24]

0040 0076 31db
0041 0078 53
0042 0079 686e2f7368
0043 007e 682f2f6269
0044 0083 89e3
0045 0085 8d542408
0046 0089 31c9
0047 008b 51
0048 008c 53
0049 008d 8d0c24
004a 0090 31c0 Xor eax,eax
004b 0092 bOOb mov al,Oxb # Syscall No. of execve
004c 0094 60 pusha # Save registers
004d 0095 89ee mov esi,ebp # ebp = STACK
004e 0097 81ic6fcffffff add esi,Oxfffffffc # esi = STACK - 4
004f 009d 8b06 mov eax, [esi] # eax = CODE_PTR
0050 009f 3d01900408 cmp eax,0x8049001 # Avoids null byte
# compared CODE_PTR and 0x8049001
# symbol: (CODE_PTR AT Oxbffe10Ofc)
0051 00a4 7cfl j1 0x97
# conditional jump: (CMP (CODE_PTR AT Oxbffe10fc) 0x8049001)
#### (forked and child process terminates) ####

xor ebx,ebx
push ebx

push dword 0x68732f6e
push dword 0x69622f2f
mov ebx,esp

lea edx, [esp+0x8.
XOr ecx,ecx

push ecx

push ebx

lea ecx, [esp]

mov edi,eax

# (SUB STACK 0x50)

-— #
# symbol: (CODE_PTR AT Oxbffe10f8) ggzs o i: Lt ot gggg';
0052 00a6 3d10101008  cmp eax,0x8101010 # Avoids null byte -
compared CODE_PTR and 8101010 0068 00d5 61 popa
P - 0069 00d6  cd8o int 0x80

symbol: (CODE_PTR AT OxbffelOfc)

0053 00ab 7fea jg 0x97
conditional jump: (CMP (CODE_PTR AT OxbffelOfc) 0x8101010)
#### (forked and child process terminates) ####

0 3 rsync-expl.c0000000000000000O0DDDODDOOOOOO Yataglass OOOOOODOD
000 640 (0x40) 000000000000 DDOOOOOOOOOOOODOO.
Fig.3 The emulation result of shellcode generated by rsync-expl.c, incorporated with memory-

Linux system call 11 (execve) detected!!
path=//bin/sh |CONCRETE|
argv[0]=//bin/sh |CONCRETE|

scanning attack, with Yataglass. Logs of first 64 (0x40) instructions and outputs from forked
instances are omitted.

gb00o00oDO000000000 eax O 0x804900100 0x8101010 0000 OO OMODO eax
0000000000000 00O0OD0O0000OYataglassOOODOOOOOO eaxO0ODO
gbooboooooboooocooooooboobooooooOoboooobooooDoOon
0000000000000 DO0000DO(OOUOOo oS L) ODDOUDULOOO
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Emulation start from 00000000

No. Addr. Inst. Mnemonic Note 0048 008c 53 push ebx
0049 008d 8d0c24 lea ecx, [esp]
0040 0076 31db Xor ebx,ebx 004a 0090 31cO XOr eax,eax
0041 0078 53 push ebx 004b 0092 bOOb mov al,Oxb
0042 0079 686e2f7368 push dword 0x68732f6e 004c 0094 60 pusha

0043 007e 682f2f6269 push dword 0x69622f2f 004d 0095 89ee
0044 0083 89e3 mov ebx,esp 004e 0097 81lc6fcffffff add esi,Oxfffffffc # esi = unknown
0045 0085 8d542408 lea edx, [esp+0x8] 004f 009d 8b06 mov eax, [esi] # Unknown 0O0OODO
0046 0089 31c9 XOr ecx,ecx MEMORY FAIL -- unknown address is used

0047 008b 51 push ecx

0 4 rsync-expl.c 0000000000000 O00O0O0OO0O0OOOOOOOO Spector00000O00O0O
00 640 (0x40) DODOOO0OOOO
Fig.4 Emulation result of shellcode generated by rsync-expl.c, incorporated with memory-

mov esi,ebp # ebp = unknown

scanning attack, with Spector. First 64 (0x40) instructions are omitted.

000000000000 000000000000000 pop ebp0d ret00000O0O
Yataglass 0 0x5D00xC3 0 CODE_10CODE.2 0000000000000 0OOOOOOO0O
0000000000000 0UD0O00 (copE-2) DODOODO (DDOOO o0065) 0O ODO
000000 pop ebp, ret 10000000000 00d500000 (DTOO 0068)00
O0000DD0O0O0 execve() JOO0OODOOOOOOO/pin/sh 000000

040 Spector 00000000 DODOOOO0OODOODOOODOOOSpector00O0O
J00o00o0ooOO00000oooO0o0oO0000ooO0oO0oD000oOooOOoDOoDooooooO
(004t 0 0)DD0OUOSpector 10D 0UOOD0OUOOOOUDODOOUD

0000 30 YataglassO Spector U0 O OOOOOO0OODOOOOOOOSpector000O
0000000000000 D0000000000000000000DO0OO0OO0O Yataglass
ooooooooooooo

6. O O

000 YataglassOOOOOOOOOOOOOODOOOOOOOOOOOOOOOODOO
gbooooobooooooooboboobooooboooooobooooooboooooon
Yataglass 0000 0000000000000 0O0O0OO0O/proc/XXX/maps(XXX 00
o0ooU0oooo0 Ib)000o00o0o0oU0o0oooOo0o0oo0oUoOoDoUoO
0000000000 00000000 Yataglass 10000000 /proc/XXX/maps O
000000000000 0000o000o00o000O000oOooOg GOT (Global Offset
Table) O PLT (Procedure Linkage Table) 10 0000000000000 0O0O0OOOO
0000000000000000OYataglassOOO GOTO PLTOOOO0O0O0OOO

O000D0OOYataglass 00000000000 OCDODOOOOOOOOCOOOODOOOO
00000000000 000000D00O00000000000D0D0ODO Yataglass O

Vo0l.2009-ARC-183 No.9
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2009/4/22

0000000000000 DDOOx86 00000000 pep0 OO 800 0OO0Ox5800
ox5F 0000000000000 DOOODODOUOCOCOODOOOO 8000 popOODO
gooooooOo0oOoOooOoOooOoO000gooooooOoooOOooooOooooooooD
0000000000000 0O0OD0O00000C000ODO YataglassO0OOOO ValueODO
g0doooooooooooOoOoOoOoOoOOo0oUoooooooooooDio0O0OoDD
gooooooOoO0oOoO0ooooOoOO0O0ObO0UU0D0oooOoOOoOoOoOoOOOooooooD
0000000000000 OOYataglassOODOOOOOOOOOOOOOODOOOOO
OO0OOOVYataglass 00O OO0O0OOCOOCCOOOOOOOODOOODOOOOOOOO
000000000000 00000O0OYataglassOOOOOOOOOOOOOOOOOO
go0ooo0odoooooO0oOobD 300b00o0ouoooooobooooogooDooo
I:JI:JI:JI:JI:JI:JDDI:JI:JI:JI:JI:JI:JI:JI:JI:JI:JI:JI:JI:JDDEJEJDAddressSpaceRandomization3O)
00000000000 00000D00000000D000000000000 Yataglass
0000000o0oooooooooo0oooOooOooooooooon

7. 0000

0000000000000 00000000000000000000000000
0D00D00D0O00SigFree!” 000000000000 O0ODODODOOODOOOOOOO
0000000000000 0000000000000000000000000000
0000000000000 0000000000000000000000000000
Kruegel 19 0000000000000 O0O00O0O0O0OOOOOOOO0DOOOOOOO
00D000000000000D000000000000000000000000000
0000000000000 0000D0000000000000000Yataglass 00O
0000000000000 000000000000000000000000000
0000000000033 0o0000000000000N0NONNNoononoonong
00000000000000000000000000000000000000000
00000000000 00D0000000000000000000000000000
000000000000 0000000000000OYataglass0OOOOO0D0OO00D
0000000000000 00000D0000000000000000

8. 0000

obooboooooooooooboooooooobooooooooooooooooonon
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gobooooooooooooooboobooooooobooooooooOogoooonoa
goboooooooooooooboooooooooboboboooooobooboooboooagn
goboooooooooooooooooooooboooooooboobooboooboonoan
gobooobooooooooooooooboooooobooboooooooooooOooon
goboooooooooooooooobooooooboboooooooooooooonoa
gooooO0O0OOoO0O00ODb0O0O00000 YataglassOOOOOOOOO Yataglass 00

gboooooboooooooobooooooooboooooobooooooboooooon

Yataglass 00 0000000000000 O0OO0O0OCOOOOOOOOOOOOOOOOO
gbooooobooooboooooooboooooobOboOoooOooooDooo
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