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ARM7—*%TO9FvAREBIYVEZZDRAHF

O NI - I

A8, "N—Ry=T7OMRER EIZX > THAAREIRICB T B~ v E=X
(VMM) OFABERSND L IT>TETWD. T 2 TR T AR
D CPU TH5H ARM 7—F7 7 F ¥ IO VMM %Bi%9 5. VMM % HitEE—
F, Ak OS 3T — RCEESE L2 L TRy VT 4 TRFEHISE VI
THEL, VMM THEUICTI 2 L—a %179, £/, BRI LR Z LR
AAUERRALEEE Y oty hE— RERMET 22 T A N OS ZIEFEE— K
WNTEMESE S Z L 2RI 5. ARBFEIZHES A kb OS Oa—F 7t A4
FTCRENET LTINS,

Development of Virtual Machine Monitor
for ARM Architecture

AKTHIRO SUZUKIT! and SHUICHT OtKAWAT!

In these days, the performance gain of hardware promotes the use of Virtual
Machine Monitors (VMMs) in embedded systems. Therefore, we develop the
VMM for the ARM architecture that is the most widely used CPU for embed-
ded systems. Since the VMM executes in privileged mode and the guest OS
executes in non-privileged mode, the VMM can catch the execution of sensitive
instructions as an exception and emulate them appropriately. The guest OS
can execute in non-privileged mode thanks to virtual bank registers and virtual
processor mode using domain provided by the VMM. The current status is that
the guest OS can create user process.

A H, MAIALHEGRITIA AASITE R AL A 7 TEBET 2 EERER Lo TV
D0, FOMAADEERTER SN DHEEED, TAEDONN— R =7 OB LWERER R
Ko TCHEICRERLDICR>TE TS, £, Bl B & AAES{UICHE D Fri LB
A A 7 NVERFE~OER G AR L TR Y, THOBRR E 72> THRAA SRR O
FRHECHT R EX 2V T4 2FERLTCLEIRNLL S S.

COXDBRMEERRT D FRLE LT~ E=4 (Virtual Machine Monitor :
VMMV 28 AT 5 Z EBRE2 NG, VMM 28452 L THh— Ry =7 EICEED
A~ > (Virtual Machine : VM) 2555 2 LR TE 5720, 1 2ON—Fy =7 Lk
TIHEMIC S NIZEHDO T AN OS 2FEITTHIENTED. 20w, fleLTE
X2 VT4 DL Lo TEBD VM &7 A2~ OS il L7c G, MAABEIEROZ
EMEDN EEREREX 2 VT  ORBINAREL 72 5.

VMM BT — AR TR &N, TA-32 7—%7 7 F ¥ ICERZ B 72 VMM 28
25 EOTWDD, ~N— R =7 OMFEN _EIZ K o TRRIICITH A BFEEZRIZ S VMM
OHEMPBEAEIND THA9 EBEZLND. I TR CITHAALBELR TIA< AV b
TW2 ARM 7—%7 7 F ¥ HHDO VMM Z BT 5 Z & THLA AL T O CPU ~D
VMM OEAZHET 5.

AL TIZ ARM 7 —% 7 7 F v L CEIET 5 VMM OFEARFRF & IO TR 5.
TS5 VM BREIX 1 o2& L, 20 ETEIfEFTS5 2 0S & LT Linux 2fHT5. £
7o, BfEEREL &L LT ARM926EJ-S 7' 1t v F#5#li 0D Integrator/CP AR — b T I = L—
5 QEMU? ZFIH$ 5. AW TIIEEHET— R T VMM, HEfH#ET— RFTH# 2k 0S
FEESE, YA NOSDFETT DLV UT 4 T BEHIINIL - T VMM THRET 5. %
DDA A~ OS Th 5 Linux 137 —RAVE— R & 2—HFF— RO 7 7 & 6 % 4
ME— FETHEELATIUIARLARV. TZTANETIEIARM 7 =377 F v D7t v
PE— REEBEL, 77 BAHIENC FAL 25352 12XV, Linux ZIEFHEE—
FECEWESES 2 LE2AREIC LT, £72, Br T 4 7HfTh 2 DIZ LB b ke
TRV OV CIIHGE 2B 2 348 S8 5 REMHEM S IC k- TEOMmS 2 iicE
EHizx, VMM THRITHZENTEDLIICLE.

KL OERIZU T OWY ThH 5. £ 2 BCTREMIRICOVWTHRNS. F3ETIE
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3 HE TR~z ARM 7 —%7 7 F ¥ OBfe & VT VMM Z#&5HL, FETLHHEICHON
TS, 5 5 B THATEORIEATOWBRIIC OV TS, HHICH 6 F TR
XxELd.

2. BEME

REE TR DN T ORFHFF T DN TR 5.

2.1 Xen

Xen® 13 Intel IA-32, 1A-64, PowerPC L TEIfET S Type I VMM Th 5. F£7-, ARM
T XTI Fr ~OFE B ENTDY. Xen 1 KA A > EIFEN DI~ ¥ DFAT
HALZ WD, FAAL 0 EMEERD KA A TlE, £ 2 CEET 5 Linux 37 31 A K
TANRNEFFL, TORALVPREAN=RT 2T ~OT 7 EARLETOMD KA A L 2EHT S
R FAA 872D, RAAL L OLAD RAL T RAAL U LRETN, A B OS
BEMET 5.

Xen (¥ALDET V& L THERAE(L (Paravirtualization) & 5%62{48{t (Fullvirtual-
ization) ZH&fE LT\ 5. HERAKIZS X b OS % Xen 2322 VM BREE ECHifEE
20, fEtEn s VM BREUE Xen WENWET 2FENN— Ry =7 L3RRS, 20720, VM
BEOEMEE T 2720IE3AA RN—a— L LIFHEN DM A2 M0 62 TERL RV, 20
7o, AN OSICELEMZDUERND S, — 528 {bIX Windows D X 512 OS 2
EHEENMZ LR AITH LT BEDICHON LD, ZnaEFIHTSI2E CPUICLS
AL AR REE W2 RN B 5.

2.2 TrustZone

ARM 7 —%7 7 F v Z1% ARM1176JZF-S > b &7z TrustZone® & IEIEH 5
REAMiiD > TS, ZHUT ARM 7 —% 7 7 F v OFF0 2 RO R#E L~ (RbE - Heke
HE) IZEART BB L LT Trust JRAE & Non-Trust IKEEE FFD. Trust IRETIXBEFOLR
FEL YL & FRROIE A E W E1TVY, Non-Trust JRHE TII4HE L~V Th - TH Trust JRHED
LDORT 7 EARREEREINTZATY ZME~OT 72 ARKIRIND. £72, TrustZone
Z 4 2 BT Secure Monitor &— K &I S E— FABMIN TS, Trust K&
& Non-Trust JREEDY) D # 2 1X Secure Monitor £— K%l L TfThoiLb.

TrustZone ZF|IH T2 Z & THELIC VMM HEN TE 5 a[RIEN H D53, ABFIETIE
TrustZone % 2 TRV ARM 7—%7 7 Fx x5 & Lz VMM B3 E1T - 7.
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3. ARM7—%77F~

KB TIIARZET VMM ZH5T % 9 2 THEIC2 % ARM 7 —F 5 7 F v OFEREIC
DTS,

3.1 JOotvyyE—F

ARM 7—% 77 Fx D7ty ¥E— FIER 1LITRTEH726 >OFEE—RE 12
DOIFFHET— FBMFET D, RN T 7Y r—yarral 7 Ada—E— RN TIHITE
N5, 2—PE— NIHFBETH L0, EITHFOT o 77 ABEHESNTHDHE T AT LY
V—RLT 7 RALRZY, BHEO T R vy E— REEE L2 T 5720121% 3.3 fii Tk~
PN ERE ST DLNERD D, 22— F— RUADOTE— RIIFHEEZ RS, VAT ALY V—
AT 7 BALEDBFEOT vy Y E— REHBICERETLIENTE D, FHEET— RO
IBYAT LUSND 5 oD T aky hE— RIEFISE— FEMENh, FBEOFSSRAES
3 EHIET M- Ric vy b E— RAEBHNICER SRS, ZNH0F5E— RIC
1332/ TRV ONDBIML Y AL BNHESATND.

k1 Foky¥E—F

Tuky$E—FR | B | R | B
Z—F usr L | BEOTB ST AETE—R
FIQ fiq HY | @ERT —Z L IET v R T E AR
IRQ irq HY YPLHIEN 0 SA LB ff
RN A A sve HY FR—F 4 TV AT AAORHEE— K
7AR—k abt »H Y BAEAEY, AE VR, T % ELE
RIEF und | »Y N—=RyzTasaky¥o

V7 YT alb—ya A
AT A sys HY | ANV =T A VT VAT DR AT

3.2 LURAER

ARM 7 —%7 7 F ¥ 23X 1 IRT 3T HO L P22 BIFET 5. Zhbid 31 iDL
HALoxz e 6@OTar T AAT—Z ALY AZ (pst) DO IND.

LU RAZ rO~1r12 1T L2 &2 L L TER S S5, ARM-Thumb Tt & FEOM
LAZ#E (ATPCS)® ICHE o 7243 1E L P A K 10~13, 112 D 5 SO LY A X R, Bl s
CEANHAL T o FLIURZ LD, LIRK TI3IERAY v 7 BA L4 (sp) & LTH
Eh, Ay ORFEEET. LYOAZrAFY 7LV s () E LTS, T
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usr/sys
ro
r
r2
r3
r4
r5
ré
7 fiq

8| [r8fig

9 19_fiq

10 0_fiq

r1 r11_fiq

r12 [r12_fiq | irq sve und abt
rM3sp | |r3fiq| [r13.irg| [r13_svc] [r13_und] [r13_abt
r41r M4 fiq| |[r4_irq| [r14svc| [r14_und| [r14_abt
r15 pc

cpsr
[ -

‘spsr_ﬁq‘ ‘spsr_irq‘ bpsr_svd bpsr_und ‘spsr_abt

1 ARM 7—%77F v DL I AKX

N—F WO BRICEIRT RV AZRMNT D, LA Z 1537w 7T 500 4 (pe)
LTRSS, 7rEy bR RICT =y FFToMmBDOT FLAZMREFT 5. cpsr (Current
Program Status Register) IZBIED pst ZRFFTH LT A X THY, spsr (Saved Program
Status Register) (X 2354 L7ZBRCUETIO 7 B v E— R TO psr 2R/ FHFTH L VA
2 THD,

pst (Z&Fa— 757, BIViABT 4 2—T7 vy b, TakydE— RNy v 70 —L
FZRFFL, ARM 7 —%7 27 F xld cpst £ T2 2 & THREEIELE=% LHl#ET 5.

BEOLVIRAZIET vty PE— FEICK 1 OFEENT TR LUEFHOBML T2 273
AEINTED, ZNEANVI LURAZ LIRS, N7 LUAFIEBSNE— FIZEFO L
TAZTHY, FHIME—FICT rE T FRERE LICERIEAN 7 LA RAES
NTVDLPRZIZONWTIEIANY T LUAZ 2T 5.

3.3 4l &+

ARM 7 —%F7 7 F v 1 7T HEHDOBIIMNHIE LTS, BISBIAET H &, A LTpilsh
DHIRICHE > TAEY DEET RLUANLIATRMMSND. ZOFET RV R zflshRs
ZEWH. K 2IZARM 7—F7 7 F x THfi LTV D B OFEME & & FISMFIZEH S
L7nty¥e—F ST ZOT FLRERT

BISARFAET 2 L HBIC T vt v hE— RPEFE I, FAELIZHISNE— RO spsr i
FEAERTOD cpst MMRAFEND. Fiz, BISNEERITHENVIAHLNEEEND. BISFOEIFIEIZ
1% spsr A% cpsr I SN, BIRT FUAZEMLTND rld O pellat—Enb.
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® 2 P OFEE T ey E—F, ST 2T FL R

Bis OFERH ET—F Bish_27 27 KL=
Uty h A== A | 0xFFFF0000
KR KIEH 0xFFFF0004

V7 k=T EIN AR (SWI) A== A | 0xFFFF0008

TV T 2y FTR— b 7 HR—h 0xFFFF000C
(A7 =y FHPICHAETHAETY THR— 1)

T—HTR— b 7 AR— b 0xFFFF0010
(F—=FT 7 BAFIRETHATY THR—])

IRQ (#1ViAZA) IRQ 0xFFFF0018
FIQ (/@& v A% FIQ 0xFFFF001C

34 R=UUY

ARM 7—%7 7 Fx 3o 7 —*7 7 F+ L [ MMU (Memory Management Unit)
EHAVDZ L TR AT UBREZ 4R 5. £72, ARM MMU O<—Y7—7/1 (PT) IZ
L~ ub 1 (L) &b 2 (L2) AR ESRTWS. ZHUZ LY ARM MMU (85 D~—
YA RERMETH LN TED. LIPT O—YTF—7 x> kU (PTE) ITIE KA A >~
By b7 4=V REMENDE Y h 7 4=V RBMFEEL, £5X—V0 PTE (21X AP (Access
Permission) ¥ b7 4 —/L REFIN LYy R 74—/ RBFEET S, ARM MMU 132
NHEDOEY b7 4=V REEHTEZ LT o0RRLHIBL T, X—=JIT@T5AE
U~ DT 7 2 AHHEIT o TV D, RN RAAL X DT 72 A ETV, RIS
AP E Y N7 4=V REMESTOT 7B AREAEITS. BIZED FAAL XD T 7 & AHl#
WL TIE 35 HiCilkR5. %EDT 7 AHIENCE L Cid#& 3 0 X 5 cfTbh .

&3 TU7EBAFFALHIHE Y b

FrHEE— N == R AP By h7 4 —/L K
FaHL/EXAR | FEaHL/EXAR 11
P U B AI e LEE A 10
e L /XA 7 U AAH] 01

35 KA A Y

ARM 7 =% 7 7 FXIZIE KA LIRS, (A EY EOA T FHIKOEE 2 LT
L DOTEHEIENES D, ZOWEEZFMT 22 L1cLy, BORBAEY ~ v T %
HEALTWD LEITAEY O M E MO GIREET 52 LR TE 5.

KA A > 1Z DACR (Domain Access Control Register) IZ X > THE#H =415, DACR IZ
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X166 DO KAAL VHICEY h 74—V FAAEINTEY, 20Oy 74—V NIiZE 4
WCRIEEHRET D ET, ERAALVEIZEHGOT 7B AflHEZRIETH LN TES.

R4 FALLDOT 2 RBAEAT

TIRAZAT | il | PiHA

T 7 g AT 00 | BCOTITEANRAL VT )V NEARK

7IA4T Vb 01 | TLB = hU DT 7 EAHI#HE Y M LTT 7 8ARF =y 7 LD
%= 11 | 77 8AF =y 273 TONT, 727 B AFFR 740 MIEE LN

34 B CTHRARTA=VIIMTOTNDD RAAL VIR LTEY, R=VIZRTHAEVH
W«@T&tx XL TEHRONE RAAL AZK BT 7B AH N THON, RAL BRI T7A4T
MIRERESNTWIHAICIT3ATHTERZAP By 7 4 — L FIZ L DT 7 & AN

Thhb.

3.6 TviTaTWmE

BT 4 TRB LIV AT LAY Y — AORESCEET — R EIKFT HMBDZ LT
HY, VMM ZHEET DB Z OaaOWOPIERICEEC 2 5. O DA TIX ARM
T XTI FXIZBN T T 4 TRl S DB EIIET S, vk, ZITHIET LR
UVT A TR EAETHANWS ARM 7 —%7 7 F % THDH ARMI26EI-S (ARMV5TEJ)
DML LTINS

3.6.1 psr DT I LAWE

pstiZ7 et v FONTRELZ ST L2 Z2THY, TOLIRZIIT/7EATEH D
LTepst AL LCHBEO Y nEy hE—RELHL LY, EViAAREZEIELLVTSZ
EMTEDE, VAT LYY —RAZHET2EEREREHF > TN D.

pst ~DT I A EEONE, 2—WE— REHIFSR E 70D psr OFSHIC L > TITD
RE|NEERITRT.

R5 psr ~DT I EAMBLEONE, 2—HFE— FHED psr ~DT 7 & AMmAOIRDEN

% spsr cpsr
MRS | psr OfEZHHL VA ZIHAHT | REZEFISMFEE ST AIRE
MSR | WH LY AZ Ol %E psr iCEZAL | REFRBISVEE | ML HEG

3.6.2 IOV YHLISREADT I ERGH
aFutyHiEF vy v aRAE Y BFHICOWTOREETIT> MMU %, 257410 J—
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AT EERERER > TND

aFaty DL AFZ~ADT 7 AMmSE LT TOMENEET S.

*MRC: 27rty¥OLIRZOEEZ CPU OPH LY A FITH AT

*MCR : CPU OV YR X Icayak vy DL VAT DEE EE AT

I OMAIE—FE— FRHICRERGINZ AT HRHEMDT TH S,

3.6.3 1—HE—FLPREAADT7IERGSH

ARM 7 —%7 7 F ¥ [ZITFHEE — REHZ 22— E— RO LT RIAT I ERATHZ LD
TELMEWEETDH. TNOITRHEE— RREOHEHEZEE L TV amaThY, BIfEE—
RIZIKIEL7=mB TH 5.
I—PE—RDVLIAZ~DT 7 Afid & LT TFOMBNEET D

-LDM (2) : #BEINZT RLADBBZ—YE—RDOL I RZ|IZn—RT 5

-LDM (3): 7ut v HE—RELEEL, IHESNLT RLARLLYRAZ Zu— RT5
< STM (2) : EESNET RLRICA—FE—FNDLIVRFEZA TS5
INHOMBIET — T — NRRICRERFIINEFET LMD THS.

3.7 TINA R

FHETT— RRRCARBIZE CHEH 2R — h Tdh 5 Integrator/CP OF /A ANREE SN T
WB7 RLRIZAFY T IRATHIET, ZOTNAA RAEFHTLHZ LRTED.

4. BEtEEE

AETIZARM 7 —%7 27 F v LTEET 5 VMM ORGFHNE & £ FEFIEIZHO>N
TikR%.

4.1 EHEEEAH
K%f@%SﬁTﬁNtARM7~%?7%¥@%%%ﬂ%LTARMT—%%??&
ETEMET D VMM %ZBI%T 5104 72> CORFERE S $Hc oW Tk 5.

4.1.1 w2 T4 TREOEM

VMM 234 % b OS #HEHO#RM L7 VM ETHIET 5 7-0121%, # 2 ~ OS RFTT
LeUUT 4 T (3.6 Hi) AL, ThEBEUDICZIaL—varT52LTVMO
REZTH LT sn. b LFANOS DRV YT 4 7aid%E VMM BRI T &
RFNET AN OS ZEHICEMESEL Z &R TERIARD.

36 LV EZ DBV T 4 TMHIIFHEM D TH D72, AT TIL VMM & RitEE—
K, &k OS 2T — RTEMESE D Z L TH AL OS DT 4 Tz fFlstc
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FoTHAL, VMM THElIcT I 2 b—a 15, 3.6.1 HTEA-HHEMS TRV E
VUT 4 TR ONTIE 4.2.2 THTHBA S RELRFHEM A TxLd 5.

4.1.2 REJOtEYHE—FDEA

411HITHT AN OS DRV VT 4 TR &MY 572Dk HEE— T VMM, ekt
FT—RTHZ b OS ZEMESED Z LIZHOWTH~Z. LA L ZoF BT 2R E) 4
U%. ZIUIARMIE TS AN OS & LTHEAT S Linuxk DA —RVE—REa—FE—F
T80 ThHS.

ARFFETIX Linux DA —FR/VE— REa—FE— REIEMHHEET— N EOATHREI G
THUER SR, TR TS T at v — REJRRHET — R RICRABIICAEEE S
52 L TZORMBEEMRRT 5.

A2 7 at vV E— RIZFEBEO 7 rt v ¥ E— RERERIC 7 DHE L, Linux O —
FVE— RIIAERHEE — K, = — T — NIIEABIERHEE — N ECaiESE 5.

4.2 UL TFA4IHMENDIZIaL— 3y

AFITIEZ A N OS TEITEND B VT 4 7% VMM THRATL ClEdlice I = L—
va T LBV TIRND.

4.2.1 BEGSTHIEUIT4IHFEOIIaL— 3y

411 HiTHRART LI, B o T 4 TMRIEEDOLL BFEMB THD. £, 7
Z b OS ZIHFHHET— FCEMESE D L EL DRI T 4 TaBNRERGII &V D Bt &
WETD.

IIT, REEBHINZEZ LI 0T 4 T@mBREDL I VMM IZLsTE=Iab—
TarENBHENIZONT, PlELTLIYAH 0 DEICE>THRyy v a®ifke 7T v a
T LT

mcr pl5, 0, r0, c7, c7, O
L, ARM Yut vy ¥ ID 2 LYV A% r3 (CBGT 5%
mrc pl5, 0, r3, c0, c0, O

D2 BHDMFITONTHLRTS.

FAROS TINLOMEANETIND LRERVIPRAEL, BB 2ty E—
RABRERGIINE— RIZER, BV ABNEELSNT-%, RERFINT ZICRESATH
LR FATT D, REBGISIARZ ZI1T1F 423 HIZE D H 52 Ld VMM OREFFIS+
NV RT DAL T ~DOGIEMANHEESINTNDZH, £TF 22 pe BABHEITSH. VMM
DREZRHISN N BT ORE T TIIFINFEERD T A S OS DIWHA L T v FLIRERG
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Ak OS ~DEIFTT RV AERIFEL, VMM OIS BT TOMBENE T L%, R
LEZNBD LY AZ EEIFLTH A b OS OFIANIEEBFT~RS. 3.2 8Tk~ 9
LYZRE r0~13, TI2 1 ZHAZ T v F LI R TH D=0, CEROBEKTEEIATH
5 VMM OIS N R TV A X DENEEI BN RH 5. £D7-%, push mif
EHEOTENDDVIAZDEE AL v 71 AFT D, ZOREFELENHAZ ZyF LU
ZIZ VMM ATEY VT A 7TREDTI 2l —a U ETHOBRICERLEZY, =321 —
Varv LR ENMSEDTDICELH SND AR H D, 20720, AX v 7 IR 7L
FEBEOL YR Z % VMM OFIS N> RT TR v 7 7 L— 2GR E LCEET S, 2
DAY 7 T L— DEERA~DRA &% VMM OFIS N RT~BIEELTET. 29
T5Z LT VMM OGN RTNTRAE v ZIRIF LTIV AZIIR T 78 A5 %
ZEMARRE 72D . ATPCS TED LILIZSIEOZITIE L AIEICL 2 LBEICBE ) Lo & =
D0 DENBIE BT, LIRAZ 0 ICAF v 7 7 L—AEEERDOT RLZZRAL,
VMM OREZEFISN N BT ~FIET 5. VMM OREZFII N BT TOMBENET 5
L, MLV AZEREIF LI, IS ERESELFAA L 0SOT RLAILERTS.
VMM OREHFIS NS RIITIUTO CEFHDOT 07T LY —ANbEREND.
I TRAETHRT HMADOTI a2 L—ya VEFTOAE Y — AT — R B L TRtk

T5.
1 void vmm_und_handler(stack_frame *registers)
2 A
3 unsigned int address = registers->ri4;
4 unsigned int *inst = 0;
5 unsigned int cause_inst;
6
7 address -= 4;
8 inst = (unsigned int *)address;
9 cause_inst = (unsigned int)*inst;
10
11 switch (cause_inst) {
12 case OxEEQ70F17:
13 __asm__ __volatile__(
14 "1dr r0, [sp, #4]\n\t"
15 "ldr r0, [rO0]\n\t"
16 "mcr p15, 0, r0, c7, c7, O\n\t"
17 )5
18 break;
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19 case OxEE103F10:

20 __asm__ __volatile__(

21 "mrc p15, 0, r3, c0, cO, O\n\t"
22 "1dr r0, [sp, #41\n\t"

23 "str r3, [r0, #12]\n\t"

24 )

25 break;

26 }

27}

AWFFEICBNT VMM (3 1 20 VM BREZRILT D 2 L 2 & 95720, VMM DR
EZFIS N BT TIEF A L OS MR R CEITTE oo To b v T 4 T & RATHE
Raffo o REECTHERITTIS2Z2 L CoIal—v a7 5.

ETTITH CREEPIIZRESELMENEDT R L RAICHLE STV 5 0% BIFME
DFA KOS ~DEFT RLANGHEL, 91TETEDT L ANLREZRFII & HE S
Wiy vT 4 TSRS 5.

11~26 fTHCHRG LIt v T 4 TSm0 E2 55175, 12~18{TENR LY A X 10
DEIZHESTH vy v a2 ET7 T v ad bme, 19~2517HA ARM 7' =& v 40 ID
ELYAZ 3 ICBETOMAOTIal—r g U AEEY TS,

EFPTEFEOMBTOTI 2L — 3 VIOV THRT S, ZomBIEL VAZ 10 OfEEE
T8, 10 ZNAAZ T v F LI RAZTHDHID, R#EDTDICAY v 7 7 L— AR
ELTRIEESN, VMM OREREFIS AN RTICE15E LTHESN TS, LY RAH 10 %
BISIEAERTOIRBEICIE T T B 72 DIC 1447 B T sp+4 OMEICHRIF SN TV 5[5z s L
TAZ w7 7 L— MEERERTRA 2 2EL, ZhExtlc I5THTLYAZ 10 &
#Hr9 5. UEOBECX PN ERAESEEREFR CREBICL Y AZ 2EIET 280N
TE, TOMBTOFATICHET LT XA MNELSNEZZ LR D. Z0), Zofk
ETI6ITE LV ERESE L VT A TR EETTHILETCIalb—va vk
1THZENRTES.

KICHEEDOMBADOTI 2 b— 3 ONWCHERT 5. ZoMP iz HiaH s Th
BT, BNl Lizfm FATHIO L YR Z DEITTIT DOV TUIAT 9 RENRRV. ZD72D 21 1T
HCHSERESEIE T 4 TR EETIITTDH. ZOMBICLY LY RAZ 3 IT4
ERMZ BNz, Tk 22, 231THORIEIZ L o TAY v 7 7 L — MERHEHR ORTF
L7ZB3 DL AFEIC LRSS, ZOBELS /20 E VMM OFREZBFISNAL K5
ERITCAS v 7 7 L— MEEERPICRATE Lo L P A X B E T ABICEFRiOEEE T
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HZETRoTLEY, U Ial—ra T 52 enTER<<A->TLED.

PRk 2O V7 4 TmanEilicoIab—ya SN

4.2.2 BHESGEITHEVNEC VT IHFNIZIaL—2 3

421 HTIXE VT 4 TRBPHHEMST THAHADTI 2 L— 3 VIZHON TR~
23, 3.6.1 T~/ MRS, MSR i —HE— FRHIBIS & A W72 WO IR
ThHhd. ZOXIRBTT 4 TMHIEEOFEITE VMM BZRET D FER RN, 7
A KOS ZEFICEMESED Z LR TEAR.

Z ZTABIETIZS A b 0S TH 5 Linux O Y — A =a— R MRS, MSR 4 %2
TRRSHEM I E X MR B Z L THREICHIN ZRESETINLOMEDT A h 0S I
L 2%ETE VMM BARATE D X917, BBEICHINEZRESTDLZOL I B ER
WFSE TIRARBEREE M T & FES.

ZORBEFHEMSTICE VA A 0S 12X D MRS, MSR s OEITRRERFIMC L -
THREEH, VMM OREZFISN N RTINTZIal—va & 2fTH2ENTES. =
Ral—va ORI 421 HERKETHD.

4.2.3 fINRY ZADREHEDHRTE

AR OS TRAETLI®E VT 4 7Taa%E VMM THISLE WD TETRIT 5120, 4.2.1
HTHBARIZ K 91T, BT 22 VMM OIS N BT DRE T ~D o3Ik & i E L
TR BV, AT AEEE, R b OS OFRELEE BIAT SR VMM 132 0%
EZITORTIER b0,

VMM (Zi3H 0 OB OFEEZ L2 KT L Z2DR X T2 RETS. 2L T,
UTIRT 7Ry 7 U EFEICE > T VMM OISk BT DR E T ~DAFIEA S 2R ET
5. flE LT VMM OREBEFII AN BT DAL T Doy HI_ 7 ZIZEET D
FIEIZONWTHRARS.

1 asm volatile__(

2 "ldr r0, =_vmm_und_handler_stub\n\t"

3 "ldr r1, =0xFFFF0004\n\t"

4 "ldr r2, =0xEAFFFFFE\n\t"

5 "mov r3, ri\n\t"

6 "sub r3, rO\n\t"

7 "sub r2, r3, lsr #2\n\t"

8 "str r2, [r1]\n\t"

9 );

247H T VMM OREZBII N RTDAEZTOT RV A, 31TH CREZRBI~I 2T
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LR, 44TETBIEDT RL AT 5B a2 HMT 2. 6 4TH TRERGISNA~T &7
RLZAMNE VMM OREZFIN AN RTDAZT~OT RLRAEZET 22 L T2o07
KLU ABOMXT KL AZRD, TITH TBIEDT KL RAZHIET 24805 6 {TH TR
ToFRT RLRAZBIE, fAxT RLAMENT KL RCHIET 2M8MELN S, ZOme
% 8ITH CRERMBIIINRZ X T FLRAIZEZIATLZ & T, RERHISHT Z1HE VMM O
REZHISING RTDAZ T ~FET DM BTERETDHIENTED. INEED 6 20D
BISMT B FREICAT 5 2 & T, BIS_7 2~ VMM OFIS N> BT DR L T ~D5yIk %
BETDHIEINTES.

4.3 REJOtYHE—FK

AT 4.1.2 HTHRAR BT 1k v ¥ — RORIEFEIC OV TIRAR B,

4.3.1 RENVHILSRE

BT vy e — FIIEEREO T vy e — RERBRIIN V7 LU R Rt
BV, L L LY RAZIER LN L new, [T ety HRICHERTE 54850
LY ASIFLE LR,

Z TR TIIAE N 7 L A 2 oM E LT VMM O A€ VEEEZFIHET 5. 2
DR VP AZIFERL—F R OMEEL AT A= RBERATH L AZITONTHIR
TR VO RENGFEHET H U DA ZITOW TR L DX & LS IR TR HE %
BAET5. L THFRANOS BT RE vy E— ROLEHEETHMPEFET LI & X I0ffHL
PRARANBIEDO VP AZBRAZL, BIEO LR Z RN 7 LR 2 OEERAT 5.
THICESTHBEDL AR AN T LI AZDO LT D Z LRTRICAR .

Fiz, EBEOT oty YE— N TIIBISNEAERHIBISNFEERTO cpsr DIEAFEA L 72 Bilst
E— RO spsr ICHBIIZRIFE SN D78, RET vk v hE— FTH B IEA R HIS 5
ARITD cpst DB A F A L T2 BISMT ST D RARGISNE— R D spsr IZIRET D

4.3.2 T X

EEO Tty E—RERU LI IEET 0ty e — R THRIERHET— R A
EBVIZT 7 EATED LD, (RAEIERAHEE — NRFIARRHEE — F L TENEST 20—
NTBERZT 7EATERVEIICLRTRIER LRV, I VMM IZEREO vty
PE— ROFHEET— K ETEIEL T\ 5728, FERHEET— RCTEET 27 A N 0S 607
7B AZZITRVE W SRIBHER LT i b0,

ZZTARETIE 35 i TR RAL U ERE6DLIIHEATEZLET, 2077 EA
il A B 5.
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£6 RAAVEHHLAEET vty E— ROT 7 & Al

D15 D1 DO
VMM 74T 3= x ~F =Ty
[ERERTESEY IIALT R | VAT | v x—V¥
H—=FVE—=FR | 7IA4T 2k | ~F—=V¥ TRV

ZZTDO, DI, DIS IZZENEFNI—FRILT O ANETDH RAAL Y, a—FFukx
DETDRALY, VMM PETSH FAA U ERLTWD.

28, VMM OJRET2PTED AP By 74—V RiZdH 622U “017 IZRRE S, =—
PE—RNSOT 7 EARTERVLIICLTENRTRIERLRVWLDOETDH. TOX
INZLZRTFET AR OS THIANDRBAELTZLEZIZ VMM IZT 78 AT5Z ENTE <
2o TLED. LEEBR->T VMM BET 5 DIS IIHIZZ 747 MIBRELTRE, 77
EAHBNLFIZAP By h 7 4 — L REFEHT L5121 5.

# 6 BIEHEICT 7 B AHIHEZER L TODE 0 E I »iERTS. 3 VMM BX&To K
AL ATHLTT 7 BANTED L H1CD0, DI Eblivr—V v & Lz, Ricz—HE—
RBFIE D — N7 B ADBET 5 CTHD DOIWCH L TCT 7 vARAE Lz, 2—% 7
TADETHHELTHS DIICK LTI AT v MIRETDHIETAPEY h 7 4 —b
Fic k57 7 v AHIEEERT 5. iUk VMM 200 L2Vl @ Linux THREEO T
7 & AHIEFIEZ IR > TN D, HZICH—F T — RREI D0 & D1 #ilif &b~ —T %
KCRETDHZELTH—FNT ot ADBT 2HBICb 22— et 20B T 5B L T
JEANTED LT L.

PLEIZEY AL EFIAT 52 & Ca—PE— RTEET 57 2 L OS & LT Linux
CH—RNE— RE2—FEF—RD 2 ODF— NDOT 7t AR LT 2 = L NFAHET
H5.

4.4 FNARDIZIal—Y3y

AEFFETIET A b OS ZIEFHET— R CHIESE 2720, T/ A~DT 7 2 ADBRIHE
BARRIZE DT —F2 T AR— SRR ET D, VMM IZZ 04 % VMM OF —H 7 HR—
MG N KT CRUNCIBIL, TNNA A2 =12 b —1a T A 0ERH 5. AFFE T
1250 VM BREZEMT LI Z L E2FHEE LTWDD, FA R OS BELITLIZT /3, A~
OT 78 A% VMM THEFETTLHIIETT A ADZI 2L —ra 27760 T5.

THARALADTI 2 b—a 421 HTRARETI 2L —va Y OFELIZERLTTH
v, ZOEBIIHNOFENRERBIN TR T —FTHR— MBI THLZ LA THY,

(© 2009 Information Processing Society of Japan



AL S A TR T

IPSJ SIG Technical Report

F—2 T R— MASMICHE &7 VMM OISy RS L ZDAZ T E2HAT 5.

4.5 PYET FLRATO VMM DOR#E

QEMU ®& A L7 T — MECH—F AT a8 LT “mem=112M" 2f5ETH 2
Lizky, FAMOSIIWHEAEY % 112MB £ CTLMMERA T2 2 &0 TE <D, Abf
ETIHEAETY OFEL LT 128MB 2EHT 579, 112~128MB OfFElkILS7 A k OS
NORHSNDL L LD, ZOMEBIC VMM 2ET 52 L TYWHEAEY LT VMM %
TA N OS MORET DI EEARRIZT S.

5. = E&

AETIIRTEIR LR B T FHOE SV TS L7 VMM 2 FE1TL, B TFE
ENET LT AEFTE CORBRERT
51 EBRRE
KU AT AOFEBREFEIILLTO®EY THDH. 728, THUUEQEMU D7)V AT AT o
L—vailioTmIal— hENEBRETHD.

e OS : Linux 2.6.25.4

e "—F : Integrator/CP

e CPU : ARM926EJ-S (ARMv5TEJ)
o XU : 128MB

5.2 RE=SFE

ATEE CIb 7= G EHRIE T #HI ST VMM 2% L72FES, C S5ET 4000 1T 3%k E
Lotz BEDO L 25001TIIA > FA TRy T2 Da—RRThHDH., Fiz, 4.2.2
T~ RERFHEM 13 MRS @4 18 f&i3T, MSR 4y 42 AT TH Y, Linux 7 —> /b
~DOEEIT 60T THD.

53 E7N

B DOBURIL, ROOZ—Y ot ATH5D init e ADAEKL, 2—F L YL TH
TFHIC=T—NRELTLESTVWHRETHD.

6. BhHh Y Ic

AL TIZARM 7—% 7 7 Fx H VMM OEEOHFEHREL, TORRBEITo7-.
ARM 7—%7 7 F % OFHEE— F T VMM, JERHEE— FTH/ A OS 2@{ESEL 2 &
TH AL OSDFETTHEL VT 4 T tah VMM IZE Y #ilsk & LTl L, Thz i)
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I al—3a T A2 ENTEE. =BT 4 TSI HEMS TRWEZDIZ
H AR OSIZEBENLDMEDITEZ VMM THRET 5 Z L3 TE R &0 5 B
U728, ARRFETIXEN D OMP & MBS & 584 S8 5 (RERRHEM A CRIICE X 2
HZET, FABOSICEBEHEMBTRVWE VT 4 TRBOFATEMET 5 2 L 2k
L7z, E£77, KL A OS & LTHWE Linux 26T — FCEIfEs® b 2 &
WEVELD = NVE— R a—HE— FEOT 7 & AR OKANIEE LTI, FEFeHE
E— MRS 7 m e v e — FERULT 2 2 L TR L. (/I8 rte vy E— R0
T RARENE RAA L EHWSZ L TCERBET LI ENTE .

PLEOFETIEE L VMM ZBfE2—F 7 o ADEREIT> TV BB TEIfEL
TWa., S%OBEE LT, YAROSHRurArTar T aRRLTa2—VDAN%E
O LDOTEZHREE TIEFICEESE, YA OSHTRVFv—I AL — b ThD
Imbench Z fWT%A 7 4 7 Linux B DOfthodo ARM 7 —%7 7 F+ H VMM & o
REDIE A Ehi 5 2 & & ISR 26T 5. F72, HICTOEIC K- TARBFIE CR%
L7 VMM OR#E&EFT 2Rt L, EhzcictEieodaEs HigT.
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