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Abstract Automotive control systems are getting more large-scaled and complex each day. Such a system will

cause a problem with locating faults during system failures. One reason for this problem is that system components

which have received an abnormal input data from other components may also output abnormal data even if they

are not in abnormal modes, and consequently many redundant faults are detected in the system. In this paper, we

propose a diagnosis method to locate the origin of faults automatically in the system where the fault propagation

may happen. We use the framework of model based diagnosis developed in the field of artificial intelligence, and

furthermore, we introduce an abstract modeling technique in order to deal with complex software components.
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2.

1980

[1], [2], [4]

2. 1

System Description (SD)

Observations (OBS)

Diagnosis (DIAG)

2. 2

1

1 5

C1, C2, C3 2

C4, C5 2

a, b, c, d, e f, g

x, y, z

a, b, c, d, e, f, g 1

1 System

Description (SD)

SD ≡{ok(C1)→ x = a × c}

∧ {ok(C2)→ y = b × d}

∧ {ok(C3)→ z = c × e}

∧ {ok(C4)→ f = x+ y}

∧ {ok(C5)→ g = y + z}

(1)

ok(C) C

(1) 1 C1

x a c

System Description

1 Observations (OBS)

OBS ≡{a = 3} ∧ {b = 2} ∧ {c = 2} ∧ {d = 3}

∧ {e = 3} ∧ {f = 10} ∧ {g = 12} (2)

Diagnosis

C1, C3

Diagnosis DIAG

DIAG≡¬ok(C1)∧ok(C2)∧¬ok(C3)∧ok(C4)∧ok(C5) (3)

¬ ¬ok(C) C

Diagnosis (3) Diagnosis {C1, C3}

System Description Observations

Diagnosis

Diagnosis System Description Observations

Diagnosis

Diagnosis

SD ∧OBS ∧DIAG = True (4)

1 Diagnosis {}
(1) (2)

f = x+ y = a × c+ b × d = 3× 2 + 2× 3 = 12 |= 10

(4) {}
Diagnosis Diagnosis {C1}

(1) 1 x = a × c

x (4)

{C1} Diagnosis

{C1} {C4} {C2, C5} {C2, C3}
1 Diagnosis Diagnosis

{C1} {C4} {C2, C5} {C2, C3}
1 (4) Minimal

Diagnosis

1 System De-

scription Observations Diagnosis
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2

Diagnosis 1

C1 C4

3.

3. 1

2.

ECU

ECU

ECU OS

3. 2

[3], [5]

System

Description

2

System Description

SD ≡{ok(C1) ∧ ok(a) ∧ ok(b)→ ok(c) ∧ ok(d)}

∧ {ok(C2) ∧ ok(c)→ ok(e)}

∧ {ok(C3) ∧ ok(d)→ ok(f)} (5)

(5) 1 C1

a, b c, d

Observations

2 c, e

3

Observations

OBS ≡ ok(a)∧ok(b)∧¬ok(c)∧ok(d)∧¬ok(e)∧ok(f) (6)

a )

b )

Diagnosis 2. 2

System Description Observations

(4) Diagnosis System Descrip-

tion Observations (5) (6)

(4) Diagnosis {C1}
C1

C1 c

C2 e

C1

3. 3

[3], [5]

System Description

3. 3. 1

3 3. 2

System Description

SD ≡{ok(C1) ∧ ok(a) ∧ ok(e) ∧ ok(f)→ ok(b)}

∧ {ok(C2) ∧ ok(b)→ ok(c) ∧ ok(e)}

∧ {ok(C3) ∧ ok(b)→ ok(d) ∧ ok(f)} (7)

Observations
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OBS≡ok(a)∧¬ok(b)∧ok(c)∧ok(d)∧¬ok(e)∧ok(f) (8)

(7) SD (8) OBS

{}
(8) b, e

3. 2 System Description

3. 3. 2 System Description

3. 2

System Description

System Description

System

Description

System Description

Step1. 3. 2 System Description

Step2.

System Description

2

2 1

3

System Description

3 3

loop1. C1 �b�C2 �e�C1 (a, f)

loop2. C1 �b�C3 �f �C1 (a, e)

loop3. C1 �b�C2 �e�C1 �b �C3 �f �C1 (a)

Step2

loop1. ok(C1) ∧ ok(C2) ∧ ok(a) ∧ ok(f)→ ok(b) ∧ ok(e)

loop2. ok(C1) ∧ ok(C3) ∧ ok(a) ∧ ok(e)→ ok(b) ∧ ok(f)

loop3. ok(C1) ∧ ok(C2) ∧ ok(C3) ∧ ok(a)

→ ok(b) ∧ ok(e) ∧ ok(f)

(7) System Description

4 Elementary Loop

SD ≡{ok(C1) ∧ ok(a) ∧ ok(e) ∧ ok(f)→ ok(b)}

∧ {ok(C2) ∧ ok(b)→ ok(c) ∧ ok(e)}

∧ {ok(C3) ∧ ok(b)→ ok(d) ∧ ok(f)}

∧ {ok(C1) ∧ ok(C2) ∧ ok(a) ∧ ok(f)

→ ok(b) ∧ ok(e)}

∧ {ok(C1) ∧ ok(C3) ∧ ok(a) ∧ ok(e)

→ ok(b) ∧ ok(f)}

∧ {ok(C1) ∧ ok(C2) ∧ ok(C3) ∧ ok(a)

→ ok(b) ∧ ok(e) ∧ ok(f)} (9)

(8) OBS (9) SD

Diagnosis {C1} {C2}

1

3. 3. 3

Step1. Elementary Loop

Elementary Loop 2

BACKTRACK

[6] Elementary Loop

Step2. Elementary Loop

Elementary Loop Elementary

Loop {L1, L2} L1 L2

Step3. Step2

Step4. Step3

3

3 Step1

loop1 loop2 Elementary Loop

loop3 b 2

Elementary Loop

Step2 Elementary Loop

4 {b}
loop1 loop2 b Step3

4 5

(a) (b) (c) 3 Step4

5 (a), (b), (c)
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(a) (b) (c)

5 4

6

loop1 loop2 loop3

3. 4

a )

6

2 C1 d a

c b

(5) System Description

SD ≡{ok(C1) ∧ ok(a)→ ok(d)}

∧ {ok(C1) ∧ ok(b)→ ok(c)}

∧ {ok(C2) ∧ ok(c)→ ok(e)}

∧ {ok(C3) ∧ ok(d)→ ok(f)} (10)

Observations

OBS≡¬ok(a)∧ok(b)∧¬ok(c)∧ok(d)∧ok(e)∧ok(f)

(11)

(11) OBS (5) SD

{}
a c

(11) OBS (10) SD

{C1}
a c

c C1

System Description

b )

1

7 2 c, e

ok(x).range ok(x).period

x

C2 e c

7

(5) System

Description

SD ≡{ok(C1) ∧ ok(a) ∧ ok(b)

→ ok(c).range ∧ ok(c).period ∧ ok(d)}

∧ {ok(C2) ∧ ok(c).range → ok(e).range}

∧ {ok(C2) ∧ ok(c).period → ok(e).period}

∧ {ok(C3) ∧ ok(d)→ ok(f)} (12)

(5) (12) SD

c )

2 c, d

c d c/d

c/d

c d

Observations

OBS ≡ OBSothers ∧ {¬ok(c) ∨ ¬ok(d)}

OBSothers Obser-

vations 2

OBS ≡ ok(a)∧ok(b)∧{¬ok(c)∨¬ok(d)}∧¬ok(e)∧ok(f)

(5) System Description

{C1}
d )

x x <= 10

x >= 30 10 < x < 30

Observations

1 x < 10 Obsesrvations ok(x)

2 x > 30 Observations ¬ok(x)

3 Observations

Observa-

tions 2

d

OBS ≡ ok(a) ∧ ok(b) ∧ ok(c) ∧ ok(e) ∧ ¬ok(f)

(5) System Description

{C1} {C3}
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d {C1} d

{C3}

e )

t t + 1

2

System Descrition

t = 0, 1, 2, 3 4

SD ≡{ok0(C1)∧ok0(a)∧ok0(b)→ok1(c)∧ok1(d)}

∧{ok0(C2)∧ok0(c)→ok1(e)}

∧{ok0(C3)∧ok0(d)→ok1(f)}

∧{ok1(C1)∧ok1(a)∧ok1(b)→ok2(c)∧ok2(d)}

∧{ok1(C2)∧ok1(c)→ok2(e)}

∧{ok1(C3)∧ok1(d)→ok2(f)}

∧{ok2(C1)∧ok2(a)∧ok2(b)→ok3(c)∧ok3(d)}

∧{ok2(C2)∧ok2(c)→ok3(e)}

∧{ok2(C3)∧ok2(d)→ok3(f)} (13)

okt(x) x t

Observations

2

Observations

OBS ≡ok0(a) ∧ ok0(b) ∧ ok0(c)

∧ ok0(d) ∧ ok0(e) ∧ ok0(f)

∧ ok1(a) ∧ ok1(b) ∧ ok1(c)

∧ ok1(d) ∧ ok1(e) ∧ ok1(f)

∧ ok2(a) ∧ ok2(b) ∧ ¬ok2(c)

∧ ok2(d) ∧ ok2(e) ∧ ok2(f)

∧ ok3(a) ∧ ok3(b) ∧ ok3(c)

∧ ok3(d) ∧ ¬ok3(e) ∧ ¬ok3(f) (14)

Diagnosis

Diagnosis

Observations

(13) SD (14) OBS (4) DIAG

DIAG =ok0(C1) ∧ ok0(C2) ∧ ok0(C3)

∧ ¬ok1(C1) ∧ ok1(C2) ∧ ok1(C3)

∧ ok2(C1) ∧ ok2(C2) ∧ ¬ok2(C3) (15)

(15) C1 t = 1 t = 2

C3 t = 2

C1

(13)

System Description

100ms 100ms

1

Observations

100ms 1 100ms
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